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内 容 简 介 

 

信息安全管理技术是当今通信与计算机界的一个热门话题。本书主要从人、网络以及信息系统的运行环

境等几个方面对基于 TCP/IP 协议的信息系统安全问题进行讲述，从系统的角度探究信息安全领域的相关问

题，具有极强的可读性。 

随着信息安全问题变得越来越复杂，拥有 CISSP 证书的人也越来越受到企业的欢迎。本书可作为应考

CISSP的首选参考教材，也可作为信息安全专业人员、研究人员的参考手册。本书结构紧凑、内容全面、深

入浅出，强调理论与实践的结合。书中包括了 CISSP考试要求的大部分内容，读者可以根据自己需要去单独

学习其中的章节。 
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译 者 的 话 

如今，人类已经进入信息社会，日常生活与工作都离不开信息的交流，而信息在为我们

带来巨大方便的同时也相应地带来信息传输和存储过程中所遇到的安全问题。信息系统安全

是比计算机安全更为广泛的一个概念，它涵盖了与信息有关的所有领域。 

本书译自 Harold F. Tipton与Micki Krause主编的 Information Security Management一书。

该书为我们详细阐述了在信息安全管理领域中所用到的新技术、新概念等问题。 

本书共分 9篇： 

第 1 篇（第 1～2 章）——存取控制系统与存取控制机制：主要讲述了用于实现访问控

制功能的系统和方法。 

第 2篇（第 3～8章）——通信与网络安全：分别就网络安全以及因特网（Internet）、内

联网（Intranet）与外联网（Extranet）安全两个部分来进行阐述。 

第 3篇（第 9～11章）——安全管理问题：分别就对信息安全问题的认识，安全政策、

安全标准、操作步骤和指导方针以及对安全风险管理等三方面进行讲述。 

第 4 篇（第 12～16 章）——应用与系统开发的安全：分别就信息系统应用安全和信息

系统开发中的安全问题进行讲述。 

第 5篇（第 17～20章）——密码学：着重讲述密码学技术及其密码学应用。 

第 6篇（第 21章）——结构安全和模式安全。 

第 7篇（第 22~23章）——计算机操作方面的安全问题。 

第 8篇（第 24章）——商业过程中的连续性计划以及灾难恢复计划。 

第 9篇（第 25～28章）——法律、调查和伦理。 

本书由王顺满主持翻译，陶然教授、杨鼎才副教授、郭守刚副研究员、任大伟工程师、

魏本杰讲师负责对本书部分初稿的翻译工作，另外参加本书翻译工作的人员还有郎志海、王

占禄、卢凤珍、许文权、姬桂霞、李硕、王顺捷、许楠、张阁、王顺成、高巍、王和法、张

颖、马涛、刘颖、李娜、王红玉、杜湄楠、李鹏飞等，感谢这些同志在翻译过程中认真负责

的工作态度，他们的工作为本书的顺利翻译起到了至关重要的作用。全书由王顺满进行统稿，

并对原书中的一些错误进行了修正。 

在该书的最后统稿阶段，正赶上北京的“非典”肆虐流行，这次突发疾病的快速流行和

蔓延再次为人类敲响警钟！提醒人类只有掌握更多的科学和技术才能够在与自然界和谐生存

的世界里，更好地完成从必然王国到自由王国的转变，同时也更加坚定了作者本人克服任何

前进中的困难，并最终取得胜利的坚定信心。 

本书的翻译工作得到了本人的博士生导师，中国科学院院士、中国工程院院士，北京理

工大学名誉校长王越教授的大力支持和指导；同时，在本书的翻译过程中，还得到电子工业

出版社竺南直博士的热情鼓励和悉心帮助；其他友人也为本书的顺利完成给予了很大关怀。

在此向上述所有给予我帮助的同志、朋友表示衷心的感谢！ 

另外，我还要感谢我的父母和家人，他们无私和坚定的支持是我不断前进的坚强后盾和
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动力源泉；我还要特别感谢我的妻子，她对我的工作和生活给予了很大帮助，并为本书的顺

利编写提供了许多宝贵的意见和建议。 

虽然译者对网络知识有比较深入的研究，并且在信息安全领域发表过多篇论文，但由于

时间仓促、知识水平有限，书中也一定有许多不妥之处，敬请各位读者及时批评指正。 

 

            王顺满 

2003年 5月于北京 



 

原 文 序 言 

当今世界，信息技术正在以前所未有的速度向前发展，随之而来的信息安全问题也日益

受到人们的关注，这就为信息安全专家不断提出新的挑战。为了满足读者的需求，我们在

Information Security Management Handbook ( Fourth Edition ) 一书中，主要讲述了在信息安全

领域中的技术发展趋势、新概念以及随之不断进步的信息安全技术等。按照这一理念，我们

把这本书定位在供信息安全专家使用的参考书，同时也可供从事网络与系统管理的人员参考。 

在这里，我们将继续使本手册的内容与信息安全通用知识（CBK）的内容尽量保持一致，

使本书能够成为信息安全专家们参加信息系统安全职业证书考试（CISSP）所使用的复习参

考资料。CISSP认证考试与 CBK论坛都受到国际信息系统安全认证联盟（ISC）很大程度上

的支持，是全球性公认的，并且已经得到业内人士的高度重视。 

在准备 CISSP认证考试的时候，需要考生们花费很大精力来准备。因为该考试不仅需要

对 CBK 知识有很好的理解，同时还需要考生们掌握相当的实际应用技巧。这套手册将作为

准备 CISSP认证考试的考生们所使用的几本非常有价值的参考书之一，特别是其中某些章节

的内容是由专门从事这方面考试研究的人员所撰写的，这些内容将具有极高的参考价值。另

外，在这本书中还包含有许多实际操作方面的知识，因此该书也非常适合于那些从事实际工

作的专家参考。 

此外，面对计算机病毒和“蠕虫”病毒的肆虐以及网络黑客们对开放网络协议的恶意攻

击等严峻情况，作为公司的首席执行官，他们迫切地需要对本公司的内部重要信息资源进行

有力保护，于是就需要雇用大量富有相关经验的信息安全管理人员来对信息进行保护。在这

种情况下，是否通过CISSP认证考试就被当做公司招聘信息安全管理人员时的首要考虑因素。 

在这本以及以后各版本的手册中，我们基本上都是按照 CISSP认证考试的内容来进行编

排的。信息安全领域的研究范围非常广泛，在本手册的部分章节中还对 CBK 的题目给出了

专门介绍。另外，在写这本 Information Security Management Handbook ( Fourth Edition )的时

候，我们还在书中提到了在信息安全领域出现的一些新情况和新问题，这样做的目的是为了

能够与当前该领域内所讨论和研究的新问题保持同步。 

 

 

Harold F. Tipton 

Micki Krause 
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8.8  VPN（虚拟专用网）的组建 ········································································································（133） 

8.9  跟踪 ···············································································································································（134） 

8.9.1  通信规则 ···························································································································（134） 

8.9.2  对安全关联的控制 ···········································································································（136） 

8.10  提供多层安全数据流··················································································································（136） 

8.11  密钥问题······································································································································（137） 

8.12  密钥发展史··································································································································（137） 

8.13  IPSec网络密钥交换 ···················································································································（138） 

8.14  阶段和模式··································································································································（139） 

8.15  系统信任的建立··························································································································（139） 

8.16  密钥共享 ·····································································································································（140） 

8.17  单一密钥体系······························································································································（140） 

8.17.1  对称密钥 ·························································································································（140） 

8.17.2  多密钥 ·····························································································································（142） 

8.18  密钥的建立··································································································································（143） 

8.18.1  手动分配密钥方式 ·········································································································（143） 

8.18.2  自动分配密钥方式 ·········································································································（143） 

8.19  转换主流技术······························································································································（144） 

8.19.1  性能 ·································································································································（144） 

8.19.2  互操作性 ·························································································································（145） 

8.19.3  可扩展性 ·························································································································（145） 

8.20  VPN的市场·································································································································（146） 

8.20.1  远程访问 ·························································································································（146） 

8.20.2  外围网络的访问 ·············································································································（147） 

8.20.3  对内部网络的保护 ·········································································································（148） 

8.21  在实现 VPN时应该考虑到的问题 ····························································································（148） 

8.21.1  系统需求 ·························································································································（148） 

8.21.2  安全策略 ·························································································································（148） 

8.21.3  应用性能 ·························································································································（149） 

8.21.4  培训 ·································································································································（149） 

8.22  对 IPSec VPN的展望··················································································································（149） 

8.23  结论 ·············································································································································（151） 

 

第 3篇  安全管理问题 

第 9章  穿透性测试································································································································（155） 

9.1  什么是穿透性测试························································································································（155） 

9.2  术语 ···············································································································································（156） 
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9.3  为什么要进行测试························································································································（157） 

9.4  穿透性测试的类型························································································································（158） 

9.5  穿透性测试工作的条件················································································································（159） 

9.6  基本攻击策略································································································································（161） 

9.7  规划测试过程································································································································（163） 

9.8  执行测试 ·······································································································································（164） 

9.9  报告测试结果································································································································（167） 

9.10  结论 ·············································································································································（168） 

第 10章  构建信息安全技术的模块 ·································································································（169） 

10.1  安全理念 ·····································································································································（173） 

10.1.1  投入产出比（ROI）：什么是安全理念的基础 ·····························································（173） 

10.1.2  例子 ·································································································································（173） 

10.2  原因 ·············································································································································（174） 

10.3  安全管理的神话··························································································································（174） 

10.3.1  安全技术可以解决所有问题··························································································（174） 

10.3.2  我已经制定出安全政策，现在就可以完成所有安全任务 ··········································（175） 

10.3.3  公布信息安全政策和标准之后，所有人就都会遵从该安全政策和标准···················（175） 

10.3.4  完全遵循信息安全产品供应商所提供的方法：这是保证组织信息安全的最好方法（176） 

10.4  构建安全桥梁：信息安全控制要符合组织的商业需要···························································（176） 

10.5  解决商业需要······························································································································（177） 

10.6  铺设路基：安全政策和标准 ······································································································（177） 

10.7  看门人：技术······························································································································（178） 

10.8  提供传输：传播··························································································································（179） 

10.9  专家与傻瓜：执行推荐标准 ······································································································（179） 

10.9.1  专家：执行推荐 ·············································································································（180） 

10.9.2  分层安全 ·························································································································（180） 

10.9.3  功能标准 ·························································································································（182） 

10.9.4  使用计算机政策 ·············································································································（182） 

10.9.5  安全底线 ·························································································································（182） 

10.9.6  技术和物理安全 ·············································································································（182） 

10.9.7  操作步骤和指导方针······································································································（182） 

10.10  警察来了····································································································································（183） 

第 11章  信息安全领域中的商业问题：通过管理手段向需要保护的重要机密 

信息和产品进行安全防护 ··································································································（185） 

11.1  信息安全现状······························································································································（185） 

11.2  高级管理人员对信息安全的态度 ······························································································（186） 

11.3  高层管理者的信息安全观点 ······································································································（187） 

11.4  信息安全技术所能起到的积极作用 ··························································································（187） 

11.5  将信息安全研究与应用当成一个产业来看待···········································································（189） 
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11.6  迎接信息安全的挑战 ··················································································································（189） 

11.7  结论··············································································································································（190） 

 

第 4篇  应用与系统开发的安全 

第 12章  PeopleSoft软件的安全性 ·································································································（195） 

12.1  网络的安全性······························································································································（196） 

12.2  数据库管理系统的安全性 ··········································································································（196） 

12.3  操作系统的安全性······················································································································（197） 

12.4  PeopleSoft应用程序的安全性 ···································································································（197） 

12.4.1  用户登录的安全性（Sign-on Security） ·······································································（198） 

12.4.2  控制台安全性（Panel Security）···················································································（199） 

12.4.3  访问安全性（Query Security） ·····················································································（202） 

12.4.4  水平安全性（Row-level security）················································································（204） 

12.5  结论 ·············································································································································（207） 

第 13章  万维网应用的安全 ···············································································································（209） 

13.1  网络应用的历史：进行控制的必要性 ······················································································（209） 

13.2  网络应用安全如何满足因特网的整体安全策略 ······································································（210） 

13.2.1  整体简短的描述 ·············································································································（210） 

13.2.2  认证 ·································································································································（211） 

13.3  为什么要为网络采用认证/访问控制结构 ·················································································（211） 

13.4  项目概要 ·····································································································································（212） 

13.5  项目规划与初始阶段··················································································································（213） 

13.5.1  项目的组成 ·····················································································································（213） 

13.5.2  角色和责任 ·····················································································································（214） 

13.6  要求 ·············································································································································（214） 

13.6.1  定义商业要求 ·················································································································（214） 

13.6.2  定义技术要求 ·················································································································（215） 

13.6.3  风险评估 ·························································································································（216） 

13.6.4  优先权和选择准则 ·········································································································（217） 

13.7  产品基础结构的选择策略 ··········································································································（217） 

13.8  设计 ·············································································································································（219） 

13.8.1  服务器基础结构 ·············································································································（219） 

13.8.2  网络 ·································································································································（220） 

13.8.3  目录服务 ·························································································································（220） 

13.8.4  开发环境 ·························································································································（221） 

13.8.5  管理责任 ·························································································································（221） 

13.9  测试 ·············································································································································（222） 

13.10  结论 ···········································································································································（223） 

第 14章  常见系统设计缺陷和安全问题 ························································································（225） 
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14.1  不可执行的限制··························································································································（226） 

14.2  复杂性 ·········································································································································（226） 

14.3  不完全参数检查与执行··············································································································（227） 

14.4  不完全错误处理··························································································································（228） 

14.5  对使用时间的检查······················································································································（228） 

14.6  无效的约束··································································································································（229） 

14.7  复杂的控制方式··························································································································（229） 

14.8  不必要的功能······························································································································（230） 

14.9  逃避机制 ·····································································································································（230） 

14.10  过多的权力································································································································（232） 

14.11  特殊权限的失效························································································································（232） 

14.12  不安全的默认值设置················································································································（233） 

14.13  对应用程序控制方法的绝对信任 ····························································································（233） 

14.14  建议 ···········································································································································（234） 

第 15章  数据中心和数据仓库···········································································································（235） 

15.1  什么是数据中心和数据仓库 ······································································································（235） 

15.1.1  数据仓库与数据中心之间的主要差别 ··········································································（235） 

15.1.2  数据仓库与数据中心的相同点······················································································（236） 

15.2  数据质量 ·····································································································································（238） 

15.2.1  在 DW设计中加入元数据 ·····························································································（238） 

15.2.2  元数据模型的标准化······································································································（238） 

15.2.3  设置用户对数据质量的期望··························································································（238） 

15.3  数据仓库的使用··························································································································（239） 

15.3.1  用户的类型 ·····················································································································（239） 

15.3.2  应用的技巧 ·····················································································································（240） 

15.3.3  结果 ·································································································································（242） 

15.4  对数据仓库的投资收益··············································································································（242） 

15.4.1  成本 ·································································································································（242） 

15.4.2  投资收益 ·························································································································（243） 

15.5  对成功的衡量······························································································································（243） 

15.6  要避免的错误······························································································································（244） 

15.7  数据仓库的实现过程··················································································································（246） 

15.7.1  通常需要考虑的问题······································································································（246） 

15.7.2  对数据仓库运行是否成功的定性衡量 ··········································································（246） 

15.8  数据仓库的安全问题··················································································································（247） 

15.8.1  DW设计的检查··············································································································（248） 

15.8.2  数据仓库的安全性检查··································································································（251） 

15.8.3  数据仓库的运行过程······································································································（252） 

15.8.4  对数据仓库的维护 ·········································································································（253） 
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15.8.5  对数据仓库的完善 ·········································································································（253） 

15.9  结论 ·············································································································································（254） 

第 16章  减轻电子商务操作过程中的安全风险：公用基础设施在现实世界中的应用 ·····（255） 

16.1  网络安全：存在的问题··············································································································（255） 

16.2  为什么在电子商务中采用密码技术是有用的 ··········································································（257） 

16.3  使用 PKI技术来对应用进行认证······························································································（260） 

16.4  PKI的组成 ··································································································································（263） 

16.5  使用 PKI带来的其他方面的好处：减少注册次数 ··································································（265） 

16.6  PKI的操作 ··································································································································（267） 

16.7  实现 PKI操作 ·····························································································································（269） 

16.8  结论 ·············································································································································（271） 

 

第 5篇  密码学 

第 17章  密码学概论 ·····························································································································（275） 

17.1  加密技术是怎样失败的··············································································································（275） 

17.2  对加密技术的攻击······················································································································（275） 

17.3  密钥的泄露··································································································································（276） 

17.4  建立可靠的加密系统是很难实现的 ··························································································（277） 

17.4.1  加解密算法发展史 ·········································································································（277） 

17.4.2  实现过程 ·························································································································（278） 

17.4.3  应用过程中的问题 ·········································································································（278） 

17.4.4  操作过程中的问题 ·········································································································（278） 

17.5  加密的类型··································································································································（279） 

17.5.1  对称加密算法 ·················································································································（279） 

17.5.2  非对称（公钥）加密算法······························································································（279） 

17.5.3  其他加密算法 ·················································································································（280） 

17.6  加密服务 ·····································································································································（282） 

17.6.1  在商业交易过程中所起到的作用（可以当做目击证人） ··········································（284） 

17.6.2  密钥恢复 ·························································································································（285） 

17.7  密码学应用··································································································································（285） 

17.8  结论 ·············································································································································（288） 

第 18章  密码学应用的三种新模型 ·································································································（289） 

18.1  介绍 ·············································································································································（289） 

18.2  商业分析 ·····································································································································（290） 

18.3  接收模型 ·····································································································································（291） 

18.4  网络分层模型······························································································································（293） 

18.5  拓扑模型 ·····································································································································（296） 

18.6  信息状态模型······························································································································（298） 

18.7  模型的应用··································································································································（300） 
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第 19章  加密系统的攻击和防御 ······································································································（301） 

19.1  密码学概述··································································································································（301） 

19.2  密码类型 ·····································································································································（302） 

19.2.1  替代密码 ·························································································································（302） 

19.2.2  一次一密型的密码体系··································································································（303） 

19.2.3  置换密码 ·························································································································（303） 

19.2.4  序列密码 ·························································································································（303） 

19.2.5  分组密码 ·························································································································（303） 

19.3  密钥类型 ·····································································································································（304） 

19.4  对称密钥密码学··························································································································（304） 

19.5  非对称密钥密码学······················································································································（304） 

19.6  散列函数 ·····································································································································（305） 

19.6.1  MD5·································································································································（305） 

19.6.2  SHA ·································································································································（305） 

19.7  隐写术 ·········································································································································（305） 

19.8  密钥分配 ·····································································································································（305） 

19.9  密钥管理 ·····································································································································（306） 

19.10  公开的和专有的算法和系统 ····································································································（306） 

19.11  典型的攻击类型························································································································（306） 

19.12  标准密码分析方法····················································································································（306） 

19.12.1  反向推断 ·······················································································································（307） 

19.12.2  推测 ·······························································································································（307） 

19.12.3  频率分析 ·······················································································································（307） 

19.12.4  穷尽攻击 ·······················································································································（307） 

19.12.5  惟密文攻击 ···················································································································（308） 

19.12.6  已知明文攻击 ···············································································································（308） 

19.12.7  选择明文攻击 ···············································································································（308） 

19.12.8  生日攻击 ·······················································································································（308） 

19.12.9  拆分攻击 ·······················································································································（308） 

19.12.10  重放攻击 ·····················································································································（308） 

19.12.11  中间人攻击 ·················································································································（308） 

19.12.12  字典攻击 ·····················································································································（309） 

19.12.13  随机数生成器攻击······································································································（309） 

19.12.14  推理 ·····························································································································（309） 

19.13  现代攻击····································································································································（310） 

19.13.1  旁路攻击 ·······················································································································（310） 

19.13.2  操作系统缺陷 ···············································································································（311） 

19.13.3  驻留内存 ·······················································································································（311） 

19.13.4  临时文件 ·······················································································································（311） 
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19.13.5  差分电源分析 ···············································································································（311） 

19.13.6  并行计算 ·······················································································································（311） 

19.13.7  分布式计算 ···················································································································（312） 

19.13.8  破解 DES算法··············································································································（312） 

19.13.9  RSA-155（512比特）分解法······················································································（313） 

19.14  快速 RSA破解器 ······················································································································（313） 

19.15  密码保护系统····························································································································（314） 

19.15.1  设计、分析和测试 ·······································································································（314） 

19.15.2  选择合适的密钥长度····································································································（314） 

19.15.3  随机数生成器 ···············································································································（315） 

19.15.4  源代码审查 ···················································································································（315） 

19.15.5  供应商的安全保证 ·······································································································（315） 

19.15.6  高级加密算法 ···············································································································（316） 

19.16  结论 ···········································································································································（316） 

第 20章  对信息的认证过程 ···············································································································（317） 

20.1  对信息进行认证的技术发展史 ··································································································（317） 

20.2  为什么要对信息进行认证 ··········································································································（318） 

20.3  技术回顾 ·····································································································································（318） 

20.3.1  散列函数 ·························································································································（318） 

20.3.2  加密 ·································································································································（319） 

20.3.3  消息认证码 ·····················································································································（323） 

20.4  对信息进行认证的必要性 ··········································································································（324） 

20.4.1  伪装 ·································································································································（324） 

20.4.2  内容篡改 ·························································································································（324） 

20.4.3  序列更改 ·························································································································（325） 

20.4.4  传输过程更改 ·················································································································（325） 

20.5  认证操作的基础··························································································································（325） 

20.5.1  加密 ·································································································································（325） 

20.5.2  消息摘要 ·························································································································（325） 

20.5.3  消息认证码 ·····················································································································（326） 

20.6  散列处理的处理过程··················································································································（326） 

20.7  消息认证码以及操作过程 ··········································································································（327） 

20.7.1  基于分组的加密模式······································································································（327） 

20.7.2  基于散列函数的模式······································································································（328） 

20.7.3  基于流密码加密的模式··································································································（329） 

20.7.4  无条件保密模式 ·············································································································（330） 

20.8  在加密过程中对信息进行的认证操作 ······················································································（330） 

20.8.1  速度问题 ·························································································································（330） 

20.8.2  有限的约束条件 ·············································································································（330） 
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20.8.3  应用问题 ·························································································································（330） 

20.8.4  系统操作 ·························································································································（331） 

20.8.5  校验和编码 ·····················································································································（331） 

20.8.6  对现有资源的利用 ·········································································································（332） 
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20.10  结论 ···········································································································································（333） 

 

第 6篇  结构安全和模式安全 

第 21章  UNIX操作系统的安全性分析 ··························································································（337） 

21.1  操作系统的安全性服务··············································································································（337） 

21.2  认证和鉴别··································································································································（338） 
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21.5  审计 ·············································································································································（341） 

21.6  用户如何实施安全性要求 ··········································································································（341） 

21.7  其他方面的问题··························································································································（342） 

21.7.1  传统 UNIX操作系统的安全脆弱性 ··············································································（342） 

21.7.2  TCP封装 ·························································································································（342） 

21.7.3  注册或警告标志 ·············································································································（343） 

21.8  结论 ·············································································································································（343） 

 

第 7篇  计算机操作方面的安全问题 

第 22章  黑客攻击工具和采用的技术手段····················································································（347） 

22.1  警告 ·············································································································································（347） 

22.2  在计算机攻击程序中的普遍特征 ······························································································（348） 

22.2.1  越来越智能化，同时还伴随无知者进行攻击的情况 ··················································（348） 

22.2.2  广泛分布的高性能攻击工具··························································································（348） 

22.3  网络映射和端口扫描工具 ··········································································································（348） 

22.4  对网络易受攻击性的扫描 ··········································································································（350） 

22.5  Wardialing····································································································································（351） 

22.6  网络开发：嗅探、欺骗以及截获会话 ······················································································（352） 

22.6.1  嗅探器 ·····························································································································（352） 

22.6.2  IP地址欺骗·····················································································································（353） 

22.6.3  截获会话攻击 ·················································································································（354） 

22.7  拒绝服务攻击······························································································································（355） 
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22.8  基于堆栈缓冲区溢出的网络攻击 ······························································································（358） 

此为试读,需要完整PDF请访问: www.ertongbook.com


