o=

cw &
¥ MewO (R)
ﬂ‘ 4w WK

@ﬁﬁ".’l ————{\——*

3




-IDS 1

WiIiNdows 2000 31

WD 39

BIackICE e 74

Windows 2000 (IPSEC) wevvvvieiiiieeeeeeeeeeii 97
Cisco DDOS 105



-1DS

IDS
1 IDS
IDS
IDS
1
2
pattern
3
P
2 IDS

IDS



DS pattern-matching

IDS
HTTP
SSL IDS
URL
HTTP request
IDS
/
3 IDS
1 Network Grep
HTTP HTTP

HTTP-Request-Method URL HTTP/ vers

ion
Packetfactory ngrep
regul
ar expression
ngrep HTTP

#ngrep-iqt“*GETI"HEADI"TRACEI"POSTI*"PUT and
HTTP”
-iqt ngrep



GET HEAD TRACE POST P

Ut HTTP ngre
p http://www.packetfactory.n
et/Projects/Ngrep/
ngrep
Whisker 10.1.1.2 IS
5.0
T 03:37:30.041739 10.1.1.21:2425 -> 10.1.1.2:80
[AP]

HEAD / HTTP/1.0..User-Agent: Mozilla/5.0 [en]
Win95; U ..Referer: http://10.1.1.2/..Connection: clos

T 2001/01/16 03:37:30.108630 10.1.1.21:2426 -> 1
0.1.1.2:80 [AP]

GET /cfdocs/ HTTP/1.0..User-Agent: Mozilla/5.0
[en] Win95; U ..Cookie: ASPSESSIONIDGQGQGLA
C=HDJINBOGBIPOCPNCKOJOPBCFD;path=

/..Referer:http://10.1.1.2/..Connection: close....

T 2001/01/16 03:37:31.842452 10.1.1.21:2427 -> 1
0.1.1.2:80 [AP]

GET /scripts/ HTTP/1.0..User-Agent: Mozilla/5.0
[en] Win95; U ..Cookie: ASPSESSIONIDGQGQGLA
C=HDJINBOGBIPOCPNCKOJOPBCFD;path=

/..Referer:http://10.1.1.2/..Connection: close....

T 2001/01/16 03:37:31.854206 10.1.1.21:2428 -> 1
0.1.1.2:80 [AP]



GET /scripts/cfcache.map HTTP/1.0..User-Agent:
Mozilla/5.0 [en]
Win95; U ..Cookie: ASPSESSIONIDGQGQGLA
C=HDJINBOGBIPOCPNCKOJOPBCFD;
path=/..Referer: http://10.1.1.2/..Connection: clos

T 2001/01/16 03:37:33.644534 10.1.1.21:2429 -> 1
0.1.1.2:80 [AP]

GET /cfcache.map HTTP/1.0..User-Agent: Mozilla/
5.0 [en] Win95; U ..Cookie: ASPSESSIONIDGQGQ
GLAC=HDJNBOGBIPOCPNCKOJOPBCFD;path=

/..Referer:http://10.1.1.2/..Connection: close....

2
ngrep
URL ngrep
URL
urlsnarf Dug
Song dsniff urlsnarf
HTTP
Common Log Format ,
CLF
Apache IS

ngrep urlsnar
f 10.1.1.2 Whisker



# urlsnarf

urlsnarf: listening on ethO

10.1.1.21 - - [16/02/2001:03:58:43 +0530] "HEAD
http://10.1.1.2/ HTTP/1.0" - - "http://10.1.1.2/" "Mozil
la/5.0 [en] Win95; U "

10.1.1.21 - - [16/02/2001:03:58:43 +0530] "GET h
ttp://10.1.1.2/cfdocs/ HTTP/1.0" - - "http://10.1.1.2/" "
Mozilla/5.0 [en] Win95; U "

10.1.1.21 - - [16/02/2001:03:58:45 +0530] "GET h
ttp://10.1.1.2/scripts/ HTTP/1.0" - - "http://10.1.1.2/" "
Mozilla/5.0 [en] Win95; U "

10.1.1.21 - - [16/02/2001:03:58:45 +0530] "GET h
ttp://10.1.1.2/scripts/cfcache.map HTTP/1.0" - - "http://
10.1.1.2/" "Mozilla/5.0 [en] Win95; U "

10.1.1.21 - - [16/02/2001:03:58:48 +0530] "GET h
ttp://10.1.1.2/cfcache.map HTTP/1.0" - - "http://10.1.1.2
[" "Mozilla/5.0 [en] Win95; U "

10.1.1.21 - - [16/02/2001:03:58:50+0530]"GET

http://10.1.1.2/cfide/Administrator/startstop.html HT
TP/1.0" - - "http://10.1.1.2/" "Mozilla/5.0 [en] Win95;
u "

10.1.1.21 - - [16/02/2001:03:58:52 +0530] "GET h
ttp://10.1.1.2/cfappman/index.cfm HTTP/1.0" - - "http://
10.1.1.2/" "Mozilla/5.0 [en] Win95; U "

urlsnarf
TCP 80 HTTP 3128 M

S-proxy 8080 generic/squid proxy



HTTP
urlsnarf
urlsnarf
urlsnarf CLF
CLF
4
urlsnarf
Perl urlsnarf
urlsnarf
U
RL URL
%cgis =  "/msadc/msadcs.dil" => "mdac”,

"/msadc/Sampl es/sel ector/showcode.asp” => "showc
ode",
"[/cgi-bin/guestbook.cgi” => "guestbook",
"/cgi-bin/test-cgi" => "test-cgi",
"[cgi-bin/finger" => "finger",
"/cfdocs/expelval/exprcalc.cfm™ => "exprcalc”,
"/cgi-bin/phf" => "phf",
"[scripts/samples/search/webhits.exe” => "webhits",
"[scripts/iisadmin/ism.dIl" => "ism",
"[scripts/tools/newdsn.exe" => "newdsn",
"[scripts/perl.exe” => "perl_exe",
"[scripts/proxy/w3proxy.dll" => "w3proxy"



%cy URL

UR

msdacs.dl|
MDAC/RDS

URL P

$threshold = 3;

while

urlsnarf CLF
Perl
while
while {
# # parse incoming log line
# $logline = $ ;
# # pick out the IP timestamp andURLfrom the
CLFline

# $logline =~/ S+ +? [+4] 4?7 "+ 4
# $ip = $1;
# $time = $2;
# Surl = $3;
# # select the resource from the URL
# Surl =~ /w+st*/[+? [*  st*/;
# Sresource = $1;
# check if there is a match with theURL



$resource URL resource
URL http://10.1.1.2/msadc/msadcs.dl|
resource /msadcs/msadcs.dl|
URL" ?
URL
P
P

# check if there is a match with the URL

if $cgis{resource} ne "' {

push @{ S$offender_list{$ip} }, $cgis{ $resource} ;

# check if the threshold count is crossed

if $offence_count{$ip}++ > $threshold {

# response to intrusion detected

print STDERR "** $ip " . join " " @{ $offend
er list{$ip} } . "n";

b}

pattern_match.pl urls

narf pattern_match.pl urlsnarf pattern_match.

#urlsnarf| pattern_match.pl

Whisker urlsnarf pattern_
match.pl 10.1.1.2 [1S5.0

** 10.1.1.21 webhits ism showcode newdsn
** 10.1.1.21 webhits ism showcode newdsn mdac
** 10.1.1.21 webhits ism showcode newdsn mdac



w3proxy
** 10.1.1.21 webhits ism showcode newdsn mdac
w3proxy perl_exe

IP 10.1.1.21

10.1.1.2

URL “ URL”

newd
SN
5
IDS
script
IDS

100%
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IDS

IDS
IDS IDS DoS(
) Stick
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Axent

(  Linux,Unix Windows NT,Windows 2000, Windo
ws Me )

AXENT

IBM DIS

(p
cAnywhere) Ghost



15

(System Center)
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