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1 BIOS
1 BIOS
BIOS Basic Input/Output System /
BIOS CMOS Complementary
Metal-Oxide Semiconductor RAM
Read Access Memory CMOS
CPU BIOS
BIOS CMOS BIOS BIOS
CMOS BIOS CMOS
2.BIOS
BIOS BIOS
BIOS CMOS
BIOS
BIOS 3 Award AMI  Phoenix
3 Award BIOS
BIOS
Award BIOS BIOS
3.BIOS
BIOS User Password Supervisor

Password



a BIOS BIOS

BIOS
BIOS
a BIOS
BIOS
BIOS
BIOS 11
1.1 BIOS
BIOS
System
Setup
System
Setup
BIOS Award BIOSV 4.51PG
1 BIOS BIOS
BIOS
2 Dd BIOS
BIOS IBM
F1 D - F1 - R
3 11 AWARD BIOS BIOS

a BIOSFEATURES SETUP  BIOS
a SUPERVISOR PASSWORD



a USER PASSWORD
a SAVE & EXIT SETUP BIOS

CMOS SETUPUTILITY
AWARD SOFTWARE,INC.

STANDARD CMOS SETUP SPECIAL FEATURES SETUP

BIOS FEATURES SETUP INTEGRATED PERIPHEARALS

POWER MANAGEMENT SETUP SUPERVISOR PASSWORD

PNP/PCI CONFIGURATION USER PASSWORD

LOAD SETUPDEFAULTS SAVE & EXIT SETUP

EXIT WITHOUT SAVING

Esc: Quit t 1| - «:Sdectltem
F10: Save & EXxit Setup (Shift)F2:Change Color
1.1 AWARD BIOS
4 11 SUPERVISOR PASSWORD BIOS
5 11 USER PASSWORD
6 11 BIOS FEATURES SETUP 12
FEATURE SETUP BIOS Security Option
Setup System System

CMOS SETUPUTILITY
AWARD SOFTWARE,INC.

Anti  Virus Protection: Disabled Video BIOS Shadow: Enabled

CPU Internal Cache:  Enabled C8000 CBFFF Shadow : Disabled

...... oygem
Security Option System

12 BIOS FEATURE SETUP

7 11 SAVE & EXIT SETUP BIOS

BIOS
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dg
1 1.2 Security Option
PASSWORD
2 4
Windows
3 SUPERVISOR PASSWORD
2 CMOSPWD
BIOS
BIOS
CMQOSPWD BIOS
Windows 98

BIOS Award BIOSV 4.51PG
CMOSPWD 4.3

1 cmospwd-4.3.zip
2 DOS

NT cmospwd_nt.exe
3 cmospwd.exe

Windows 98

Windows

Setup USER
11
USER PASSWORD
BIOS
BIOS

Universal Password

http://www.cgsecurity.org/cmospwd-4.3.zip

cmospwd.exe Windows

C:\test\cnospwd>cnospwd

CnmosPwd - BICS Cracker 4.3, 16 June 2003, Copyright 1996-2003

GRENIER Christophe, grenier@gsecurity.org

_4_



http://ww. cgsecurity.org/

Keyboard : US
I* */
Acer/1BM
AM BICS

AM WnBIOS (12/15/93)
AM WnBICS 2.5

(]

[?]
(71
[ I f

a(f; ]

A 2 [ 4B 40/ % BIOS
Avard 4.5x/6.0 [ 213233] [ 33333200] [ 200022]
Avard 4.5x/6.0 [ 33330002] [ 000033] [ 031220]
Avard Medallion 6.0 [ 000100] [ 33330000] [ 33330013] [ 000100]
Anard 6.0 [ < u
Conpaq (1992) [ W
Conpaq DeskPro [?117]
Conpaq (11 ]
DTK [w ][2z0Q a]
Phoeni x A08, 1993 [ D[ fl
IBM (PS/2, Activa ...) [ 6][ ]
|1 BM Thi nkpad boot pwd [ ]
Thinkpad x20/570/t20 EEPROM [][]
Thi nkpad 560x EEPROM [1[0 ]
Thinkpad 765/380z EEPROM [ W[ f]
1BM 300 GL [ 6]
Packard Bell Supervisor/Wer [ ] [???????
Phoenix 1.00.09. AC0 (1994) CRCpwd err[ T 3']
Phoenix 1.04 [ 11 6]
Phoenix 1.10 A03 CRC pwd err
Phoenix 4 release 6 (Wer) [ ]
Phoenix 4.0 release 6.0 [ 1]
Phoeni x a486 1.03 err
Phoenix 4.05 rev 1.02.943 [ 111
Phoenix 4.06 rev 1.13.1107 [ f ]
Gateway Solo Phoenix 4.0 r6 [ ° 10f ]
Toshi ba [ VETRETR] [ QDVWRQE]
Zenith AM Supervisor/Wser  [?2??72?] [??77727?
C:\test\cnospwd>
4 BIOS BIOS
5 BIOS BIOS

BIOS



Acer/IBM 1.3

AMI BIOS 1.0

AMI WinBIOS (12/15/93) 1.4d
AMIWinBIOS251.0& 2.7

AMI Bios4.2

Award45x 1.0& 14c& 23& 28& 2.9
Award Meddllion6 3.1

Compaq (1992) 1.0

Compaq 1.4 & 3.0

Phoenix A08, 1993 1.0

IBM (PS/2, Activa...) 1.3

IBM Thinkpad boot pwd 1.5

IBM 300 GL 1.5

Packard Bell Supervisor/User 1.4
Phoenix 1.00.09.ACO0 (1994) 1.0
Phoenix 1.04 1.4

Phoenix 1.10 A0O3/Dell GXi  1.4c
Phoenix 4 release 6 (User) 1.6 & 2.2
Phoenix 4.05rev 1.02.943 2.6
Phoenix 4.06 rev 1.13.1107 2.6
Gateway Solo - Phoenix 4.0r6 2.4
Toshiba 2.1

ZenithAMI 15

[N Ny Ny Iy Ny Iy Iy Ny I Ny Ny Ny Ny Ny Ay Ny By

1 CMOSPWD
BIOS
2
CMOSPWD 1.5 http://cy.northtimes.com/soft/sy/Cmospwd.zip
CMOSPWD 2.7 & http://posdy.myetang.com/soft/cmospwd-2.7.zip
3 WinBIOS BIOS

BIOS “ Setup”



BIOS
WinBIOS BIOS
WinBIOS BIOS
Windows 98
BIOS Award BIOSV 4.51PG
WinBIOS 1.0 http://file.mydrivers.com/tool /board/whios10.zip

1 whios10.zip
2 winbios.exe 13 bios

Matthias Bockelkanp’s BIOS utility v 1.34.0
Wsage: BICS [option]

| information on BICS

X = information on BICS extensions
B = information on BIOS beep codes
P =find BIOS passwords (only Award, AM and PHOENI X
U= find BIOS universal password (only Award)
S [FILE] = save CMXS data [to FILE] (default: c:\bios.sav)
R[FILE] = restore CMXS data [from FILE] (default: c:\bios.sav)
V [FILE] =validate CMX data [to FILE] (default: c:\bios.sav)
E = erase CMX data
D [FILE] = dunp BICS segnent [to FILE] (default: c:\bios.dnp)
A+ A- = enabl e/ disable Advanced Power Mnagenent
L1+/ L1-/ L2+/ L2- = enable/disable 1st/2nd level cache
CWZ = cold boot / warmboot / reset using Int 19h
MN O = standby / suspend / turn PC off

Copyright (c) 1996/97/98/99/2000 by Matthias Bockel kanp

For updates look at wwv. geocities.conl nmbockel kanp

For bug reports and inprovenent tips wite to nbockel kanp@web. de

3 biosi BIOS
4 bios x BIOS



5 biosb BIOS
6 biosu BIOS

7 biosp BIOS 13

£ %inBI0S 1.0 - Wind 5
Found Windows 98 running
Found fAward BIOS 4.51
BIOS supervizer password: aladarzw
BIOS user password: alabatx=z
BIDS security option: Setup

= o) =
bios |

bios i

bios »

bios b S

) i bios p
bios u

About |

Quit

i3

|Rieady.

1.3 WinBIOS BIOS

8 biosp

BIOS

I* */

Found Wndows 98 running

/ *bi os */

Found Anard BICS 4.51

I* */

BI G5 superviser password: aladarzw

I* */

BI G5 user password: al abatxz

/* 1.2 security option */

BI G5 security option: Setup

9 BIOS

1 WinBIOS BIOS

2 WinBIOS security option
security option system WinBIOS

BIOS

BIOS
Setup

3 WinBIOS AWARD AMI  Phoenix BIOS

AWARD BIOS
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4 BiosPwds BIOS

WinBIOS BiosPwds

BIOS

Windows 98

BIOS AwardBIOSV 4.51PG

OO0 O0doo

1

BiosPwds 1.21

biospw12.zip
biospwds.exe 14
BIOS
BIOSversion BIOS
BlIOSdate mm/ddlyy BIOS
Superviser password
User password

Security option 1.2 Security option

& BiozPwds 1,21

BIOS version IAward Modular BIOS +4.51PG

BIOS date (mm/ddw) |usx1sx98

Supervizer password IALADAHZW

Uszer pazsword |ALABAT><Z
SecLrity opticn Isetup
Get paszwords Help | Cluit |
1.4 BiosPwds BIOS
BIOS
BiosPwds BIOS

BiosPwds

Get passwords

BIOS

http://sq.onlinedown.net/down/biospw12.zip



2 BiosPwds security option BIOS

security option system BiosPWDS setup
3 BiosPwds AWARD BIOS
5 Magicset BIOS

=

Magicset Internet

4
(| Windows
Q Windows
Q
a Windows
Magicset BIOS ,
Windows 98
BIOS Award BIOSV 4.51PG
Magicset 5.0 http://www.supersoft.com
1 Magicset 5.0 15
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