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Preface

This book is based on a course in cryptography at the upper level under-
graduate and beginning graduate level that has been given at the University
of Maryland since 1997. When designing the course, we decided on the fol-
lowing requirements.

e The course should be up-to-date and cover a broad selection of topics
from a mathematical point of view.

¢ The material should be accessible to mathematically mature students
having little background in number theory and computer program-
ming.

e There should be examples involving numbers large enough to demon-
strate how the algorithms really work.

We wanted to avoid concentrating solely on RSA and discrete logarithms,
which would have made the course mostly a number theory course. We
also did not want to teach a course on protocols and how to hack into
friends’ computers. That would have made the course less mathematical
than desired.

There are numerous topics in cryptology that can be discussed in an
introductory course. We have tried to include many of them. The chapters
represent, for the most part, topics that were covered during the different
semesters we taught the course. There is certainly more material here than
could be treated in most one-semester courses. The first eight chapters
represent the core of the material. The choice of which of the remaining
chapters are used depends on the level of the students.

The chapters are numbered, thus giving them an ordering. However,
except for Chapter 3 on number theory, which pervades the subject, the

vil



viil Preface

chapters are fairly independent of each other and can be covered in almost
any reasonable order. Although we don't recommend doing so, a daring
reader could possibly read Chapters 4 through 17 in reverse order, with
only having to look ahead/behind a few times.

The chapters on Information Theory, Elliptic Curves, Quantum Meth-
ods, and Error Correcting Codes are somewhat more mathematical than
the others. The chapter on Error Correcting Codes was included, at the
suggestion of several reviewers, because courses that include introductions
to both cryptology and coding theory are fairly common.

Computer examples. Suppose you want to give an example for
RSA. You could choose two one-digit primes and pretend to be working
with fifty-digit primes, or you could use your favorite software package to
do an actual example with large primes. Or perhaps you are working with
shift ciphers and are trying to decrypt a message by trying all 26 shifts of
the ciphertext. This should also be done on a computer. At the end of
the book are appendices containing Computer Examples written in each of
Mathematica®, Maple®, and MATLAB® that show how to do such calcu-
lations. These languages were chosen because they are user friendly and do
not require prior programming experience. Although the course has been
taught successfully without computers, these examples are an integral part
of the book and should be studied, if at all possible. Not only do they con-
tain numerical examples of how to do certain computations but also they
demonstrate important ideas and issues that arise. They were placed at the
end of the book because of the logistic and aesthetic problems of including
extensive computer examples in three languages at the ends of chapters.

Programs available in each of the three languages can be downloaded
from the Web site

www.prenhall. com/washington

In a classroom, all that is needed is a computer {with one of the languages
installed) and a projector in order to produce meaningful examples as the
lecture is being given. Homework problems (the Computer Problems in
various chapters) based on the software allow students to play with examples
individually. Of course, students having more programming background
could write their own programs instead.

Acknowledgments. Many people helped and provided encourage-
ment during the preparation of this book. First, we would like to thank our
students, whose enthusiasm, insights. and suggestions contributed greatly.
We are especially grateful to David Bindel, Jason Ernst, Christine Plan-
chak, Haw-ren Fang, Marwan Oweis, Bob Grafton, who provided many cor-
rections and other input. Our colleague Bill Gasarch taught out of the
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penultimate version of the text. His many excellent comments were ex-
tremely helpful. Jonathan Rosenberg and Tim Strobell provided invaluable
technical assistance. The reviewers deserve special thanks: David Grant
(University of Colorado at Boulder), David M. Pozar (University of Mas-
sachusetts, Amherst), Jugal K. Kalita (University of Colorado at Colorado
Springs), Anthony Ephremides (University of Maryland, College Park), J.
Felipe Voloch (University of Texas at Austin), Agnes Chan (Northeastern
University), Daniel F. Warren (Naval Postgraduate School), and one anony-
mous reviewer. Their suggestions on the exposition and the organization of
the topics greatly enhanced the final result. We have enjoyed working with
the staff at Prentice Hall, especially the mathematics editor, George Lobell,
and the production editor, Jeanne Audino.

The first author would like to thank Nisha Gilra, who provided encour-
agement and advice; Sheilagh O'Hare for introducing him to the field of
cryptography; and K.J. Ray Liu for his support.

The second author thanks Susan Zengerle and Patrick Washington for
their patience, help, and encouragement during the writing of this book.
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wrt@math.umd.edu

Lawrence C. Washington
lew@math.umd.edu



Chapter 1

Overview of Cryptography
and Its Applications

People have always had a fascination with keeping information away
from others. As children. many of us had magic decoder rings for exchang-
ing coded messages with our friends and possibly keeping secrets from par-
ents, siblings, or teachers. History is filled with examples where people tried
to keep information secret from adversaries. Kings and generals communi-
cated with their troops using basic cryptographic methods to prevent the
enemy from learning sensitive military information. In fact, Julius Caesar
reportedly used a simple cipher, which has been named after him.

As society has evolved, the need for more sophisticated methods of pro-
tecting data has increased. Now, with the information era at hand, the need
is more pronounced than ever. As the world becomes more connected, the
demand for information and electronic services is growing, and with the in-
creased demand comes increased dependency on electronic systems. Already
the exchange of sensitive information, such as credit card numbers, over the
Internet is common practice. Protecting data and electronic systems is cru-
cial to our way of living.

The techniques needed to protect data belong to the field of cryptogra-
phy. Actually, the subject has three names, cryptography, cryptology,
and cryptanalysis, which are often used interchangeably. Technically, how-
ever, cryptology is the all-inclusive term for the study of communication over
nonsecure channels, and related problems. The process of designing systems

1



2 Chapter 1. Overview

to do this is called cryptography. Cryptanalysis deals with breaking such
systems. Of course, it is essentially impossible to do either cryptography or
cryptanalysis without having a good understanding of the methods of both
areas.

Often the term coding theory is used to describe cryptography; how-
ever, this can lead to confusion. Coding theory deals with representing
input information symbols by output symbols called code symbols. There
are three basic applications that coding theory covers: compression, secrecy,
and error correction. Qver the past few decades, the term coding theory has
become associated predominantly with error correcting codes. Coding the-
ory thus studies communication over noisy channels and how to ensure that
the message received is the correct message, as opposed to cryptography,
which protects communication over nonsecure channels.

Although errer correcting codes are only a secondary focus of this book,
we should emphasize that, in any real-world system, error correcting codes
are used in conjunction with encryption, since the change of a single bit is
enough to destroy the message completely in a well-designed cryptosystem.

Modern cryptography is a field that draws heavily upon mathematics,
computer science, and cleverness. This book provides an introduction to
the mathematics and protocols needed to make data transmission and elec-
tronic systems secure, along with techniques such as electronic signatures
and secret sharing.

1.1 Secure Communications

In the basic communication scenario, depicted in Figure 1.1, there are two
parties, we’ll call them Alice and Bob, who want to communicate with each
other. A third party, Eve, is a potential eavesdropper.

When Alice wants to send a message, called the plaintext, to Bob, she
encrypts it using a method prearranged with Bob. Usually, the encryption
method is assumed to be known to Eve; what keeps the message secret is a
key. When Bob receives the encrypted message, called the ciphertext, he
changes it back to the plaintext using a decryption key.

Eve could have one of the following goals:

1. Read the message.
2. Find the key and thus read all messages encrypted with that key.

3. Corrupt Alice’s message into another message in such a way that Bob
will think Alice sent the altered message.

4. Masquerade as Alice, and thus communicate with Bob even though
Bob believes he is communicating with Alice.
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Encryption Decryption
Key Key
plaintext ciphertext
Alice Encrypt Decrypt Bob
Eve

Figure 1.1: The Basic Communication Scenario for Cryptography.

Which case we're in depends on how evil Eve is. Cases (3) and (4) relate
to issues of integrity and authentication, respectively. We'll discuss these
shortly. A more active and malicious adversary, corresponding to cases (3)
and (4), is sometimes called Mallory in the literature. More passive observers
(as in cases {1) and (2)) are sometimes named Oscar. We’'ll generally use
only Eve, and assume she is as bad as the situation allows.

Possible Attacks

There are four main types of attack that Eve might be able to use. The
differences among these types of attacks are the amounts of information
Eve has available to her when trying to determine the key. The four attacks
are as follows:

1. Ciphertext only: Eve has only a copy of the ciphertext.

2. Known plaintext: Eve has a copy of a ciphertext and the correspond-
ing plaintext. For example, suppose Eve intercepts an encrypted press
release, then sees the decrypted release the next day. If she can de-
duce the decryption key, and if Alice doesn’t change the key, Eve can
read all future messages. Or, if Alice always starts her messages with
“Dear Bob,” then Eve has a small piece of ciphertext and correspond-
ing plaintext. For many weak cryptosystems, this suffices to find the
key. Even for stronger systems such as the German Enigma machine
used in World War II, this amount of information has been useful.

3. Chesen plaintext: Eve gains temporary access to the encryption ma-
chine. She cannot open it to find the key; however, she can encrypt a
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large number of suitably chosen plaintexts and try to use the resulting
ciphertexts to deduce the key.

4. Chosen ciphertext: Eve obtains temporary access to the decryption
machine, uses it to “decrypt” several strings of symbols, and tries to
use the results to deduce the key.

A chosen plaintext attack could happen as follows. You want to identify
an airplane as friend or foe. Send a random message to the plane, which
encrypts the message automatically and sends it back. Only a friendly
airplane is assumed to have the correct key. Compare the message from
the plane with the correctly encrypted message. If they match, the plane
is friendly. If not, it’s the enemy. However, the enemy can send a large
number of chosen messages to one of your planes and look at the resulting
ciphertexts. If this allows them to deduce the key, the enemy can equip their
planes so they can masquerade as friendly.

An example of a known plaintext attack reportedly happened in World
War Il in the Sahara Desert. An isolated German outpost every day sent an
identical message saying that there was nothing new to report, but of course
it was encrypted with the key being used that day. So each day the Allies
had a plaintext-ciphertext pair that was extremely useful in determining
the key. In fact, during the Sahara campaign, General Montgomery was
carefully directed around the outpost so that the transmissions would not
be stopped.

One of the most important assumptions in modern cryptography is Ker-
ckhoffs’s Principle: In assessing the security of a cryptosystem, one should
always assume the enemy knows the method being used. This principle was
enunciated by Auguste Kerckhoffs in 1883 in his classic treatise La Cryp-
tographie Militaire. The enemy can obtain this information in many ways.
For example, encryption/decryption machines can be captured and ana-
lyzed. Or people can defect or be captured. The security of the system
should therefore be based on the key and not on the obscurity of algorithm
used. Consequently, we always assume that Eve has knowledge of the algo-
rithm that is used to perform encryption.

Symmetric and Public Key Algorithms

Encryption/decryption methods fall into two categories: symmetric key
and public key. In symmetric key algorithms, the encryption and decryp-
tion keys are known to both Alice and Bob. For example, the encryption
key is shared and the decryption key is easily calculated from it. In many
cases, the encryption key and the decryption key are the same. All of the
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classical (pre-1970) cryptosystems are symmetric, as are the more recent
Data Encryption Standard (DES) and Rijndael (AES).

Public key algorithms were introduced in the 1970s and revolutionized
cryptography. Suppose Alice wants to communicate securely with Bob, but
they are hundreds of kilometers apart and have not agreed on a key to use.
It seems almost impossible for them to do this without first getting together
to agree on a key, or using a trusted courier to carry the key from one to the
other. Certainly Alice cannot send a message over open channels to tell Bob
the key, and then send the ciphertext encrypted with this key. The amazing
fact is that this problem has a solution, called public key cryptography. The
encryption key is made public, but it is computationally infeasible to find the
decryption key without information known only to Bob. The most popular
implementation is RSA (see Chapter 6), which is based on the difficulty of
factoring large integers. Other versions (see Chapters 7 and 16) are due to
ElGamal (based on the discrete log problem) and McEliece (based on error
correcting codes).

Here is a nonmathematical way to do public key communication. Bob
sends Alice a box and an unlocked padlock. Alice puts her message in the
box, locks Bob’s lock on it, and sends the box back to Bob. Of course,
only Bob can open the box and read the message. The public key methods
mentioned previously are mathematical realizations of this idea. Clearly
there are questions of authentication that must be dealt with. For example,
Eve could intercept the first transmission and substitute her own lock. If
she then intercepts the locked box when Alice sends it back to Bob, Eve can
unlock her lock and read Alice’s message. This is a general problem that
must be addressed with any such system.

Public key cryptography represents what is possibly the final step in an
interesting historical progression. In the earliest years of cryptography, secu-
rity depended on keeping the encryption method secret. Later, the method
was assumed known, and the security depended on keeping the {symmet-
ric) key private or unknown to adversaries. In public key cryptography, the
method and the encryption key are made public, and everyone knows what
must be done to find the decryption key. The security rests on the fact (or
hope) that this is computationally infeasible. It’s rather paradoxical that an
increase in the power of cryptographic algorithms over the years has corre-
sponded to an increase in the amount of information given to an adversary
about such algorithms.

Public key methods are very powerful, and it might seem that they
make the use of symmetric key cryptography obsolete. However, this added
flexibility is not free and comes at a computational cost. The amount of
computation needed in public key algorithms is typically several orders of
magnitude more than the amount of computation needed in algorithms such
as DES or Rijndael. The rule of thumb is that public key should not be used
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for encrypting large quantities of data. For this reason, public key is used
in applications where only small amounts of data must be processed (for
example, digital signatures and sending keys to be used in symmetric key
algorithms).

Within symmetric key cryptography, there are two types of ciphers:
stream ciphers and block ciphers. In stream ciphers, the data are fed into
the algorithm in small pieces (bits or characters), and the output is pro-
duced in corresponding small pieces. In block ciphers, however, a block of
input bits is collected and fed into the algorithm all at once, and the output
is a block of bits. In Section 2.11 we discuss an example of a stream cipher,
namely linear feedback shift registers. Mostly we shall be concerned with
block ciphers. In particular, we cover two very significant examples. The
first is DES, and the second is Rijndael, which was selected in the year 2000
by the National Institute for Standards and Technology as the replacement
for DES. Public key methods such as RSA can also be regarded as block
ciphers.

Finally, we mention a historical distinction between different types of
encryption, namely codes and ciphers. In a code, words or certain letter
combinations are replaced by codewords (which may be strings of symbols).
For example, the British navy in World War I used 03680C, 36276C, and
50302C to represent shipped at, shipped by, and shipped from, respectively.
Codes have the disadvantage that unanticipated words cannot be used. A
cipher, on the other hand, does not worry about the linguistic structure of
the message but rather encrypts every string of characters, meaningful or
not, by some algorithm. A cipher is therefore more versatile than a code.
In the early days of cryptography, codes were commonly used, sometimes
in conjunction with ciphers. They are still used today; covert operations
are often given code names. However, any secret that is to remain secure
reeds to be encrypted with a cipher. In this book, we’ll deal exclusively
with ciphers.

Key Length

The security of cryptographic algorithms is a difficult property to measure.
Most algorithms employ keys, and the security of the algorithm is related to
how difficult it is for an adversary to determine the key. The most obvious
approach is to try every possible key and see which ones yield meaningful
decryptions. Such a type of attack is called a brute force attack. In a
brute force attack, the length of the key is directly related to how long it
will take to search the entire keyspace. For example, if a key is 16 bits long,
then there are 2!6 = 65536 possible keys. The DES algorithm has a 56-bit
key and thus has 2% ~ 7.2 x 108 possible keys.
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In many situations we’ll encounter in this book, it will seem that a system
can be broken by simply trving all possible keys. However, this is often easier
said than done. Suppose you need to try 103 possibilities and you have a
computer that can do 10° such calculations each second. There are around
3 x 107 seconds in a year, so it would take a little more than 3 x 10'3 years
to complete the task, longer than the predicted life of the universe.

Longer keys are advantageous but are not guaranteed to make an ad-
versary's task difficult. The algorithm itself also plays a critical role. Some
algorithms might be able to be attacked by means other than brute force,
and some algorithms just don’t make very efficient use of their keys’ bits.
This is a very important point to keep in mind. Not all 128-bit algorithms
are created equal!

For example, one of the easiest cryptosystems to break is the substitution
cipher, which we discuss in Section 2.4. The number of possible keys is
26! ~ 4 x 10%. In contrast, DES (see Chapter 4) has only 256 ~ 7.2 x 106
keys. But it typically takes over a day on a specially designed computer to
find a DES key. The difference is that an attack on a substitution cipher
uses the underlying structure of the language, while the attack on DES is
by brute force, trying all possible keys.

A brute force attack should be the last resort. A cryptanalyst always
hopes to find an attack that is faster. Examples we’ll meet are frequency
analysis (for the substitution and Vigenére ciphers) and birthday attacks
(for discrete logs).

We also warn the reader that just because an algorithm seems secure
now, doesn't mean it will remain so. Human ingenuity has led to creative
attacks on cryptographic protocols. There are many examples in modern
cryptography where an algorithm or protocol was successfully attacked be-
cause of a loophole presented by poor implementation, or just because of
advances in technology. The DES algorithm, which withstood 20 years of
cryptographic scrutiny, ultimately succumbed to attacks by a well-designed
parallel computer. Even as you read this book, research in quantum com-
puting is underway, which could dramatically alter the terrain of future
cryptographic algorithms.

For example, the security of several systems we’ll study depends on the
difficulty of factoring large integers, say of around 200 digits. Suppose you
want to factor a number n of this size. The method used in elementary
school is to divide n by all of the primes up to the square root of n. There
are approximately 4 x 1097 primes less than 101%. Trying each one is im-
possible. The number of electrons in the universe is estimated to be less
than 10%. Long before you finish your calculation, you’ll get a call from the
electric company asking you to stop. Clearly, more sophisticated factoring
algorithms must be used, rather than this brute force type of attack. When
RSA was invented, there were some good factoring algorithms available, but



