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Preface

A BB QIEAEFTH AR, FOR AR 1T R A 52w ) B vE A E PR F N R R, O
HATREEE TRAA, EEFRERS, ZHEMTHMERMERRER IR, WABHS, R
LR 1 s A mih, IRVEE HO2 A 1 — 4% A A AT DU 73 55 26 pk LA [ BRs m 225K 1Y %
[T b3 — RO R N5 ERRG I —HE, WA — 2% m] LU TR Al X KA
A3 B3 2L R AURT [ Brdis g 20K, REVER B @R BN AT AT HE 2R TR, (HA L
JEWEN) . AN R BEHOA N & — MR BRI, 4509 N AN BE R IA S T LU Ay i AL
PrRifmg NI EOR , TEFRATHE XA B A fee, FRATTERGHGX 2L 2 LA FIA Tl 2H 200 B8 245 40 SCAT M Al
A TTRR, AR BCA X SO AU R TV ZHER, ARFATTHT 80 285 70 By a8 RS AR OC ™ i R o i, ml g
HigE )& T,

BRINE R L2 P SORRy, ERFEE PO, P sOirkb i B8 B —8, E P3Oy
M, A AR SCaT DUE B B R A0V, DR A B R S8 M AR TR R DS ST i HL A [ B i e
Rk, N T RSP B ZESR, EETEABRRIG R, T A WS SR B
TEIS IR , HIX R AR B IRl R A — B T A 2 A B, B HL A28 1 n] REIF AR IR T RN
LRSS, WHENEWA—E R RIER, HAZEAEREE,

W45 A EE RSB AN SR, TR BRI R Leo3liu@ 163. com,

The book has not created any new knowledge, but writes this book after interpreting the requirements in
the current relatively influential regulations and international guidelines. In the process of writing the book,
the list of regulations and international guidelines referred to and cited by the author can be found in the
appendix of this book. If you have to say that something new has been created, then the author has just
created a path that he believes can meet the requirements of these regulations and international guidelines.
Just as there is no single pair of shoes in the world that makes everyone fit their feet, there is no a common
path that can be applied to every company to make this company meet the requirements of these regulations
and international guidelines. Although the author has tried his best to write in detail regarding the
executability of the contents, localization is still necessary. The contents in this book can only be regarded as
a reminder and suggestion, and cannot be regarded as a substitute for the requirements of any regulations and
international guidelines. When we read this book, we must be grateful for the contributions that these
regulatory agencies and industry organizations have made to the pharmaceutical —related industries. Without
them, the quality of the drugs and medical devices and other related products we use, would have been
dependent on "advertising" .

The content of the book is mostly in Chinese and English, but the mother language is Chinese. If the

meanings expressed in Chinese and English are inconsistent, please believe the Chinese. The English in this



book can play a role in assisting understanding, because some industry terms in the book are translated from
English regulations and international guidelines. In order to mitigate the differences in understanding, the
author makes a comparison table of common English vocabulary translation conventions in the last chapter of
this book, although only some of these translations are used in this book, not all of them. The examples in
the templates of the book may not originate from a real system, and the contents inside may not be completely
correct. Please don’t copy and use them mechanically.

Applying for a free book, purchasing a book or feeding back the error in the book, please send email to
Leo3liu@ 163. com.
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AL A A b TR/ T L SR

1.1 B %) Purpose

ATE T AT XU A BB, i S0 ey A RE B s M P Aok L B ESREAT
RAF S EOR A AR 2 B0 5, PR L8 5L 5508 4T | K0 22 4 FBC Wl SE M5 T R 1Y
JARS: 5 DA G 2 A RO H ) JXURS

This document is to describe the risk based approach to determine scope and extent of the validation;
when there are scenarios where user requirements, regulatory requirements or industry good practice
requirements cannot be met, to identify the risks that these scenarios bring to business operation, data

security and data integrity; and how to mitigate the identified risks.
1.2 i A& B Scope

ARSCIEE T RrA A w8 Y, B0 A FRAGERE R, A LT B B A TS LA
ES0

This procedure applies all the systems that have regulated intended use, which are deployed by the
company or that are authorized by the company.

JUEARSCIEANTE FH T IT SRS i AUBS A BH, E T REli 2R AL J22 0 X XU B 0 SRO7 TR n] LA 2
FASCHINES, 1T IEREAA I RUR AT LU SOP xxx—xxxx “IT FERHZLH XU A5 3"

This procedure doesn’t not apply to the risk management of 1T infrastructure, although the risk leveling
method at the IT infrastructure level can also refer to the content of this procedure, for that, please refer to

SOP xxx—xxxx "IT Infrastructure Risk Management" .

1.3 & Fe 458815 Definitions and Abbreviations

PN E L
Term / Abbreviation Definition
JRUBSE 2 A J AN ) P Fh R B T R P O B, 3 R W N R R AN AT REPE R
KU Risk A measure of the probability and severity of undesired effects. Often taken as the simple product

of probability and consequence.

WV AR A £ 1 5 HRIE G 5 2
Risk Assessment In this procedure, it means a comprehensive evaluation of a risk and its associated impact.

MESAEE (RAT) FWe— RN RS CxP SRR L 2 B BOE PERI AR AT

Risk Annex Index (RAI)| A quantitative or qualitative index stands for GxP criticality of a computerized system.

1.4 A & #2323 Roles and Responsibilities

14 Roles B T% Responsibilities
MO 55 B 2 5 PPl B DR 45 D T 108 JXUG: 81 28 70 XU PP A o e P AR S5 A

Participate in risk assessment from business perspective to ensure that business risk factors are

AT
Process Owner . .
addressed in the risk assessment process.

MAE RS 5 XU A, 0 R T DXL PR 38 7 XS DA el e PP A S 0

R Participate in risk assessment from compliance perspective to ensure that compliance risk factors

are addressed in the risk assessment process;
R I XU Al 45

Review and approve risk assessment results.

Quality Assurance




F1% A ARG BN |

i Roles B35 Responsibilities

255 KUK DA 1 A 5
Participate in the risk assessment process;
fR QA FHAAR A f5 RHA R RS 5 B Al i e ;

Ensure that representatives of QA and other relevant stakeholders participate in the risk assessment

B 4EaUN

. process;
System Custodian

TR i S XU PA R 20 A XURS: DA 45 B T

Ensure that high—level risk assessment and detailed risk assessment are implemented ;
R KU PG O 25 R B R ST A # F QA ALV

Ensure that the results of the risk assessment are approved by the system owner and QA.
ARSI HEE XU Al 25 2R

R/ BHRITA Review and approve risk assessment results;

System/ Data Owner TR, R B TR,

Allocate necessary resources for the mitigation measures, where required.

1.5 #2 % Procedure

1.5.1 KBS TEAE 4328 Risk Assessment Classification

L5 11 AEARAE], WS ITAG M . v S R XUR: Ak AR 40 1 XURS: A

In the company, Risk Assessment is divided into two categories: High Level Risk Assessment ( HLRA)
and detail Risk Assessment (RA).

L5 1.2 FETX RGN GAMP 285 KRG H I, RGO ME RG], "SR
DU VAR B T DA 28 48 90 UE 0 B AN g0 AR 2

Based on the identification of the GAMP category, intended purpose, criticality and complexity of the
system, a high—level risk assessment is used to determine the scope and extent of system validation.

L5 13 FETHI PR . B REOR STl R S B ESR A A B R 1937 5t Ui X 2837 50 i
AIRAIE e, 14 A DXUSSE TPl 5 T R 0™ A R R 538 18 XSS 8 A i i .

Based on scenarios when user requirements cannot be met, the risk priorities corresponding to these
scenarios are identified, and a detailed risk assessment is used to determine test rigorousness and other

proper risk mitigation measures.
1. 5.2 BE&EZ XN BTG High Level Risk Assessment

1.5.2. 1 ISPE KR RGN, B GAMPS 2650 1, 1T, IV A1V, HrhJ 1 RS,
JET IT SR ARG, ATEASGERN . AR A RN AR N, R IX 5 GAMPS 25 T, 1V
MV BRG,

ISP edivides computerized systems into four categories, namely GAMPS5 category I, III, IV and V.
Among them, category I systems belong to the scope of IT infrastructure that is not within the scope of this
procedure. Use the following description to distinguish GAMP5 III, IV and V systems.

(1) GAMPS 251 1T (9 R Gea 55 AR A BCE AR SE, S Aih i, (i A B A Bt oAl
FIZZRGEMRH R S o B A DN Al A Kk Bk & 9 T30 TOC A, 76 1 U e 8 5 Al O 12
5, A RAE NG Sl RO A I RE S, T AN 5 A8 SRS D Dy 12 B0 A A ) A A 0 5k
GAMPS 5] 1L {9 R Guie b2 & B AY o



A GAMPS5 Category I1I system is a non—configured system, in other sentence, all the operators use it to
conduct the same operation. For example, a portable TOC analyser used to test purified water, all operators
use the same analytical method to test samples after the method was initially configured in the system, while
they don’t have to modify the method or to choose other different methods. usually, a category Il system is
Out—-Of-Box (OOB).

(2) GAMPS5 25 IV R GAR L S e il IO E R RS, Hmimd, WA W a#rE A o il
FZ RGBS rTRER AR B B0 T8 S A I A HPLC, SRRl ATE R G0 A Y
ANFEE T, TR, Fxrx e R1ge, MR 2 g s oA R s d s
MBS AR . GAMPS 2R IV R GE—E e il i i1

A GAMPS category IV system is a configured system, in other sentence, different operators may use it
to conductdifferent operations. For example, a HPLC used to test substance content, different users can
create different analytical methods in the system to test different substances. For a Category IV system, a
user doesn’t have to realize their business process (es) by modifying existing program codes or creating new
program codes. A GAMPS5 Category IV system must be Commercial Off The Shelf ( COTS).

(3) GAMPS5 25 V R Gl 5B E L R, XEREARMITTER, THEREME
Bl T8 R GE LR b Al 1 BRI | I U i A AR B e i 18 i A AU B R A
BE; s R A AR B R AU SR . R, — > GAMPS 25 V RS, XF— 180
YisEME—#Y, AL — A i RE L B SE AR A28 A

A GAMPS category V system is a customized system. It can’t be a COTS, maybe, its some modules
are customized based on a COTS, these modules are made by modifying the existing program codes or by
creating new program codes; or the system is wholly made by creating new program codes. Usually, a
GAMPS category V system is unique for an organization, it is of very low probability that the second same
one will be used somewhere else.

1.5.2.2 BT RGNk, T RATRRNE, HIB RS SRR H A

Use the contents describedin the table below to determine whether the system has a regulated intended

use based on the purpose of the system:

Fe TEEFINS, JH <R” B /w7 BB R
No. Answer each question with a "yes" or "no" when it is applicable

AT HEERREHERRENEHERRSE (MIS)

A Managerial Information System that used for the process (es) of a Quality System

THAHE RGOS TN S S RZEd iy Ak R A 32

1.1 Is the computerized system used to create, review, approve and maintain documents with regula- [JYes [INo

tory requirements?

1o R RS E  TAE 2 . LT CAPA? [JYes [INo

Is the computerized system used to manage deviations, changes, and CAPA?

13 AN R GRS T8 Bl A a7 ClYes CNo

Is the computerized system used to manage customer complaint and product recall?

Lg | TEHUERGGE A TEE 008/ 00T? CIYes CINo
' Is the computerized system used to manage O0S/ O0T? ’
RGOS T BN B N 8 T S A i A 2 R 1 B MR R A B R () A4
JEE 7 it J5 A [l Bt ) 2

Is the system used to manage personnel training or to support other quality system management

1.5 [JYes [INo

processes with regulatory requirements ( such as annual product quality reviews) ?




F1% AU AR S | W

"
e @, R B0 R AR R
No. Answer each question with a "yes" or "no" when it is applicable
AU R GER A T S8 )12 L S AU 338 5 W SO i
1.6 | Is the computerized system used to support the submission of registration documents or data to [JYes [INo
regulatory authorities?
p ATHERAMEIELRS (MIS)
A Managerial Information System (MIS) that used for environment monitoring
HHRAERGE T TN, RESHFIESH (PTG | REESETT) 7
2.1 Is the computerized system used to monitor, collect, or store environmental parameter data [JYes [INo
(such as temperature, humidity, or pressure) ?
HEHUERG R TET | FEUG 8UE U AL PR S50 i 3
2.2 Is the computerized system used for statistical calculations, algorithm fitting or generating trends [JYes [INo
of monitored environmental parameter data?
53 AU R GRS T A R S S RO 4 CIYes CINo
' Is the computerized system used to process environmental parameter data alarms?
3 AT E R R BEE R RS (MIS)
A Managerial Information System (MIS) that used for laboratory control
HHRAERGE T T QC A B A R R, BlnMERBis ID, A&t
N 1 At o
3.1 AR . s . . . . [JYes [INo
Is the computerized system used to maintain the information of QC instruments, such as instru-
ment ID, instrument calibration or validation expiry date, etc. 7
SHABLAE RS0 AT TR AL 5 2, (TR SR 447K, SO e 19
7z Ao
3.2 ESCRE . o L, . [1Yes [INo
Is the computerized system used to maintain reagent or solution information, such as the name
and expiry date of the reagent or solution, etc. ?
HEHUER GRS T, PATEGCT QC M55 AR, 1] QR i B ek FHE W C ) 45 2
3.3 Is the computerized system used to manage, execute or record QC business processes, such as [IYes [INo
sample weighing and solution preparation?
HEAUE RS A TS s s 172
3.4 ] . . . [JYes [INo
Is the computerized system used to control the operation of analytical instruments?
. P o Ty R
3 HHEAUER s i Tt BURE 42 7 . . [1Yes ClNo
Is the computerized system used to determine the sampling plan?
TN R G2 F T 3085/ S0 T 28 B ik e
3.6 . . . N [1Yes [INo
Is the computerized system used to support/ implement process or analytical method validation?
AN RG] T XA IR T | Skl E SO AR I Bl (i T 352 1k 2
3.7 Is the computerized system used to perform statistical calculations, algorithm fitting, or assess [1Yes [INo
the acceptability of the test data?
38 RN R G 7 H T8 BRSSP0 BT LA BORE SRR R M MR 5 52 [IYes ClNo
' Is the computerized system used to manage stability analysis and related stability sampling plans?
HEH R SR T8 T R 2 T 7
3.9 . . . . [1Yes [INo
Is the computerized system used to manage in—process control and final release testing?
4 | AT CHMOERERRLE (MIS)
A Managerial Information System (MIS) that used for warehousing
HEIL RSB TS YR S0 RS (AnFrs . T, JE48) , AmA 07
4.1 Is the computerized system used to create or maintain the material or product status (such as [1Yes [INo

quarantined, released, rejected), including expiry date?




WP R G Ae e FIL R/ 2T 5L EMTEX

0.

TEEFIN, <27 8 /7 BB R

Answer each question with a "yes" or "no" when it is applicable

4.2

TR HE RS AT RIE ™ i WA 08 9 i

Is the computerized system used to create product traceability codes or to trace products?

[(JYes [INo

4.3

TR HUE RS T S5/ R o e A B otz B A s 2
Is the computerized system used to support/control the transportation and delivery of raw

materials, intermediates and finished products?

[(Yes [INo

4.4

AL RGO T SRR BN R A 2

Is the computerized system used to support supplier evaluation?

[(JYes [INo

4.5

TR HUE RGUR T 4edm SoA% B g 44 5% 7

Is the computerized system used to maintain a list of qualified suppliers?

[(Yes [INo

4.6

HEIMCR G R G T3 B4R 07 A, sided i
Is the computerized system used to support/control product storage or maintain material

inventory?

[(Yes [INo

4.7

TR HUE RS T S5/ A GRS PURE 0™ il B4 B 18 B 587
Is the computerized system used to support/control the isolation or destruction of rejected

materials or products?

[(JYes [INo

4.8

R RS E TR 89 8510 57

Is the computerized system used to create and maintain distribution records?

[(JYes [INo

T HERENEIE LRSS (MIS)

A Managerial Information System (MIS) that used for manufacturing process

HHEAIME RS TH A & R R, Blinis D, Waitiasdl . wmika sk
SR A SO

Is the computerized system used to maintain the information of production equipment, such as
equipment ID, equipment calibration expiry date, validation expiry date, and cleaning

validation expiry date, etc. ?

[(JYes [INo

THEHE RG] T BT T AT RS 7™ iy SISPQ HY il 35 #2477
Is the computerized system used to control or execute manufacturing operations that may affect the

product SISPQ?

[1Yes [INo

R RG2S RAF 8 B ™ i e SZ SR 48 OBt 2 BN 2 58 7 2 1 it 2 1
A AR A T sl T T 7

Does the computerized system create or store data related to product acceptance or rejection? For
example, will the data generated by the system be included in the batch report or used for batch
release?

[JYes [ INo

AN RGO TE ™ 0 BT (YRS R/ BT 2R84 7
Is the computerized system used to manage product master formula ( bill of materials and/or

process routes) ?

[(JYes [INo

THREDUE R GUR & M T A s i i R

Is the computerized system used to create or maintain Master Batch Records ( MBR)?

[(JYes [INo

TN R GRS )™ AR A BbR IR 7 I 2R G Pl A0 SR Wb 28 15 30 7
Does the computerized system directly affect product labeling or marking? Such as system control
and support for labeling activities?

[(JYes [INo

THADUL R GUR 7 TR0 ™ 8 RS S8 7 i 2

Is the computerized system used to create product traceability codes or to trace products?

[(JYes [INo

TP SRR A SR E N RS (LAS)

A Laboratory Application System (LAS) that used for material and sample testing




F1% AU AR S | W

"
e TEIE I, <27 B0 /|7 RN R
No. Answer each question with a "yes" or "no" when it is applicable
\ PO ) " " -
61 TRV RG2S TR QC B, 2 QC SZHFEEdE? [IYes CINo

Is the computerized system used to create QC data, or QC supporting data?

SABUL RS AT TXT QC MBI SEH 3T . S0 LA ST AR T B2
6.2 | Is the computerized system used to perform statistical calculations, algorithm fitting, or assess [JYes [INo
the acceptability of QC data?

6.3 HHRAHUE R G A TR A8 118172 CIYes CINo

Is the computerized system used to control the operation of analytical instruments?

6.4 RN RGO A T 3R/ 920 T 2 857 75 ER BE? CIYes CINo

Is the computerized system used to support/ implement process or analytical method validation?

6.5 HEHL RG] T B P R 2 A 77 OYes CNo

Is the computerized system used to manage in—process control and final release testing?

DL R GRS T 520 QC Bl LA SZH 008 stk R i £ 7
6.6 | Is the computerized system used to provide QC data to support OOS or Manufacturing Failure OYes [INo

Investigation ( MFT)?

RN RGN . AR bE A9 QC Kb, M TIEMH i

6.7 Will the QC data created, processed or stored in the computerized system be used for regulatory [JYes [INo

submission?

P il AR P RO TR AR ) R SE (PCS)

A Process Control System (PCS) that used for manufacturing process control

- HRPERGE S THH T 2% CIYes CINo

Is the computerized system used to control the process equipment?

b o | WEHUEARSER ATl T 25 i i CIYes CINo

Is the computerized system used to control process supporting equipment?

HEHE R GRS TR S MR SN/ 5, 7EX RSN S AT GxP
P (e
7.3 [dYes [INo

Is the computerized system used to control equipment/devices that will affect the environmental

parameters, in which GxP related operations will be performed?

MU R G TP S T m] BERZ A 7™ iy SISPQ B il 3 i e 7
7.4 | Is the computerized system used to control or execute the manufacturing process that may affect [JYes [INo

the product SISPQ?

RN R G 2 QIR K™ S 2 s s R, 0 2R 587 Az 5 Bl A0 35 (et 4f
U T A T

7.5 Does the computerized system create or store data related to product acceptance or rejection? For [1Yes [INo
example, will the data generated by the system be included in the batch report or used for batch

release?

R RGBT 0 BT (WRHE B/ BT LKk ) 7
7.6 | Is the computerized system used to manage product master formula ( bill of materials and/or [1Yes [INo

process routes ) 7

- TN R GRS T A s i e %7 [1Yes ClNo

Is the computerized system used to create or maintain Master Batch Records (MBR)?

THAHLAL R G B S AR 2 BRI U0 AR G i S W AR 2645 5 7

7.8 Does the computerized system directly affect product labeling or marking? Such as system control [1Yes [INo

and support for labeling activities?




