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Preface

“Tell me and I forget. Show me and I remember. Involve me and I
understand.” — Chinese proverb
“FHEAEEZ, BZFELZ, LZFERZ, BZFETZ, 7
— P EEE

The author strongly believes in "learning by doing", so all the lab and project
guides in this book are hands-on approaches when conducting courses of
Computer Networks and Advance Network Programming to students majoring
in computer science in the school of Computer and Cyber Sciences of
Communication University of China. We use Professor Andrew Tanenbaum’s
Computer Networks (5th edition) as the text, and Professor James Kurose,
Keith Ross’ Computer Networking: A Top-Down Approach (7th edition) as a

reference for the course.

All the labs in part 1 are done by Wireshark, in those Wireshark labs, students
will be running various network applications in different scenarios using their
own computer or using a computer in the school’s lab. Students will observe
the network protocols “in action”, interacting and exchanging messages with
protocol entities executing elsewhere in the Internet. Thus, students observe,

and learn, by doing.

Another approach for students to understand network protocols deeply is to

manipulate the protocols by writing program codes, so all the projects in part
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2 are done by programming applications with C/C++ using WinPcap and Windows Socket
library, — assembling the sequence of data unit exchanged between two protocol entities,
delving down into the details of protocol operation, designing and implementing application

level protocols, Thus, students code, and learn, by doing.

This book intends for undergraduate or graduate students to practice in the lab as a
supplement to the text, it can be used as training text for computer engineers, programmers,
software developers, network and system administrators, and others who want to learn the

principles of computer networks and network programming as well.

Complete with step-by-step deigned labs and projects from this book, readers will be able to
overcome challenges in understanding the complex network protocols, design protocols and
implement network applications, and more importantly, apply the learned problem-solving

principles to tack real-world problems.

I have to thank many open source projects and open course materials. Many of Wireshark
guides are adapted from Professor James Kurose, Keith Ross’ teaching materials, and many

project guides in part 2 are adapted from all kinds open resources.

Author
2020.12.18
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Lab 1.1 Introduction to Wireshark

One’s understanding of network protocols can often be greatly deepened by “seeing
protocols in action” and by “playing around with protocols” — observing the sequence of
messages exchanged between two protocol entities, delving down into the details of protocol
operation, and causing protocols to perform certain actions and then observing these actions
and their consequences. This can be done in simulated scenarios or in a “real” network
environment such as the Internet. In the Wireshark labs you’ll be doing in this course, you’ll
be running various network applications in different scenarios using your own computer or
using a computer in the school’s lab. You’ll observe the network protocols in your computer
“in action,” interacting and exchanging messages with protocol entities executing elsewhere
in the Internet. Thus, you and the computer you are using will be an integral part of these

“live” labs. You’ll observe, and you’ll learn, by doing.

In this first network protocol analysis lab, you’ll get acquainted with Wireshark, and make

some simple packet captures and observations.

The basic tool for observing the messages exchanged between executing protocol entities is
called a packet sniffer. As the name suggests, a packet sniffer captures (“sniffs”) messages

being sent/received from/by your computer; it will also typically store and/or display the
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contents of the various protocol fields in these captured messages. A packet sniffer itself is
passive. It observes messages being sent and received by applications and protocols running
on your computer, but never sends packets itself. Similarly, received packets are never
explicitly addressed to the packet sniffer. Instead, a packet sniffer receives a copy of packets

that are sent/received from/by application and protocols executing on your machine.

Transport (TCP/UDP)
Network (1P)
Link (Ethernet)

Physical

tafrom network « to/from network

Figure 1.1 Packet sniffer structure

Figure 1.1 shows the structure of a packet sniffer. At the right of Figure 1.1 are the protocols
(in this case, Internet protocols) and applications (such as a web browser or ftp client) that
normally run on your computer. The packet sniffer, shown within the dashed rectangle in
Figure 1.1 is an addition to the usual software in your computer, and consists of two parts.
The packet capture library receives a copy of every link-layer frame that is sent from or
received by your computer. Messages exchanged by higher layer protocols such as HTTP,
FTP, TCP, UDP, DNS, of IP all are eventually encapsulated in link-layer frames that are
transmitted over physical media such as an Ethernet cable. In Figure 1.1, the assumed
physical media is an Ethernet, and so all upper-layer protocols are eventually encapsulated
within an Ethernet frame. Capturing all link-layer frames thus gives you all messages sent/

received from/by all protocols and applications executing in your computer.

The second component of a packet sniffer is the packet analyzer (or protocol analyzer),
which displays the contents of all fields within a protocol message. In order to do so, the
packet analyzer must “understand” the structure of all messages exchanged by protocols.

For example, suppose we are interested in displaying the various fields in messages
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exchanged by the HTTP protocol in Figure 1.1 The packet analyzer understands the format
of Ethernet frames, and so can identify the IP datagram within an Ethernet frame. It also
understands the IP datagram format, so that it can extract the TCP segment within the IP
datagram. Finally, it understands the TCP segment structure, so it can extract the HTTP
message contained in the TCP segment. Finally, it understands the HTTP protocol and so,
for example, knows that the first bytes of an HTTP message will contain the string “GET,”
“POST,” or “HEAD”.

We will be using the Wireshark packet sniffer (the Wireshark defines itself as the world’s
foremost and widely-used network protocol analyzer) [http://www.wireshark.org/] for
these labs, allowing us to display the contents of messages being sent/received from/by
protocols at different levels of the protocol stack. (Technically speaking, Wireshark is a
packet analyzer that uses a packet capture library in your computer). Wireshark is a free
network protocol analyzer that runs on Windows, Linux/Unix, and Mac computers. It’s an
ideal packet analyzer for our labs — it is stable, has a large user base and well-documented
support that includes a user-guide, man pages, and a detailed FAQ, rich functionality that
includes the capability to analyze hundreds of protocols, and a well-designed user interface.
It operates in computers using Ethernet, serial (PPP and SLIP), 802.11 wireless LANs, and
many other link-layer technologies (if the OS on which it’s running allows Wireshark to do

s0).

In order to run Wireshark, you will need to have access to a computer that supports both

Wireshark and the libpcap or WinPCap packet capture library. The libpcap software will
be installed for you, if it is not installed within your operating system, when you install
Wireshark. See http://www.wireshark.org/download.html for a list of supported operating

systems and download sites.

Download and install the Wireshark software:
e Go to http://www.wireshark.org/download.html and download and install the
Wireshark binary for your computer.

The Wireshark FAQ has a number of helpful hints and interesting tidbits of information,
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particularly if you have trouble installing or running Wireshark.

When you run the Wireshark program, you’ll get a startup screen, as shown below:

M The Wireshark Network Analyzer ~ ) X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
PR 0 DAy o i ) N e T ey

4830 OR

App;ly a disptay ﬁlt; <ctrll> 7

Capture

...using this filter: [!]_Enherau_gture filter ... | —

Local Area Connection* 10
Wi-Fi A M A
Bluetooth Network Connection
Local Area Connection® 11
Local Area Connection” 2
Adapter for loopback traffic capture AN A A

Learn
User's Guide * Wiki * Questions and Answers * Mailing Lists
You are running Wireshark 3.2.3 (v3.2.3-0-gf39b50865a13). You receive automatic updates.

Figure 1.2 Initial Wireshark Screen

Take a look at the center of the screen — you’ll see an “Interface list”. This is the list of
network interfaces on your computer. The waving line indicates the corresponding network

interface has active traffic flow.

If you double-click on one of these interfaces to start packet capture (i.e., for Wireshark to
begin capturing all packets being sent to/from that interface), a screen like the one below
(Figure 1.3) will be displayed, showing information about the packets being captured. Once
you start packet capture, you can stop it by using the Capture pull down menu and sélecting
Stop or just click the Stop button on the toolbar.
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The Wireshark interface has five major components:

® The command menus are standard pulldown menus located at the top of the window.
Of interest to us now are the File and Capture menus. The File menu allows you to
save captured packet data or open a file containing previously captured packet data,
and exit the Wireshark application. The Capture menu allows you to begin packet
capture.

e The packet-listing window displays a one-line summary for each packet captured,
including the packet number (assigned by Wireshark; this is not a packet number
contained in any protocol’s header), the time at which the packet was captured, the
packet’s source and destination addresses, the protocol type, and protocol-specific
information contained in the packet. The packet listing can be sorted according to any
of these categories by clicking on a column name. The protocol type field lists the
highest-level protocol that sent or received this packet, i.e., the protocol that is the
source or ultimate sink for this packet.

e The packet-header details window provides details about the packet selected
(highlighted) in the packet-listing window. (To select a packet in the packet-listing
window, place the cursor over the packet’s one-line summary in the packet-listing
window and click with the left mouse button.). These details include information
about the Ethernet frame (assuming the packet was sent/received over an Ethernet
interface) and IP datagram that contains this packet. The amount of Ethernet and IP-
layer detail displayed can be expanded or minimized by clicking on the plus minus
boxes to the left of the Ethernet frame or IP datagram line in the packet details
window. If the packet has been carried over TCP or UDP, TCP or UDP details will
also be displayed, which can similarly be expanded or minimized. Finally, details
about the highest-level protocol that sent or received this packet are also provided.

e The packet-contents window displays the entire contents of the captured frame, in
both ASCII and hexadecimal format.

e Towards the top of the Wireshark graphical user interface, is the packet display filter
field, into which a protocol name or other information can be entered in order to filter
the information displayed in the packet-listing window (and hence the packet-header
and packet-contents windows). In the example below, we’ll use the packet-display

filter field to have Wireshark hide (not display) packets except those that correspond
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to HTTP messages.
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Figure 1.3 Wireshark Graphical User Interface, during packet capture and analysis

G

The best way to learn about any new piece of software is to try it out! We’ll assume
that your computer is connected to the Internet via a wired Ethernet interface. Indeed, I
recommend that you do this first lab on a computer that has a wired Ethernet connection,

rather than just a wireless connection. Do the following:

1. Start up your favorite web browser, which will display your selected homepage.

2. Start up the Wireshark software. You will initially see a window similar to that
shown in Figure 1.2. Wireshark has not yet begun capturing packets.

3. To begin packet capture, double-click the network interface which you want to begin
packet capture or choose a network interface then click the start capture packets
button in the toolbar. Packet capture will now begin -Wireshark is now capturing all
packets being sent/received from/by your computer!

4. Once you begin packet capture, a window similar to that shown in Figure 1.3 will

appear. This window shows the packets being captured. By clicking the stop capture
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packets button in the toolbar or selecting Capture pulldown menu and selecting Stop,
you can stop packet capture. But don’t stop packet capture yet. Let’s capture some
interesting packets first. To do so, we’ll need to generate some network traffic. Let’s
do so using a web browser, which will use the HTTP protocol to download content
from a website.

While Wireshark is running, enter the URL: http://cloud.cuc.edu.cn/
computernetworks/Labs/helloworld.html , and have that page displayed in your
browser. In order to display this page, your browser will contact the HTTP server at
cloud.cuc.edu.cn and exchange HTTP messages with the server in order to download
this page, as discussed in the text. The Ethernet frames containing these HTTP
messages (as well as all other frames passing through your Ethernet adapter) will be
captured by Wireshark.

After your browser has displayed the helloworld.html page (it is a simple one line of
helloworld), stop Wireshark packet capture by clicking stop capture packets button
in the Wireshark toolbar. The main Wireshark window should now look similar
to Figure 1.3. You now have live packet data that contains all protocol messages
exchanged between your computer and other network entities! The HTTP message
exchanges with the cloud.cuc.edu.cn web server should appear somewhere in the
listing of packets captured. But there will be many other types of packets displayed
as well (see, e.g., the many different protocol types shown in the Protocol column
in Figure 1.3). Even though the only action you took was to download a web page,
there were evidently many other protocols running on your computer that are unseen
by the user. We’ll learn much more about these protocols as we progress through the
text! For now, you should just be aware that there is often much more going on than
“meet’s the eye”!

Type in “http” (without the quotes, and in lower case — all protocol names are in
lower case in Wireshark) into the display filter specification window at the top of the
main Wireshark window. Then select Apply (to the right of where you entered “http™).
This will cause only HTTP message to be displayed in the packet-listing window.
Find the HTTP GET message that was sent from your computer to the cloud.cuc.
edu.cn HTTP server. (Look for an HTTP GET message in the “listing of captured
packets” portion of the Wireshark window (see Figure 1.3) that shows “GET”
followed by the cloud.cuc.edu.cn URL that you entered. When you select the HTTP
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GET message, the Ethernet frame, IP datagram, TCP segment, and HTTP message
header information will be displayed in the packet-header window (the HTTP GET
message that is sent to the web server is contained within a TCP segment, which
is encapsulated in an IP datagram, which is encapsulated in an Ethernet frame.).
By clicking on ‘+’ and ‘- ‘right-pointing and down-pointing arrowheads to the left
side of the packet details window, minimize the amount of Frame, Ethernet, Internet
Protocol, and Transmission Control Protocol information displayed. Maximize the
amount information displayed about the HTTP protocol.

Your Wireshark display should now look roughly as shown in Figure 1.4. (Note, in
particular, the minimized amount of protocol information for all protocols except
HTTP, and the maximized amount of protocol information for HTTP in the packet-
header window).

9. Exit Wireshark.

Congratulations! You’ve now completed the first lab.

M "1ocal connection —] o X
File Edit View Go Capture Analyze Suatistics Telephony Wireless Tools Help

ARZ0 iBRR RenEFsLEaaan

Current filter: ht j +

Mo, Tine Source Destination Pro Leng Info
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< >
8000 00 1b 53 4b 3b £f 30 9c 23 ca ef 43 08 00 45 80 - -SK; -0 #--C--E ~
8018 @2 Sc b3 56 40 @0 80 06 0O 00 a 40 84 ef ca cd \'V@ - --- @

0020 12 ¢1 d9 b0 0@ 50 99 3d 18 SF 1d d1 b1 c8 S@ 18 ... Pim . ...oP
6938 84 82 6f Bc @0 00 47 45 54 20 2f 63 6 6d 70 75  -.0-+-GE T /compu
B240 74 65 72 6e 65 74 77 6f 72 6b 73 2f 4c 61 62 73  ternetwo rks/Labs
8058 2f 68 65 6c 6c 6F 77 6f 72 6c 64 2e 68 74 6d 6c  /hellowo rld.htal
8060 20 48 54 54 50 2f 31 2e 31 Od @a 48 6 73 74 3a  HTTP/1. 1--Host
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Figure 1.4 Wireshark window after step 9
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The goal of this first lab was primarily to introduce you to Wireshark. The following
questions will demonstrate that you’ve been able to get Wireshark up and running, and have
explored some of its capabilities. Answer the following questions in your lab report, based

on your Wireshark experimentation:

1. List 3 different protocols that appear in the protocol column in the unfiltered packet-
listing window in step 7 above.

2. How long did it take from when the HTTP GET message was sent until the HTTP
OK reply was received? (By default, the value of the Time column in the packet-
listing window is the amount of time, in seconds, since Wireshark tracing began. To
display the Time field in time-of-day format, select the Wireshark View pull down
menu, then select Time Display Format, then select Time-of-day.)

3. What is the Internet address of the cloud.cuc.edu.cn? What is the Internet address of
your computer?

4. What are the source Ethernet address and the destination Ethernet address of the
frame which contains the HTTP GET message? Guess who has the source Ethernet
address and who has the destination Ethernet address correspondingly.

5. Print the two HTTP messages (GET and OK) referred to in question 2 above. To do
so, select Print from the Wireshark File command menu, and select the “Selected
Packet Only” and “Print as displayed” radial buttons, and then click OK. [or you can

just make a screen capture and insert it to your lab report.]
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Lab 1.2 Ethernet and ARP

In this lab, we’ll investigate the Ethernet protocol and the ARP protocol. Before beginning
this lab, you’ll probably want to review relevant sections in the text of computer networks.
RFC 826 (https://tools.ietf.org/html/rfc826) contains the details of the ARP protocol, which
is used by an IP device to determine the IP address of a remote interface whose Ethernet

address is known.

Let’s begin by capturing a set of Ethernet frames to study. Do the following:

e First, make sure your browser’s cache is empty. To do this under Firefox, select
Options, click on the clear data button in the Cookies and Site Data section.

e Start up the Wireshark packet sniffer, Enter the following URL into your browser
http://cloud.cuc.edu.cn/computernetworks/Labs/HTTP-Wireshark-file3.html ,Your
browser should display the rather lengthy US Bill of Rights.

e Stop Wireshark packet capture. First, find the packet numbers (the leftmost column
in the upper Wireshark window) of the HTTP GET message that was sent from
your computer to cloud.cuc.edu.cn, as well as the beginning of the HTTP response
message sent to your computer by cloud.cuc.edu.cn. You should see a screen that
looks something like Figure 1.5 (where packet 16 in the screen shot below contains
the HTTP GET message).

e Since this lab is about Ethernet and ARP, we’re not interested in IP or higher-layer
protocols. So let’s change Wireshark’s “listing of captured packets” window so that it
shows information only about protocols below IP. To have Wireshark do this, select
Analyze->Enabled Protocols. Then uncheck the IPv4 box and select OK. You should

now see the Wireshark window that looks like Figure 1.6.
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v Ethernet II, Src: Micro-St ca:ef:43 (30:9c:23:ca:ef:43), Dst: Cisco_db:3b:ff (88:1b:53:4b:3b:ff)

> Destination: Cisco_4b:3b:ff (00:1b:53:4b:3b:ff)

> Source: Micro-St_ca:ef:43 (30:9c:23:ca:ef:43)

capture || Packets: 48 - Displayed: 48 (100.0M) - Dropped: 0 (0.0W) || Profile: Default

Figure 1.5 the HTTP GET Message

M 12b2-http3.pcapng - o X
File Edit View Go Capture Analyze Staustics Telephony Wireless Toois Help

AM IO i TREQesETETEqqan

(W[épply s display filter — cCul /o )+
Fo,  Time Source Destination Pro Leng Info
14 8.563138 LOFCHeFe_43;¥6:f¢ IPvamcast_TH; 71 Fa B
15 0,975511 Giga-Byt 85:88:

17 1.0087563 Cisco_4b:3b:
18 1.011901 Cisco_db:3b:ff
19 1.811901 Cisco_4b:3b:ff
20 1.811981 Cisco_4b:3b:ff Micro-St_catef:43
21 1.011991 Cisco_db:3b:ff Micro-5t_ca:ef:43
22 1.012061 Micro-St_ca:ef:43  Cisco_db:3b:ff

23 1.124246 Micro-5t_caief:43  Cisco_4b:3b:ff

24 1.126409 Cisco 4b:3b:ff Micro-5t_ca:ef:43
25 1.126409 Cisco_db:3b:ff Micro-St_ca:ef:43
26 1.126527 Micro-St_ca:ef:43  (isco_4b:3b:Ff

-

Micro-St_ca:ef:43
Micro-St_ca:ef:43

PEERREFFFR]

> Destination: cmounff(oomsuasaff)
> Source: Micro-St_ca:ef:43 (39:9¢:23:ca:ef:43)
Type: TPv4 (exe8ee)

v Data (485 bytes)

Data: 450691e5b41540006808600008a4084efcacd]2c1dba500506486504b17e772a450182014.

[Length: 485)
— >
2006 20 1b 53 4b 3b £ 30 9c 23 ca ef 43 08 00 45 %¢ .-st;o-av-c =€~ ~
9910 91 5 b4 15 40 00 80 066 00 90 Oa 40 84 ef ca od @ e -

8928 12 c1 db a5 90 50 64 86 Sb 4b 7 @7 7a a4 50 18 - -..- Pd- [K--z:P
Ba3i8 20 14 Ge 95 00 00 47 45 54 28 2f 63 6f 6d 70 75 n:--GE T /compu
9840 74 65 72 6e 65 74 77 6f 72 6b 73 2f 4c 61 62 73  ternetwo rks/Labs

v

|| Packets: 48 - Displayed: 48 (100.0M) ° Dropped: 0 (0.0W) || Profile: Default | 4

Figure 1.6 IPv4 Protocol disabled

@ 7 Ethernet (eth), 14 bytes




