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PR TR A O, HESEXWK 2 i Rapid 7 M1 Strategic Cyber LLC /A &) 4E47 ). B Rapid
7 F Strategic Cyber LLC 23 m] 4t [f1#% 1 1045 Metasploit Framework Edition. Metasploit
Community Edition. Metasploit Express. Metasploit Pro. -Armitage 1 Cobalt strike. L7,
Metasploit Framework (fiz24T7#:11) Ml Armitage (EIEFRHEE O REFHMHA, 3 H
RN . APk Metasploit Framework (#r447#:11, Hl MSFCONSOLE) #
FISK S22 B idi -

12 Z#H B K

AT BESE IR M 22 % Metasploit T H, T2 56 T % T AN RAEREF. ZHFHTRRK.
H T Metasploit J& —3X IR I LB i) TR, B CAn] S8R G0 2R BR800 ak B .k
BEE . AR 4 Metasploit T H K 223535k .

1. REEKXR

2GHz K UL AL #E 23
4GB A H N A (iYL 8GB) ;
1GB LA Efyn] FEA =S 6] (Bt 50GB) .

2. XERFE (646 4)

Red Hat Enterprise Linux Server 5.10 & A I;
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« Red Hat Enterprise Linux Server 6.5 &L L
« Red Hat Enterprise Linux Server 7.1 & DA L;
e Ubuntu Linux 10.04 LTS;

e Ubuntu Linux 12.04 LTS;

o Ubuntu Linux 14.04 LTS (&0 ;

e Ubuntu Linux 16.04 LTS;

o Kali Linux;

e Windows Server 2008 R2;

e Windows Server 2012 R2;

e Windows 7 SP1+;

o Windows 8.1;

e Windows 10,

3. XAXSEH
HARGHEITERTFRMR, KSR E] Metasploit Framework A& &K 4, FHWT
e RBUE M ZBEAZ4T H B . Metasploit Framework FH T -5 23 S A0 21 (1141 7]
Wi, B, 2443 Metasploit Framework i, RE#SAK SRR, JFBIREEH 0T
BAFFE R R G ) 2 A S

WIHRARZL % 3% Metasploit Framework, fE%3eZ fiEEH A RBERM. WRAREEEH
ARSI R B R BN Metasploit #4744 .

4. BB AIE

APk (935 Windows Pi:kik) ST BB MBGE BT KR IE. iR 2%
Metasploit Framework I T 3 By k45 K11, By K 5545481 21 Metasploit Framework 4% & 3K
ST

Bk, 7E%3ERIZST Metasploit Framework 2 R, 75248 FHASHW P K K. G 2R 20 7E
LA B KBS TN BB E, IBA N ZMANE M 4% T 3 Metasploit Framework .

5. JRENETE GBUR
h T RE I AE R 4 L %23 Metasploit Framework, 2204 1% 2 40 B AR

1.3 &3 Metasploit Framework

7EH] P HE#5 I Metasploit B 237K G, BRI LAFF 45 %2 3% Metasploit Framework 1 o
% T HAT P23 4F Windows. Linux & Mac OS X R4 . ATRHNAESHIRIERA T
%% Metasploit Framework 75K .
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1.3.1 FH=RES

Metasploit Framework () F b1l 4 https://www.rapid7.com/products/metasploit/download/
editions/. 7EVME A PRI ZHELS, B W& 1.1 Frossitimm.

Metaspioit is the world’s leading pen testing tool. Why? Because whatever your role, and whatever you need from
your pen testing tool, Metasploit defivers. Whether you're a security researcher, student, IT generalist, or pro
pentester, there’s an edition of Metasploit to help you act like an attacker.

ommendec

Pro Community Framework
For penetration testers and 17 For smalt companies and For developers and security
security teams students researchers

ree Download

Bl 1.1 Metasploit Framework " #§ 7T [

ATLAE R, ZmEPREE T 3 MERA, Al kAR (Pro, %A 14 X) .« HK
& (Community) F! Framework. A< "4 1% #¢ T 2 Framework. 7£1% UL [ # 7 Framework
FTHifY) Free Download 44, ¥ Bk 3 GitHub M, X B4 T K FRIE RS T G LE
MFET7%, i 1.2 fios.

¥ Expand manual installation instructions Meterpreter payload. 2

Linux manual installation Clore this wiki locally
Linux packages are built nightly for .deb (i386, amd64, armhf, armé4} and .rpm (64-bit x86) systems. nttps://github.con/rapia7/n | B
Debian/Ubuntu packages are available at https://apt.metasploitcom and CentOS/Redhat/Fedora

packages are located at https://rpm.m etasptoiv‘iom. \

OS X manual installation

The latest OS X installer package can also be downloadeﬁhere:
https://osx.metasploit.com/metasploitframework-latest pkq, with the last 10 builds archived at
https://osx.metasploit.com/. Simply download and launch the instalier to install Metaploit
Framework with all of its dependencies. Once installed, initially launch msfconsole as.
/opt/metasploit-framework/bin/msfeconscle from a terminal console. A series of prompts will help
you setup a database and add Metasploit to your local PATH. You can also follow the quick-
installation instructions above to install in a single step.

¥ Windows

Installing Metasploit on Windows
Download the latest Windows insta view older builds. To install, simply download the .msi

package, adjust your Antivirus as-needed to ignore c:\metasploit-framework, double-click and enjoy.
The msfconsole command and all related tools will be added to the system %PATH% environment
variable. v

Bl 1.2 F# Metasploit Framework %411
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Q185 i Metasploit Framework &L F#& R @A, FHIMR 2L ORIT RN, T2
BTt A T A K B 4k 38,

ME 1.2 Faf LE B 2 532 4E T Linux. Mac OS X #1 Windows 42340, 1 H.,
P2t/ Linux 2235 F5.deb M.rpm #30. HH, .deb BIRML T i386. amd64. armhf
1 arm64 iX 4 MRA; rpm £ HIRHE T 64-bit x86.

1.3.2 £ Windows Z& 4t &% Metasploit

(5261 1-1] 7E Windows F %%% Metasploit Framework. HAA&E/E LSBT

(D MEHZITE FEM LM, HTAWE 1.3 Froaihisk.

(2) ZXHEHE A %25 Metasploit-framework X FHT, #i Next 38, BEAH P
ATPMSCT EHE, Wk 1.4 Fios.

1 Metasploit-framework v5.02 Setup B | (3 Metasploit-hramework v5.02 Senip |
| c ' ) End-User License Agreemen
@ m—— Welcome to the Metasploit-framework P
O v5.0.2 Setup Wizard
E— iICopyright (C) 2006-201S5, Rapid7, Inc. od
Q The Setup Wizard wil instal Metasploit-framework v5.0.2 on AiL Tgken Fesezved. si
%M.AO&MQD 2 ek e i Redistribution and use in source and binary forms, with "j
m o jor without modification, are permitted provided that
m i the following conditions are met:
5 * Redistributions of source code must retain the
H - above copyright notice this list of conditions
m ﬁ and the following disclaimer.
Q
,’: * Redistributions in binary form must reproduce the *
S [/ 1 accept the terms in the License Agreement
E —— 4
igEat ™ L ) X
i

K13 ka2 ) 3 K14 VFarhil

(3) ZATEHESR R PR R 2 VF AT il . X HLZJ 3% 1 accept the terms in the License
Agreement EIEHE, SRJ5 G Next #24l, HENZEEABEXEHE, WE 1.5 Fiax.

(4) ZXTEHEH K% & Metasploit Framework &30 &, BRINK A CH. R
A BB HALLLE, WTLAHd: Browse %8, BBt E . AR5, B Next #l, i
AHER ZHEIEHE, Wk 1.6 o,

(5) X EHESE SR TP a2 e, W SR e Z AT BCE G WR, Hiily Install $2HDR FF 4R %
¥, W 1.7 . WRTEEHATEY, vTLLR S Back #68. <R5EME, Btk 1.8
FiaRXHiEHE . 7k Metasploit Framework L& %3¢k T - Hiili Finish # 8, B %3 m)
.
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JE=TEm——)
Ready to install Metasploit-framework v5.0.2 metasplort

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

B 1Ls EFERE K16 #HE#2R

Installing Metasploit-framework v5.0.2 metasplort Completed the Mmon_fmework

v5.0.2 Setup Wizard

Please wait while the Setup Wizard installs Metasploit-framework v5.0.2. Click the Finish button to exit the Setup Wizard.

Status:  Vabdating nstal
T AP e, e e PSS

metasploit

framework

B 1.7 EfE%REE 1.8 wHER

IAE, #n] LLJA 3l Metasploit Framework T . JH 8 &N :

(1) # A Metasploit Framework Z3RA1 B AHPHRLEMER CHE, WNECHT
[fil 7] LA #l—/> 44 A metasploit-framework S04 .

(2) HKIXKAT I metasploit-framework|bin H3%, W& 1.9 fiR.

(3) X msfeonsole.bat AJHAT L, B A JH 3l Metasploit Framework. J&Hh/E 8l ,
W 1.10 foR.

(4) FEE AP ERE msfsS >R, WERREHINESNT Metasploit. T REkA]
DU F A HE B4 O A AR e Bl A SE VR 5 T
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P — = =
@Qo! i « metasploit-framework » bin v 3' 45 ;‘ BE bin Pl
E @Ry BAF 8 FExE o @ ;
f ¢ W= 2Ex BaEE Xy i
{ € Catchi %) libarchive-2.dll 2019/1/18 14:3 KB ‘
i TE %) libbz2-2.dll 2019/1/18 14 2 KB ;
o SE %| libexpat-1.dll 6 :
L BEsEnGE ® liblzma-1.dll 19/1/18 14:37
| %) libz-1.dl 2019/1/18 14:37 : ‘
| %! metasploit-aggregato...
| @F " ; |
| % msfbinscan.bat ’
2 B s msfconsole.bat ;
; bl B msfd.bat |
AR &) msfdb.bat Y KB i
{ & BF &) msfelfscan.bat B ‘l
1: %) msfmachscan.bat KB I
o REE % msfpescan.bat 5 l
% msfremove.bat 201 18 14:5 B8 ,
o # msfremove.psl 2019/1 j
‘ 5- RS (C) c msfrop.bat KB |
‘i & DVD B (D) Gt % msfrpc.bat
| A msfrped.bat KB
; o Wtk E) %) msfupdate.bat 1 K8
é - |4 msfupdate.psl 1 KB
1 S A i msfvenom.bat 1 KB
| "7 tar.exe 2
msfconsole.bat 2019/1/18 14:50
Windows #ANEST# 418 FD J
e e e e i y
%l 1.9 Metasploit Framework H AJ $447 [F] iy &
;; B C:\Windows\system32\cmd.exe - (m] X
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