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Preface

This book is based on a series of lectures given at Maynooth University and Zhejiang
University. It provides a textbook for a number of courses, describing the fundamentals
of software testing. The material has been developed over the past ten years, and reflects
both the experience of 20 years in industry from one of the authors, and the authors’
joint experience in lecturing.

There is no one standard textbook on software testing, and this book is the result
of many years of extracting and interpreting test techniques from a wide and varied
number of sources. These include testing classics such as The Art of Software Testing
by Myers, Software Testing by Roper, Testing Object- Oriented Systems by Binder, and
Introduction to Software Testing by Ammann and Offutt; standard software engineering
textbooks such as Software Engineering by Pressman, and Software Engineering by
Sommerville; software process books such as Software Testing in the Real World by Kit
and extreme Programming explained by Beck; and ISO and IEEE standards related to
software quality and testing.

Software testing is a challenging task—it is as important for businesses and government
as it is for research institutions. It is still as much an art as a science: there are no
accepted standards or norms for applying the various techniques, and interpretation
is required. There is no well established research on the effectiveness of the different
approaches. The techniques are easy to understand, but generally difficult to apply to
real-world software. By providing extensive worked examples, this book aims to provide
a solid basis for both understanding, and applying, various test techniques

In the second edition, many of the examples have been updated, and the sections on
Integration Testing and System Testing have been expanded. The examples have been
updated to work with the latest version of the tools used, and a companion website is
provided (www.softwaretestingbook.org).

The software tools used in this book are merely representative-they have not been
selected as the best example of each, but rather as good examples of the range of
capabilities that such tools exhibit. The key goal of the book is that the reader should
understand the principles of software testing, and be able to apply them in practice.
The book does not endorse or recommend any particular tool. Only a subset of the
tool features are covered in this book: the reader should refer to the tool-specific
documentation for more details.
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Chapter 1

Introduction

1.1 The Software Industry

The software industry has come a long way since its beginnings in the 1950’s. The
independent software industry was essentially born in 1969 when IBM announced that
they would stop treating their software as a free add-on to its computers, and instead
would sell software and hardware as separate products. This opened up the market to
external companies that could produce and sell software for IBM machines.

Software products for mass consumption arrived in 1981 with the arrival of PC-based
software packages. Another dramatic boost came in the 1990’s with the arrival of the
World Wide Web, and in the 2000’s with mobile devices. In 2010 the Top 500 companies
in the global software industry had revenues of $492 billion. The industry is extremely
dynamic and continually undergoing rapid change as new innovations appear. Unlike
some other industries, for example transportation, it is still in many ways an immature
industry. It does not, in general, have a set of quality standards that have been gained
through years of hard-won experience.

Numerous examples exist of the results of failures in software quality and the costs it
can incur. Famous incidents include the failure of the European Space Agency’s Ariane
5 rocket, the Therac-25 radiation therapy machine, and the loss of the Mars Climate
observer in 1999. A study by the US Department of Commerce’s National Institute of
Standards and Technology in 2002 estimated that the cost of faulty software to the US
economy was up to $59.5 billion per year.

However, many participants in the industry do apply quality models and measures
to the processes through which their software is produced. Software Testing is an
important part of the Software Quality assurance process, and is an important discipline
within Software Engineering. It has an important role to play throughout the software
development lifecycle, whether being used in a Verification and Validation context, or as
part of an actual test-driven software development process such as Extreme programming.

Software Engineering as a discipline grew out of the “Software Crisis”. The term
Software Crisis was first used at the end of the 1960’s but it really began to have meaning
through the 1970’s as the software industry was growing. This reflected the increasing
size and complexity of software projects combined with the lack of formal procedures for
managing such projects.
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This resulted in a number of problems:

Projects were running over-budget

Projects were running over-time

The Software products were of low quality

The Software products often did not meet their requirements
Projects were chaotic

Software maintenance was very difficult

If the software industry was to keep growing, and the use of software was to become
more widespread, this situation could not continue. The solution was to be in formalizing
the roles and responsibilities of software engineering personnel. These software engineers
would plan and document in detail the goals of each software project and how it was
to be carried out, they would manage the process via which the software code would be
created, and they would ensure that the end result had attributes to show that it was a
quality product. This relationship between quality management and software engineering
meant that software testing would be integrated into its field of influence. Moreover, the
field of software testing was also going to have to change if the industry wanted to get
over the “Software Crisis”.

While the difference between debugging a program and testing a program was
recognized by the 1970’s, it was only from this time on that testing began to take a
significant role in the production of software. It was to change from being an activity
that happened at the end of the product cycle, to check that the product worked, to an
activity that takes place throughout each stage of development, catching faults as early
as possible. A number of studies comparing the cost of early vs late defect detection
have all reached the same conclusion: the earlier the defect is caught, the less the cost
of fixing it.

The progressive improvement of software engineering practices has led to a significant
improvement in software quality. The short-term benefits of software testing to the
business include improving the performance, interoperability and conformance of the
software products produced. In the longer term, testing reduces the future costs, and
builds customer confidence.

Nowadays, many software development processes have integrated software testing
within their activities. And approaches such as “Test Driven Development” (TDD) use
testing to lead the code development. In this approach, the tests are developed (often
with the assistance of the end-user or customer) before the code is written.

1.1.1 Software Testing and Quality

Proper software testing procedures reduce the risks associated with software development.
Modern programs are often very complex, having thousands of lines of code. And they
often implement a solution that has been defined in very abstract terms, described
as a vague set of requirements lacking in exactness and detail. Quality problems are
further compounded by external pressures on developers, from business owners, imposing
strict deadlines and budgets in order to reduce both the time to market and associated
production costs. These pressures can result in inadequate software testing, leading to
reduced quality. Poor quality leads to increased software failures, increased development
costs, and increased delays in releasing software. More severe outcomes for a business
can be a loss of reputation, leading to reduced market share, or even to legal claims.
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International Standard ISO 9126 Software Engineering—Product Quality is structured
around six main attributes. These are given with their characteristics in Table 1.1.

Table 1.1: Software Quality Attributes ISO 9126

Attribute Characteristics

Functionality Suitability, accurateness, interoperability, compliance, secu-
rity

Reliability Maturity, fault tolerance, recoverability

Usability Understandability, learnability, operability

Efficiency Time behavior, resource behavior

Maintainability | Analysability, changeability, stability, testability

Portability Adaptability, installability, conformance, replaceability

Attributes that can be measured objectively, such as performance and functionality,
are easier to test than those which require a subjective opinion, such as learnability and
installability.

1.1.2 Software Testing and Risk Management

Software testing can be viewed as a risk-management activity. The more resources that
are spent on testing, the lower the probability of a failure, but the higher the testing
cost. One factor in risk management is to compare the expected cost of failure against
the cost of testing. The expected cost is estimated as follows:

expected-cost = (risk-of-failure) x (cost-of-failure)

For a business there are short and long term costs associated with failure. The
short term costs are primarily related to fixing the problem, but may also be from lost
revenue if product release is delayed. The long term costs are primarily the costs of losing
reputation, and associated sales.

The cost of testing needs to be in proportion to both income and the cost of failure
(with the current state of the art, it is arguable that all software is subject to failure
at some stage). The effectiveness of testing can generally be increased by the testing
team being involved early in the process. Direct involvement of customers/users is also
an effective strategy. The expected cost of failure is controlled through reducing the
probability of failure-through sound engineering development practices, and quality-
assurance (testing is part of the quality assurance process). Software testing can be
addressed as an optimisation process: getting the best return for the investment.

1.2 Mistakes, Faults and Failures

Leaving aside the broader relationship between software testing and the attributes of
quality for the moment, the most common application of testing is to search for defects
present in a piece of software and/or verify that particular defects are not present in that

1Recently updated in the ISO 25000 family of standards



