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Abstract: This monograph studies the mutual authentication between enti-
ties in cyberspace. In order to discuss authentication, eight principles of informa-
tion security in cyberspace are given. Based on the Eight Principles, it is proved
that authentication technology is the first technology of information security. At
the same time, it is proved that although parameter authentication and identifica-
tion authentication (including password, fingerprint, iris, face brushing and oth-
er conventional technologies) have the recognition function, they do not have the
authentication function between entities in cyberspace in essence. Faced with the
eight principles of information security, the authentication system PKI and IBC
also have major defects.

In order to solve this problem, we present the scientific logic of the authenti-
cation system in cyberspace, and give an example of it, that is, the identification
—based certificateauthentication system CFL. In today’s cyberspace, CFL has
solved the common “neck” problem of various information industries, and plays

an irreplaceable role.
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il B b o A 2R L AR 22 4 v Ak 2 0K 2 A 1 ) B9 2 4 IE B AR A B S A o b A5 Y
TR, BRFR N BT EARE P B E R E S B2 IE Y, B RTR A ES
FARYEE GE M X PR MIE. AT 41 CFL AT iE B & 26 46 0 Bat 23, A
HASHAHAFHAEENTIEHZEEEBENA.

1984 4F , X 8 3 (Goldwasser) MK HLF| (Mical DZECHR (1 ]H A H T HB¥
B X REHBEE.

% X &£ (semantic security)™* . B F B B 0 F A B 8 % 30, 08 AR H %
HEREMIaER, B R 1 HIFENER.

XS, TR T EAZ 2B e, HEBREEERT LT
BTG EIE LKL,

1.1.1.1 EXHES

NI AE MRS = (K,E,D)— B T 3 AMN2H 6t EE
B -

DEHAEBREE K

WALZESE b, =HEAREAX (pk,sk).
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T E B A I R 242 H AR 2R

Xof T2 8 00 2 A A & 4 B AR K B B OB Mo /8 BE T 5 98 O &2 2k
W EXERZ A AT I B

1) AR B M Cunbreakability , UBK)

7R U T B 98 B 5T & T 58 2 BUBk (total break) j& MECTF I B M1 BE
& B, 78 8T B8 M 2 81 45 2 48 X 5 59 #A 61, B T 52 4 50 th R % 4 Ik & (key
covery). M /AHMBENME A ST UBE MK, it 2B — MRS R
AT EER,

2) B a] P (one-wayness , OW)

MEF- B M B R R 58 4 Bk (partial break) , ¥ & F 7] RE AR HIE FLAHH
{E AR £ 8 SC BB e A5 3 B L. BE A MU, BT 40 TEOM SR 4 A AN 0 1 FA B A 1 O
T NS ST BEAK 52 48 B A B SC, BN A iSh b 3t in 5 4k 41 E SR D' (4 R &
Al B EE Y, BIHER Adua=P, (D' (Ex (m)=m)) ] DL Z 8. ¥4 Tk o %R S B SCk
& (plaintext recovery). AN4A MM OW L4 B 1976 4E i i 3F (Diffie) Fl#f /R
& (Hellman)© 42 .

3) % LA A X 4> (indistinguishability , IND)

BYARXAERTEZRIUEE 1/2 R F 5. A0 H 4 2
ANBASCRI AR T 1 AN BA SCA0 5 30, T 2 o 4 o X AN 9 SO 2 AN SR R — A
B 5 3C. 8 SUAS AT X 2 o 2 3 S ) A

4) A ] 3E & ¥ (non-malleability , NM)

] RE MR AR ik B R M 5 48 5 SOR SC BT 35 30, B 48 8 3 U
AT LM 5 — 1> 5 45 52 B SO R B SCAH 56 9 B SCA9 % 3C. 8T 5 22 N Enc (m) AT #fE
H Enc(R(m)),iX B R 22— HEF LB KR. NM L2 2 £51 K (Dolev) , iR 7L
(Dwork) FI44 /R (Naor) 7E SCER[ 8 1 H1 42 t . A ) 2E Rt Mt i 2 — /N B ) AL

T HEN A EBF R

X T8 0 AR B s AT 4 LR LA

1) M 88 SC Xt (cipher only attack, COA)

BT FOREE 1 B o 8 SOk B #E T HH 0 B 4 (BN AL ) B 4 48 SO0 i
HY B 3C.

2) & H1BH 3 5 (known plaintext attack, KPA)

T B 50— B 1 B SR AR X R B4 B 3, i P HE S o AL B e SO
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3)3E & M % € B B L 5 (chosen plaintext attack, CPA1)

BT AT LA R B S, B 318 B 3 2 B SCHR X R AR 2 S, BB IR 8 T 3 1) in 3
il & (encryption oracle) , A A XM MEFFMFHEANHX, ANTIB A MERF
BILER R 25 5 BV 1) 76 B SC i Xof I ) 7 3C.

4) 38 I P 1% FE B SC ik (adaptive chosen plaintext attack, CPA2)

BT AT LA R B S, B 19 B AH I A% 5 3C, B BA SC A 36 PR mT K T AT T A8 20 89
% 3.

5) JAE A& O o4 28 88 85 SC I 7 (chosen ciphertext attack, CCA1)

FCF AT L3 3 9 3, Be F 15 B AH I 49 B 3¢, BB F- 48 #% % T 5 ML (decryption
oracle) MU MAL, ARG TER VI Z A FE TS VLA BT, # 5t G ar AR # 7 1 f#
% 15 PLAY) B SCRY B 3.

6) 3& B P 1%k $E % L B (adaptive chosen ciphertext attack, CCA2)

R AT LA R 9% 30, 2 35 15 B A8 N A4 BA 3C, B 7E WL B9k 4R % S 2 5 1A BB A) i) f#
FEWEH. HE, BARAAFMBEFZISIAMARETEXCXE  RFEXERETE
BFHERIRNE 0.

1.1.1.2 ZR4£@Ex

Jon 2 4 il f 18 % 4 HE T B R TT X 43 (indistinguish ability) ¥ %€ ({8 K
IND P %E) R Z) i , X R WA WA 2 5F , — DFR R PR F (challenger) , 5 — 4
BT hREELRG, TN REREHR PR EFEZHF R,

2B T 4 i A E R B SO T Y IND JiERR (FR OB IND-CPA W3R MR 4 F .

Dntaik

HRETH: R P, MFRBREHAH.

2) Pk iR

HFE AL 2AAKEHFEKNHEE mo Ml om,. RRFFEYLESE 6€ (0,1}, % m,
&, T X TR EAREOATKTF.

3) %

BF AR bR 6 =b, W EHTF Bk 8.

BMFRREATE LIS e 1 RE

AdvTh (B) = Pr(b=b’)—% .
H b B2, HRHEMB ARG FHNKE.
S AT BT fa] 22 30 2B (] B T T AL AR TE— AN TT 2B 18 BRB negl (B)

1% Adviia (B)<negl(k) ,BRABEFRIX AN & (A H fE 26 B9 Sc ik FEAE AT X
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001 SR o 2 A ) R W A Y, 40 RSA 8% L i 32 (Rabin) 8 3 (1 4% , 484> B 3%
NS HE —A L BFE RBEHX me F1m, M55 A5 % SCH AT LB, Bl SR
BUERR. B E X2 AE T M6 2 A .

55 2 A o o A i AR X B R M SR A, BN B YO e, M
PLEC, P4 A% 3C. B [] — B SCZE R (8] 89 n 4% P 48 B B9 9% SR [R), 1 JE A% B3 /R
(ElGamal) i 25 {2 ..

ElGamal & &I ME#RWT

DEH™ .

BCEMIMKERq (9B, e WG WERT, MIVLERE € Z, , iTH y=
g*modqg, L = IR, (v.g,9) BHAH.

2) %
BHE meG,Hitlit—5 p—1 ERKNEH LR
c1 = g*modq
{cz=y”mmodq
FILH c=C(cyc2).
3)

k k
m= C—f_modq= %modq = :n modg=mmodg.
€ g Y

A 1 ElGamal n##&H & IND-CPA &4 #.

iERR 7 ElGamal fin% &l IND-CPA ¥ Xk , & Hi i w9 BEAH [F] 19
?ﬁ.@ mg ﬂ] m, ,Hhﬁﬁﬁbﬂﬁ‘ mybE {091} vié

C=(C,,C;)=(g"'modp, y*m,modp)

il
Pr(g®*m,=g"*m,)
=Pr(g%*m,=g%*m,,b6=0)+Pr(g®*m,=g*m,,b=1)
=Pr(b=0) +Pr(m, =my,b=1).
:%QPr(g’*m,,=g‘*mo)g%—l-negl(k).
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:>—;—<Pr(g’*m,, =g™*m, )Q%—Fnegl(k).
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S , IND-CPA Z 2 URIEEF 2T 28 s 1F et (BM{UEE I &4,
A BB ARAE BT 2 3= 30 B0 B (0 2 e 48 P i AT BO B 2. Bl B F B 3
H C=(C,,C) M FHWE X C'=(C,,C',), Hh C'2=sz’,ﬁ5§iﬁ]ﬂ):1§§ﬂﬂﬂ
S M= BRI BT C=(C,,C "), 3 €1 =C g, Cy =Coy'nl,
Jliding

Ci=glg¥=g¥
{Cz = y*my*m’ =y ¥ mm’

it 5% 34 1) J5 47515 2 M=mm'»ﬁﬂil77m0dq/f§ﬂ C WA m. 7] W, ElGamal

Jon 4% 4 1 A BB KB 0t = 3h Bk
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15 B A5 % 3CG A B3R5 B AR % SO R 9 BA SO AME B
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Dotk

RE=ERGE P.8HF A RBRENAFFH.

2) I

T 1) Bk AR (A 2 TS ML) AR 9 (R (RT 2 00, BB SC ¢ APk &, 9k
i A 5 ) R B SO T
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HFHEHFHENKEAR A EE m, Fom,, AR E B m, K98, bl
BUE bE (0,1}

4) %5

MFHH o R o =0, A BRI

BFRRHAAE SCHSE ke B R, B

Advh (k) = Pr(b'=b)—%

EX 2 RSHMET LT A 6] FETF A, FEE— AT Z W R A negl(R),
15
AdviR (k) <negl(k) ,
AR 2 B R 33 A i 285 A ) 7 16 B % SC 0 R B AR AT X 4, 5 FR b IND-CCAL
e o
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DRk
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2)YNZBrEe 1
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1% R 3 S5 SR T

PR

BFHHFTKEHRAKER me flom, , BASRE B m, 9% c,, HP
BEDL{E b€ {0,1}.

HYNGRBTEL 2

T 42 1) Bk R (SRR 7 TS L) A A8 2% R 18] (RT 200D , BB 3C e (e cy)
Sy DR AR, B R S R T SCAECE

5) 4% i

R 0 R o =0, 0 AR EFHRETELASE E R

AdoS (b)) = | Pr(s’=b) —% .

BN 3 R HAEAT 2R A E] BB A — A AT 2 B4 R B negl (B,

f#15
AdufR (R)<negl(k),

AR 2 WK XA 0 2 4 ) 7 3 R PR B Ll T BA AR A X 4, 5RO IND-
CCA2 %4

F Sk (13 7] 41 3 H7 BR—4F ¥ (Cramer-Shoup) J& IND-CCA2 2 4> ) 41 55 1 4
Z—, T X H LA 4.

Cramer-Shoup & &S '=(K,E,D){iiRF ;

DRGEL

WG RE—ITREE p Bt B DR

(D BEVLIEE AN TC g1,8: €G3

(2)BEMLIERL 5 NEEE x1 22951 952,2€[0,9) 5

(DHE cgii git ,d<gii git 1h<gi;
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DM ER

15 3 (uy up e 0)  PRAT T FIE TR,
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(2){m<—e/ui vif uptneyptne=y

refuse,else
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u =gvu, =gz R MARIEH R.

ICHoTAREN R D RBET G WHNZER, B D= (g1,8,u,w), HH
L% r€Z,us =g yu, = g7 KIHEILH D.

—MRE B Y DH H) 5E ) B, BP BB 6 g 1+ Wk X 4r B3R BA~43 48 R Al
D, TF-AE 68 LI T Z R R K E YL RK A R D, R

DH $ 5 a) 21 2 % 5] 8 & A BB 7 2 WAt 8] A e WX X 4> ERBA 24 R
#MD.

DH ) 5 7] 81 P4 T 41 45 84 3 = ST AR Y i e 1k

D=1C(g1,82su1 1) =C(g1:82+81+8%)
>(g1=g::=8 =g »u,=g")=(g" 8" ,g”).
R=C(g1 g2 1 u2)=0(g1,82,80 »82)

>(g=g1 18:=g u=g" u,=g"")S(g",8",8%).

g =a,g=b,g"=c, & z=xy BRERL, PEIHE

gF=gP =g’ =g,

I b S Ak S s BN 2 ()

5 it , A DH 3| % [l )] DH [a] 51, I\ DH [a] 55 21 25 #i ) 3% a] AR i 22 10 X it
BEARR EHBALXRE HITERFE.
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