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Unit 1 Tnternet of Things

Internet of Things

The Internet of Things (IoT) refers to uniquely identifiable objects (things) and their
virtual representations in an Internet-like structure. The term Internet of Things was first used
by Kevin Ashton” in 1999. The concept of the Internet of Things first became popular through
the Auto-ID Center” and related market analysts publications. Radio-Frequency IDentification
(RFID) is often seen as a prerequisite for the Internet of Things. If all objects of daily life were
equipped with radio tags, they could be identified and inventoried by computers. However,
unique identification of things may be achieved through other means such as barcodes or
2D-codes as well.

With all objects in the world equipped with minuscule identifying devices, daily life on
Earth would undergo a transformation. Companies would not run out of stock or waste
products, as all involved parties would know exactly which products are required and
consumed. Mislaid and stolen items would be easily tracked and located.

. Alternativ finition

Different definitions for the Internet of Things have appeared and the term is evolving as the
technology and implementation of the ideas move forward. Here are several partially overlapping
definitions.

1.1 CASAGRAS

A global network infrastructure, linking physical and virtual objects through the exploitation
of data capture and communication capabilities. This infrastructure includes existing and

(D Kevin Ashton (born in 1968 in Birmingham, England) is a British technology pioneer ([.paia’nia]n.fc3%, 8
$#) who cofounded the Auto-ID Center at the Massachusetts Institute of Technology, which created a
global standard system for RFID and other sensors.

@) Auto-ID Center to design the architecture for the Internet of Things together with EPCglobal.
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evolving Internet and network developments. It will offer specific object-identification, sensor
and connection capability as the basis for the development of independent cooperative services
and applications. These will be characterized by a high degree of autonomous data capture, event
transfer, network connectivity and interoperability.

1.2 SAP®

A world where physical objects are seamlessly integrated into the information network, and
where the physical objects can become active participants in business processes. Services are
available to interact with these “smart objects” over the Internet, query and change their state and
any information associated with them, taking into account security and privacy issues.

1.3 EPoSS

The network formed by things/objects having identities, virtual personalities operating in
smart spaces using intelligent interfaces to connect and communicate with the users, social and
environmental contexts.

1.4 CERP-lIoT

Internet of Things is an integrated part of Future Internet. It could be defined as a dynamic
global network infrastructure with self configuring capabilities based on standard and
interoperable communication protocols. In the IoT, physical and virtual “things” have identities,
physical attributes, and virtual personalities and use intelligent interfaces, and are seamlessly
integrated into the information network. In the IoT, “things” are expected to become active
participants in business, information and social processes. They are enabled to interact and
communicate among themselves and with the environment by exchanging data and information
“sensed” about the environment, while reacting autonomously to the “real/physical world” events
and influencing it by running processes that trigger actions and create services with or without
direct human intervention. Interfaces in the form of services facilitate interactions with these
“smart things” over the Internet, query and change their state and any information associated with
them, taking into account security and privacy issues.

1.5 Other

The future Internet of Things links uniquely identifiable things to their virtual
representations in the Internet containing or linking to additional information on their identity,
status, location or any other business, social or privately relevant information at a financial or
non-financial pay-off. It exceeds the efforts of information provisioning and offers information
access to non-predefined participants. The provided accurate and appropriate information may
be accessed in the right quantity and condition, at the right time and place at the right price.
The Internet of Things is not synonymous with ubiquitous/pervasive computing, the Internet
Protocol (IP), communication technology, embedded devices, its applications, the Internet of
People or the Intranet/Extranet of Things, yet it relies on all of these approaches. The

(D SAP is a German software corporation that makes enterprise software to manage business operations and
customer relations.
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association of intelligent virtual representations (e.g. called avatars and embedded, hosted in
the Cloud or centralized) and physical objects are sometimes called “cyberobjects”.
Cyberobjects are then considered as autonomous actors of the value chains they are involved in:
able to perceive, analyze and react in various contexts; although acting under the guidance of
human beings as programmed. Cyberobjects can then be assistants, advisors, decision makers,
etc; and can be considered as true agent (economics)®, helping to change existing economic or
organization models. In such a scenario, the conception of avatars refers to Artifical
Intelligence® and complex system.

r ility of thi

The original idea of the Auto-ID Center is based on RFID-tags and unique identification
through the Electronic Product Code®.

An alternative view, from the world of the Semantic Web?, focuses instead on making all
things (not just those electronic, smart, or RFID-enabled) addressable by the existing naming
protocols, such as URI®. The objects themselves do not converse, but they may now be referred
to by other agents, such as powerful centralized servers acting for their human owners.

The next generation of Internet applications using Internet Protocol version 6 (IPv6)®
would be able to communicate with devices attached to virtually all human-made objects because
of the extremely large address space of IPv6. This system would therefore be able to identify any
kind of object.

A combination of these ideas can be found in the current GSI/EPCglobal® EPC

Information Services specifications. This system is being used to identify objects in industries
ranging from Aerospace to Fast Moving Consumer Products and Transportation Logistics.

@ In economics, an agent is an actor and decision maker in a model. Typically, every agent makes decisions by
solving a well or ill defined optimization/choice problem.

@ Artificial Intelligence (Al) is the intelligence of machines and the branch of computer science that aims to
create it. Al textbooks define the field as “the study and design of intelligent agents” where an intelligent
agent is a system that perceives its environment and takes actions that maximize ( ['maeksmaiz]vt. B+« 5&
K18, BAELL) its chances of success.

@ The Electronic Product Code (EPC, Hi¥/=#h%ifd) is designed as a universal identifier that provides a
unique identity for every physical object anywhere in the world, for all time.

@ The Semantic Web is a collaborative movement led by the World Wide Web(WWW, Ji4™) Consortium
(W3C) that promotes common formats for data on the World Wide Web. By encouraging the inclusion of
semantic content in web pages, the Semantic Web aims at converting the current web of unstructured
documents into a “web of data”.

® In computing, a Uniform Resource Identifier (URI) is a string of characters used to identify a name or a
resource on the Internet.

® Internet Protocol version 6 (IPv6) is a version of the Internet Protocol (IP). It is designed to succeed
([sak'si:d]v. 4k« 2. J&) the Internet Protocol version 4 (IPv4). The Internet operates by transferring data
between hosts in small packets that are independently routed across networks as specified by an international
communications protocol known as the Internet Protocol.

@ EPCglobal is a joint venture between GS1 (formerly known as EAN International) and GS1 US (formerly the
Uniform Code Council, Inc.). It is an organization set up (#3Z) to achieve worldwide adoption and
standardization of EPC technology.
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3. Trends and characteristics

3.1 Intelligence

Ambient Intelligence” and Autonomous Control are not part of the original concept of the
Internet of Things. Ambient Intelligence and Autonomous Control do not necessarily require
Internet structures, either. However, there is a shift in research to integrate the concepts of the
Internet of Things and Autonomous Control. In the future the Internet of Things may be a
nondeterministic and open network in which auto-organized or intelligent entities (Web
services ¥, SOA“ components), virtual objects will be interoperable and able to act
independently (pursuing their own objectives or shared ones) depending on the context,
circumstances or environments.

Embedded intelligence presents an “Al-oriented” perspective of IoT, which can be more
clearly defined as: leveraging the capacity to collect and analyze the digital traces left by people
when interacting with widely deployed smart things to discover the knowledge about human life,
environment interaction, as well as social connection/behavior.

3.2 Architecture

The system will likely be an example of Event-Driven Architecture”, bottom-up made
(based on the context of processes and operations, in real-time) and will consider any subsidiary
level. Therefore, model driven and functional approaches will coexist with new ones able to treat

exceptions and unusual evolution of processes.

3.3 Complex system

In semi-open or closed loops, it will therefore be considered and studied as a Complex
system due to the huge number of different links and interactions between autonomous actors,
and its capacity to integrate new actors. At the overall stage (full open loop) it will likely be seen
as a chaotic® environment.

@ In computing, Ambient Intelligence (Aml, ¥f155%§E) refers to electronic environments that are sensitive and
responsive to the presence of people. In an Ambient Intelligence world, devices work in concert to support
people in carrying out their everyday life activities, tasks and rituals in easy, natural way using information
and intelligence that is hidden in the network connecting these devices.

@ A Web service is a method of communication between two electronic devices over the web. The W3C defines
a “Web service” as “a software system designed to support interoperable machine-to-machine (4/1%%%#H12%)
interaction over a network™.

® In software engineering, a Service-Oriented Architecture (SOA) is a set of principles and methodologies
(ImeBa'dolad3ziln. /4%, /i) for designing and developing software in the form of interoperable
services. These services are well-defined business functionalities that are built as software components
(discrete pieces of code (ftfiB) and/or data structures ({4 45 #4)) that can be reused for different purposes.
SOA design principles are used during the phases of systems development and integration.

@ Event-Driven Architecture (EDA) is a software architecture pattern promoting the production, detection,
consumption of, and reaction to events.

® Chaos theory (V&fiif) is a field of study in mathematics, with applications in several disciplines including
physics, economics, biology, and philosophy. Chaos theory studies the behavior of dynamical systems that are
highly sensitive to initial conditions, an effect which is popularly referred to as the butterfly effect (#if
RNT).




