i é gﬁ | HaEEI PO
=RFH=E

SEZEEAR

HEKF L Ui

| K<




2@#%%%.&%&‘3 BRIz

—FJU\ﬁ%ﬁ*
(2019 4 hje )

Quanguo Jisuanji Dengji Kaoshi Sanji Jiaocheng
——Xinxi Anguan Jishu

HEHERFS

I AL
Km X B xyFE O Exr LAA

AEKF ¢ b



R R

AARAEEBE WP OHNT I (RSB R =R L
EBREBRKRHN (20185 /R ) ) REMM. EENAFCRE: FELLREM
. FEREEMEREFE, RE%4E. MELe, NH%E., HEL
2HH, FRELWESEM.

AHHNELE ., A%, JLFHE 7EEL 20080 ARA, HFEE

NZ AR RN ASHAFEELETRYKE, THRTHEE
%émﬁ&*&%kﬁt%‘o

KBRS M PSR LR =RBXNE B, BfEhm%
FREBREBREWRERM, ETFEIH2EEETSE,

EHBEMME (CLIP) KT

SETENFREZA=ZRHE. FELLEER:
2019 iR / HEBEZ L OH. —-Jbat: FMEHFH
Rt ,2018. 11 .

ISBN 978-7-04-050771-3

I. 02 0. QO#%- 0. ORFIHEN-KFER
-BMOFEREL-KEHEAR-KFHK-HH V.
@TP3

R A B 431 CIP B8 % 7 (2018) 55 249337 5

R fAHT THERE IR HEkit Bk Rt 5 =
mELE T 1§ TERY & & THEH] BRiBt

HRET S%FHE R 3 fit http://www. hep. edu. cn

#t i deE W RERX EN KR 4 S http://www. hep. com. cn

P 4RES 100120 M FIT  http://www. hepmall. com. cn
El 1| | = ) == 7 http : //www. hepmall. com

7 A 787mmx1092mm 1/16 http: //www. hepmall. cn

B ik 26.25

kA B 640 T B R 201811 AE 1 ki
M5IALL  010-58581118 Bl &k 20184E 11 H 58 1 RENRI
i iE  400-810-0598 T v 76.00 ¢

A4S A HhoT L E 0T ﬂ?ﬁﬁ%ﬁﬁﬁlﬂ@ T 2 i T P 45 4 5 0 | THG A 4t
IR BARAT
m K e 5077LL0?%£'




RREREZEITENNFHRS I
NEBEFIHENNAZNIAT. RAER
| V,-3 =3 (3 sl )

(F)

PEMABHNEF TEARGAFLEFE
FEBEAHANFAERXER 2 LN
i

YA ARXEEFPAN—-NPUBIRBFNEATRE , 2 RAF P RFAEAINREZREN
MRAZFHR, ERRNTFERESRENBERARZE A7 " HRHRK, HREEN TSR
AUBFHER UBE(FARFHB) N ESFHNELEINES. EaHRT, EEHERK
ARBMPLGETE ¥HEELSS LAY ERARARAENFHN. CEEBBREHEZF XL
OB EANTR A AR EFANN IR L F RSN EN R UARAEDPREFH A
=i

ERERAMEBAY HANFHRBCRERRE , TENKGERZC. KBHERAXBAW
B, RouREFHAARME  KBHERIGEHROFAYERE" . AXBENER 2R
EZSHKBTFTUREHAMEN, EEEHR, KUHRGRANEN  BEREFMEHE R . H4
AR ANREAEBELF RS KB LATE, RGEF LR EKFEHNAE L, ZEA G M
BE.ERARFAE A5 KEAENGET L, AL RERED LRI FHIR, RHIN
AERBHNEKNFIERNRE T OARE. BBFLRXAFEREF 4 X g4, 6AE
FEASEh,RE 21 2 EFRE S AL R,

ATENPREHFRXENEFE AN RHIACGEFINLAE  FEAL2RPERITHENMEX
BIREF X -—HERFEATENRGRANESTELHEABAL

1994 & BEXBZ(AKXFH )RETLAEHENEFRAA KX, XZ-—FAZITIFMERAR K
HEN KBS EREREANL R, CARFABRTARNEIMER NANTAERELTLIHE
MU A AAFRET — &)ty 3%

1994 £ R H A E T HNFRALRKNE —F Y ESEMERNA 1 7R A,2017 FHEA
BEHK620F A, HE201T HFFR,2ENTHENEREFRETAEL S0 K, H £ A EZ it T 665
FAH2885 FAHRBTEARTHANER LS.

ELRA B LENEATERIEAARBERB T ENE AR, FELERE R A
BEEH FURE AE RERMENAE, E-—HFLEFN ARNITEIEAAAEREE , FE
REWAKEN, SALRFAFEAAABTRAMERARRET —HAFFR, AEEA
ANERERFENL LU RALELERE A RREEARLE RN RA R, X ZHAE R oy iy B An



I RBEXRLEUHENSEER ABRFHEIEBZTIIAST . REGEFLEZRELTHR(F)

BABEGTTHRL2HZ

HENEREFAR. 2ETENEFRFTRARNME AR KR ML L F KN Z ML, A 2010
ERERFRERAALTRATRBT EEFRAR T RABR LXK EFTTHHT AR
B FEEQARNERRR YA T HENE AN EA LI, EFRITHAELR AL THEE/R S
GRS

AENENERERRBTRANER, BAMTAAR LML LR EFRE XN ARES |
RER HE PP RBRANEST TP EGAEC R FE T2, A1 XTI
AW T ERA T, KATE M WM ATR TR QKR!

BN, E2L ML REFAMREEEEFLANE T, EHEBLA X FPONEOA
BHRRT,ELELAXEXNAIRET,2EHENFLFT K -2 U %W 5 = &4, #
¥ENAL RERLCEMN"HER  REZ L PR, W REER T ENEA L TAA N F L
EHEARNTH



m B

AEEREREHER PO A (L EHANERERZ AL E LA R AE R AN
(2018 £B)) A EL R RS, F AN AT EARARAZRERFSRBAENE R &
Ro 2H£ENTE,

G EBEEARREMB N A TEE CERAPBEELAHAN PR, EELLRE
MEERES, LR EE AR SRR AL RN %,

FLEBARAEBBARERE  HANFTEROEAR BEAREDEERKED %
FER KT EAPEHEEE N NTRA, BN G NTER S 0 AT %L SR, F &
R EHEGHEHEE AT SRR SN F RS ERAR AT BN E RN A ¥
HREEmEERAL,

B3FRALA EENBTRERALA AEBERAZLEAPRERGZ L X
BENE HEELL AR EESARAPREELALTRELR,

BABEFHBEA HEABTREZALMBR REZLRBEAMALELGPH
R EFRGTARRAE I KE NBRINFESNGEHH RS PKILVPN f1 {4 % 4 it
EHE,

GSERHEA TENBTHHRAMA LS RE KU LLATFR KL 280 %8
FARY UREERFREANS Web AR ALLEAE.

BOEBALANE BANETEERACERR BELZARRFAFEELLH
B E N B _

BT B BEAEAREE RN EENBTEARARE BARAE AR B RHK,
UREEEANLAREEA LT EH AL,

ABWEEEIERAN NALE AR AR LI BE T EZAGRN AL RNER D
RE NAARERT AR Z AN AR AR, S E AR b R E AR BHEARATRS
Pk, RALIEERPANEAMA LARE EARAPEAT#, BEFANERER—
BEEWEELALARA, THRFNRARLARA S E R4 RS R AR TRELEAK
AFENRFNEEZLEAPHA,

BABIT ERANEEETENERAT BRTH— P AN — L E, $2EBE%
AEBBEARLREH A HH T A DES ok thAUR, W T A4 B0 H ok o0 T IR I K I
hAEBHEE R M EACR, FANEE S LR MMB T HEEER %+ H MDS 1 SHA-1 &
AT 7t SHA-3 S 89 A % % 4h, 7t IDEA 5% Fo RSA S b 9k R 4 fE 7 3 2 M %, DL
B ERFBHAWR R, B3 EA4LL A BB THSQLEST O RUNE, B EANE
BEEZARAKS L, $6 EHELZAFENE T REALAREE RN A ANEEY
HATEF MR T — SN2 EEFBNNE AT L RFNAE, p(AEELE)E,

AREHPEE A (A NG FEER(S 1 F) HERALANEE(S25R% 3



I &=

il

) AFEHEAFEZT(FA4ERES ) RREEIAFIAR(FOCERETRE)EHE M
BT HMABITZEHFERMAFH S L L ZR , AARFHERAR
RFEHNATREMERL G, FPREAS L RER LA, ZEEHEMRE TR
B Lo
WA



%%&*&ﬁkgm&

Ll
1.1.2

{‘é“@‘ﬁ%ﬁﬁma......... sesssccences

A W AW N -

15 BB 152 i

fREEET X

(5B RS H 2R R v
5 BE 2R B AR -

fi B AL FfEH -
i B Z2ER -

1.3 RBER4REHRA

1:8:1

7 B &R Rk RAER

1.3.2 (FEEGLSHE SHAKER -
1.4 FARARBEREE oo
IR 9 2 4 (R TR -

il

5]
—_
E R S

2.2.1
2.2.2

2:3:1
2.3.2

2.4.1
2.4.2

FEEREEMBAERE
2.1 FHEFE K ceeeeerinniinnn

X R 5 6 5 S R T B

4
4.2 (EBRRSBETIEMRRE o

pﬁﬁ@ﬁ........................ cesenn
ﬁ?%g R R LI T IPRRR
%%ﬂ%}i........................ cesans
3.2 KRR oneeagepeeesengpaisnsenaiens

?ﬁ}@\uﬁv't-'u'

%{5}.»\1‘;&............‘.................
2.3 GFRIIEAIHE AR e
ua-l‘ajﬁfﬁﬂﬁgl‘j B LR L LR LT
lﬁ!"ﬂﬁﬁ&* seesssesssssvsesss sen e
R Il o F % 7 TR TP PR E PP
%‘H‘*ﬂﬂﬁﬁ&* tecsessss st neenennns

I PRI ———————————

—

0 0 N A AW = -

D%~

$4F

SN BN
Rl e

i
O R SR

4.3

4.3.
4.3.
4.3.
4,3,
4.3.

A

2R
5=

5.1

< I8

1
2
3
4
-
6
7!
8

RERGRL

1
2
&%ﬁ_:}é_\ cesesssssssssesses e
ﬁﬁﬁf—f%gﬂﬂ”'"""""""""
ﬁﬁ’iiéiﬁ.“.““.“.”..““.

- 157

- 158
w160

<1
o

+1
2

w A W N =

1

BERELELE -

W R &
- 160
l’ﬂ]%mij{ tessssssscsssenasssasae e
T RN TR e
E?ﬁﬁﬁ ressreese s ast et an e

P&]gﬁuﬁﬁ J R T R R
. S 177

- 181
- 188
© 191
- 196
]‘Eﬁﬁ%ﬂ B T TR
B8 e B PP HR eoereensennnne

TCP/IP Hpil 2244

P £ B350 3K B

75 I X B
BAWFARE A AR -
64 iR %5 Wk
Web i 4< 24 7

Bi ke

PKI

VPN Sessesesessases ssessssss s sen sen
s+ 246

ceees 255
=+ 256
-« 258

P 445 22 4 Hp Y

FERZE
TR B SRR oo
5.1.2 BTG A AP Se cem e rmn e veneeees

.. 93
1 3T SER—
“een 94

. vee e 99

- 136

94

94

136
149

160

162

+ 169

169
175

203

< 208
ceee 208

AE#M%%%AE%@%% o
. e 235

223

243

258
258
260



I Bx

5.1.3 YRIRAPE wvovererreri e 262
5.1.5 BRMATRIAA R EB AR e 273
5.1.6 HARIAM KRB oo 279
5.2 BRARGEATFE ceeeeeiireeniiinn 280
5.2.1 HMHFEREMAH - - 280
5.2.2 BMHELEFE - 282
5.2.3 HMLLREMAY - - 284
5.3 BRAFZ AW e - 288
5.3.1 HUBELEBMBAR oooeeeeeee 288
5.3.2 HKEBNBLEBMEAR ooeeeeeee 290
5.3.3 K@ aEemmEAR e 293
5.4 BAEZ AR e 204
5.4.1 HMEEZLSERPOESHEE oo 294

5.4.2 BT HMABA MM L 2R
&* Ses ses ees sse sas ses seacesses senets 295

5.4.3 BTN R RG L 2R
ﬁ* R T PR T X ¢ Fod
55 &%ﬁi[‘?‘ T + 299
5.5.1 EEARFHYAIE - reerr e 209

5.5.2 CEEAET R LR MBR
g - ? saisaaen 81
5.5.3 %ﬁﬁ?*ﬁwg%&* treersesenes 3003
5:5.4 %%&J’%‘,E@%?@... 305
5.6 Web Bl AGZA cooevereeceenan 305
5.6.1 Web %4 @ ih - 305
5.6.2 Web G2 -+ 310
5.6.3 Web &2kl - 311
N . 312
5 A - 314
¥6E FERRLEHE - 315
6.1 B EABTIKE orveeennnns 316
6.1.1 BIEEBLLEHHELL oeeeeeeeee 316
6.1.2 ISMS MJZERY B AR ST g - oo v v oor 318
6.1.3 (EBTLEHIKRFR -0 319

6.1.4 (SEBRLEHIKRZIERF -oeeveereer 322
6.1.5 FREEEHERME ----vvvereer 323
6.2 fFEEXARKREE . 326
6.2.1 U FAE IR - 327
6.2.2 KEEHHNE - 328
6.2.3  JRUBPEAL weoeerereeee e 33]
6.2.4  JRUBESH] ceeeerere e 334
6.3 BEELEEMEHE -ooooormrirees 337
6.3.1 ARG e - 337
6.3.2 FELZLGHHTR wocerverereeeeees 35]
gk . 358
TR © 359
FTE FEERRERESEN © 360
T 8 L RRRRS—
711 BERARUELA R e e e e 360
7.1.2 {FRERIRMEMALR «--vererereeeee 361
T.1.3 (ZEB L RVEAEFRYE cooeereererreeeees 363
714 HRRARAE © 365
71,5 SGURAPFELATESR e e 367

7.2 fFAEEREMREALEEALR

A RN 1.1
7.2.1 & o) £ 725 1] 2 4 A + 368
7:2:2 BT EAE BB e 373
7.8.8 a 92 40 [ B - - 391

7.3 #EIEME - 398
207 - 399
SR - 400

Mzl 2ZEHENZFREZL=4H

BFERZEEAREAKXN

(2018 FE i) - 402
MR2 2EHENFREZR=LR

FREREFAEERSE

-3 3 - 404
8 & ik - 410



15 ERIEEREMM

SNEAEMRTFELZ2RENHXLNE. “FELLERBEER"BINATHER
PR K &4 A By BE R X4 2 = AR B (5 B 2R B MR TFEEELEK
JE B B LA R A5 B % A 9 SC A REAR R R FLAE Ak 2 A i S FUPE S {5 B & R B R 78
kR TR B L e R AR RAER JF VR4 A T MBI 6) P2DR 4 24 RURT TATF HEZE (1)
FEA T A5 B R R BRI A SRR W IR R T [ A SE BRI L AN B e IR A B A T
ENE .

ERBER: TS S EOAR KA A B B BE 00 B H X A 2 (BB AR T BT AR 5
Wi 5 3 MR A S 5 4 A R ) 45 A B B B L T B ARAIE s SRR 15 B R 1 & SC IR EAR IR & HAE K
AR At 2 v (0 M (2 AN A T 5 B 15 6 % 2 IR B AR R s AR P2DR AR 10 B A Ji 2 K HC M2
IR N & S PR TATF YR PiEA R S EEREHRAR AN ST EMLZLTE RS T
fife [ P A R A R B T AR AL 5 B £ 1622 2 R B AR ) 4% R 20 P9 78 B L R SR

1.1.1 5 SR B K e B

A RESHL B SAETREN . G5 &, BEREARERE 4 1 8E
A M8 EBHARE NI HER A HARK R PR R ER, RIS Rt fE B LR 3 i
i AL 2 B T AR, R AT AR 7 O sURAR 3 07 3, I x A £ iE A7 07 P A B R IsE

M2 A 2R F R AR & T 15 B 09 & SCER A 8 59 0 1 A 7] 1 J2 R 37 715 8
FURFAE AR 5 o 5% R 2052 2K A A (Shannon ) TA A <38 {7 A2 48 B b B 9 5 B A 0 L #8 2 BEAL K, 7T
VAR et 09 75 1 B AT Ab B, 78 2547 45 B0 B0 52 B0 380 A, WDt 4 £ B B SO LS A 72 B 1
WA KR T ARG R KB R R TR A EEA K, 450 (Wiener) Ay . fF
SR AT 3 0 A0 E 5 L s ol i 16 2 A 1 S0 R 0 ot R e, () A0 S AT A AS e Y
WA AR BAMZE M (Longo) WA FRRRMEYMIEX XEMERNATE, EA
TEHRYMERTD , MATEFYAT . HERF BT Z o UERRFEEE X Y s RS
R T

— AN, B AE 15 B SCRA i K 3 1, A UA 55 B A H s B E X, T B @ o 5
AR R I BB AL BT A A (5 B A2 o 8 TIN5 S S B, TR Hh—T
— e 5{F R M X HAE S IRE S,

FESHE HEREEEMIN T, FENENE RN HEREENEREME, 58NN



2 B1E FRLLREHR

BRI .

FREFES FSRELMEE, EENEES IRk NE.

&R S EUE BRI R AR B — R 2, R R 45 Bt T DL SO s Rk R A

FRSHEM - EMEEREN TN —-KFER  MANERSEEL BFERIHFA - R
(CE{ 88

FESAPAMREMNGEE PR B a7, 2 —F B % e AN ER, BER M —
TERTE,

KFMRREAR B E X WRE . BEMUF, 5 BB E GRS 1 Ml b R A 0915 B m F
BRIk, ABPEREARSE  EHH AV ARG AR FRET, TR 5 A3 77
filf R FORLHH SCF B R I S RS B O EL AL R O A RS R 45 0 s AR
MBEFR. FEBARMEE M AW S, FEHAME ™ BRI BER, 0
TR LR G R A O A 7 55 (5 B BOR B B T A BLE R B AR MY 8L 365 B
Mg EEEERES . EEEHARRSE D, i FHEAR JAGEHEAR SHEILEAR MW 4 £ A 6 U
PR BEARZO, ENMMARERERTERERM A RITRE,

FEEARNTESERE, KBMAEH TWT 3 kB,

S— BB, IR AR R W . .

FREBRM KR LGB HIE) 19 20 30 4EACHL IR S 9 & B . 1835 4F, B/ M (Morse ) &
MY M. 1837 4F, BE/RMT MmN A L al . 1878 4F, A TG &84 s th B, 1886 4F,
AR T RLHE ML, 1876 4, DI/K (Bell) W] 1 L 3G HL, 1892 4F, s B #fF A 8 3¢ # Jiy i 37
1912 4E K[ Emerson 24 6 il i F L5 — AU bl. 1925 48 B E A AW - LW T HF
EE—HHEMRHL,

LIRS AR B B0 (5 B R B B S K B8 Tk . 44, OBl (s HOGE(E Bk
& A AR LR TR 8 (R S AR Gk Rt {4 BT R B ) R 1R 2 AR LR A

BB RN AR R,

1936 4F , B [E E 2 5 K R (Turing) @3& 7 B RALH . 1937 4F, F 4 A6 36 [ RK 44 3 T2 B
KR T (UK AR I OCHL B B0 A5 5 400 ) 098 S0, BEE T BT L S FEIE SRR . 1945 4R BIAR
HREIZAG - HRSERE T “FAAEEFE B Fit 8L £ ——EDVAC, 1946 42 A 14
H AR LE -8R E FIFENRER 7 (ENIAC) "#t4: TR EE A ER T K%, HCHHE
Pl—EHIEHAED - KSR R, AT IR AR KRR, 20 4 50 FRK, 586 —
o FE AL T E R R A5 B AL FE ;60 AL, 58 R IRE BN R4
W 5% 78 ;60 AEAUAR , B8 AL H B A0 O LRSS B B P BT S ML HE B T &

TR LB AR K RFNRLAT, R T A2 7% ) 5 B AR 24K

BERr B, BRI AR R R

BIABr B R AR E WA R, 20 42 60 4ERR, EEBHTHE M FEFEFHMW
3B 4 ARPAnet, ARPAnet BF 587 A= 9 — 3014 4 o %2 £ 1l Sk & TCP/IP pis ( Transmis-
sion Control Protocol/Internet Protocol) , B % %y 458 il th 10/ B BE I, 45 7% 22 3 (N 4% % FF A it
BHLREB AR B AZWAE B o 20 t2d 90 4FE AR, o 5 ML I 45 & J Ji 4 Bk o ) 4% —— 3 4% ] ( Inter-
net) , T+ 5L I 26 H A R0 0 24 1 AR B T VAR (9 R . IR SR AE X — B BE, A IR LA TE R AR



1.1 FEL2EFEEES 3

THRBL LI ) 2% 4 R R, S Bl IR AR R
FAT A Ak TP B34 [ 20 -5 ] P 6 P AT 2 422 - DA R B 39 BBk R4 114 4 4 2 e AR A% LT
KA o A5 BBORTE X — By Be il Rl &k B, TR %) o 2w 35 B A +E 2 AT AR R AR 07 Ko

1.1.2 (58 EARMNEW
(EERHEARN GEE R AL ST TEEYW, L EH R ER N, (8% WA 7E— 2R

1. 15 B AR B FRAR 0
(1) X422 % i (9 52 i
BRERARIESR —E7H . MASEEHAREGEM AR EARAG, AR EENT L&

PAFEEHE, BEFREREARNTZHNM, EEL51 X THE&ATH &R A& SR

WZVAEH N T 4k 2 A2 7= I W K A AT AR 06 Bl i PR 1 o {7 8 T IR 4 0 B A0 RE TR 22 J5 o

FfE BHAL SR E R IR~ (5B SRB R (15t A i T — AﬂﬁﬁﬁWﬂJTﬂl

&ﬁ%EHAﬁiﬁ%M&%ﬁ*ﬂﬁﬁ%ﬁ ﬁﬁﬁﬁ&%%ﬁ RXEEAALAE #E T A [H] [

s%KHEﬁZMMXQXF%?Uﬁﬁikﬁm%m%ﬁkﬁ%a
U)ﬁﬂﬁL$Mwm f

H*ﬁﬂﬂ%ﬂttwlﬁ1&kﬁﬁ@7$hdiﬁ%‘
MWRT Aﬂ%ﬁ@1ﬁ%ﬁ$ﬁAIm§% 

TR HLE A B R 5 B A
%ELE@W Efft R S 24T 5,

%ﬁ%ﬁﬂ%&& uﬁ%%&*%&m%4%;“v“
S5 bR HE A B K o AP A5 B R AEE -t B R e 5 %ﬂ%mAﬁﬁT%%
2B (A ﬁﬁi&%%)#ﬂil%ﬂ(ﬁujxlﬁ'ﬁa LT 95 RO OR ) (1072 A A
KR s

(3) A A A b ; o

Mﬁ*MVéWmﬁiTAmIﬁﬁ$ﬂ$ﬁﬁ§ TR LR TR R ST O R
HEAE AR AR PR T3, AN B R BRI . — 30 4% AT LA oy JBUR f e B 5 A b B
A5 Jg AT LAZER B BE, R A KRR E ST R B R R E R R
A 4 TETE TRl — PR B O AR 3 7 . IR SRS R FE B BB, B8 AT 2
EN DI NCE

2. 15 BEARBH B

(75 K24 A T B SR 1 — 6 0 TS 0D , 060 A AR TE A AR 8L S R LR R
AHEEE L,

(1) 5Bz

— 7 TR B AR 5 — 7 TR AT RE T oK B i B R B A 1S B B
B T AT R SR B ), S B M B

(2) FRI5§

— SRR IS B TS R AE IR AR A RIS B YT IR R, AN 4, BB R
AMTHSR A 437 25 5 2420, 2 H A%



4 F1E FRIZLEREHA

(3) [FRILIE

WEH 5 B BOR B B9 3 K, AT 5 BB AR B 4o B2 Bk B s |, 7 S 2 2l H 45 K i
M, —SRESTFHAGFEEHEARTFRAGEREA SN Z2TRAETRREE, NER 5
B fE B 5 B BGh MBS S EfEEE IEW O SBF

E R A

EEEHEACELRBORTRT, AMB T EETAMBERESEETE KKK
AR BB F R TR FRERRI B E 2RI ELRA - T EEGEHE
NN EEHARIBY FEEEF LM REMER L4,

1.2.1 R RIENE:

GEEEMKBREAEN T 34 FEHBCEGERED B ORI L 2N BME R %2R
BB o

1. BEREHER

HRMGELR¥RIET 20 2 40 FARE G R % . X — W, AN EEREHEBEEE
ot R e P R, B HLE T . AL R OR ML RO BOR X — i I A 15 B
TR KR

1949 4, F R AR RO CRE RGEREREHIE) e 3Ch, 8 5o HAE B8 W0 (5 B4k % 0]
BET2EMER. XREXEAREBELZLIRRE LEGFELXEABMNELERM, F
AR LAE F GE 1 B 75 v X T S TR B R R SRR B T R 2R AT B A AN a3 A, H RS B E Ok
FE R B H B R B T RS B RE N AR R R E RS ER

AL TR KRB T AN FEERFEMEG AR, XESERRBAMRENAME
BaF— " EEHERER, 55 TRFRHEDE Rk,

2. HBNRE2HE

20 t42 60 4EALA 70 4R RN Z 2 MBS I IR B L5 B AT, 1965 47, 36 [H R el
TiHEHL% 4 (COMPUSEC) . B % 2 I P8R 1 R 40 i 1 B0, AMT 313 B %2 4 00 6 4 K L
W DT REER SINE” . O THRE B RE R MALE M e M, R BERSE R
ARG LR

B BN FEEH T T . 1969 41 Ware 2 845 #1240 2 1 T 3L 4 K HA¥Ak n) &,
FEWFF T, FEITE T Adept=50 FI Multics #24F R 40 b 194205 TAE.

20 4 70 AR H AL 2 W BEEE N, 1972 4, Anderson A7 45 i) /N2 58 R T 3 44 B
Anderson # 45 . XA AT LIBEER TR L 2K Ry RS, Kb TiHRIL e 3%
7] B LA % AR S B 9 R (s [l 5 0L ) o X — B Be, i FOL 3 B &R E MBI 45
il 56 A7 B A AL P, X — IR T g R ) 42 A SR e AN B 7 () ) SR G 1) BE AT )
T AEAL$5 :1969 4F B. W. Lampson 2 H #9177 [a] % il 45 4,70 448 Harrison \Ruzzo il Ullman i}
i) HRU £ %Y 1976 4F David Bell il Leonard LaPadula 42 H () BLP #5#Y | ) K% 1977 4F Biba 42 H 11
BIBA %), Hor, BLP A5 2 52 v A7 1) 5 il 1y ] 45 ol 455 784 ; BIBA 50 7Y J2 48 1S ¢ . i) 1 o) 5 %



1.2 ERLLRERM 5

P 4 7 ] 45 R AU s HRU B 25 1 1 98 24k 00 U7 ] 48 o) 0 0 ) 4 088 , 5 4 1 42 4 B 48 3
&AW SAFTY [R) B ( A% K i 0] 1) & 1 1) &) o

FEIX — B3, B2 T AR 19 3 T ARG R R, Bl R A P K, 8 —F & Diffie 0
Hellman “F 1976 4 & 3 (418 SCC# RS 4 % 2258 7 10) i X 51 & T3 22— # Ay, Diffie Al
Hellman B JCUE B T 7 K& 3% 38 AV 0 22 (8] 0 %5 8H 28 46 1) OR 9% 38 {5 = T RE Y, AT R €1 7 2 4
B0, B AR R E T 1977 46 E i BHE I % A5 fE DES (Data Encryption Stand-
ard) B0 I Bk M bR EAL B T A

20 it 22 80 F AR MAR B MERRAE 2 — I B AL L 2 W AR L TAE . (AT & B PR 52 oAl
W) (TCSEC, W MG ) Rt B R G L 2 — T IEXbr i, BAE R EX, R
THRHLZ 2 PG BOE 1A ZHEN T 1970 4E i S E R 4R L 9F T 1985 £ 12 A
i1 3 [ [E B 38 A A o TCSEC &2 #] HJ& % AR, J5 R &K & = R H 9k, TCSEC ¥ it HHLR AR
L2458 A B(BI B2.B3) (C(C1.C2) .D 4t 4 NEER T ARG, FHRH A B D ARKFERK

FERXZ i AV bR HEAS B BEE L, R EARYE A O BB T3k R A S PR O , Mk
AT — FZ A7 K A PEAG I o T FAR e, 4n TNT TDI 5§ TCSEC i B PE TP Ah bl 5 38 3k (78 for 45
4 [ 20 fit42 90 4EAR W) K A 1905 B H AR %2 2 0P Al HE N (ITSEC) ; in =K 1993 4 % 1 i vl {53t &
BLF= G E A HE U (CTCPEC) 5 36 [5 1993 4F i 5 i {5 B AR % 2 B br ik (FC) ;6 B 7 75, Bin &
KGEE R 2 E L EEER RS BOR BT BE (NIST) K 36 [H E K % 2 )5 (NSA) , T 20
20 90 4R AR w4 19 15 BB AR % 4 VR VA 38 A E U ( CC 2 1SO 15408 ), ] AR A #E N , =2 0¥ A
i BE AR & A R G0 % 2 0k 0 ZEak vl ) 5 38 B F 2015 4E 5 HE U4 T GB/T 18336:2015¢ {7
BHAR 2R FRERLEAGHEN) /R EREARL 2V E KR,

3. BRZERENME

20 22 90 AR LU , JF R 18 5 B P& B ( Information Assurance,IA)

1995 4F , 7E W55 15 B 28 4 K I 445 55 B ) 3 0 ot AR vy, 36 I (R B 3R 4R R T “ 5 B & e R Ak
27 (A2, IR T “ A5 47 ( Protection ) — Wi i ( Detection ) —Hfi Jif ( Response ) ” = ¥ 5 5 75 #4
A, Bl PDR #5181, 5 k48 0 7K 5 ( Restore) , 2525 PDRR #E%!,

HORPE BRSO SV ar R AT, G ER B AR ANRE
5 THT A BT R, AT B A B R N o8 3 i A BR MR AL S, 5 Z M G BS 7799/1S0 17799 B 3
¥

BS 7799 FrfE & i S E bR E P S hE (5 B2 &S findE, REFR EEARRUENFERL
LEBARRAE . %5 B L A AR A S B EE 4, B BS 7799-1:1999( 5 B % 4 B 5L i
YA ) A1 BS 7799-2:1999( {5 B X2 E KR ML) . Hrh BS 77991 #5342 £ T 2000 4 1E 5K
By 18O [HPRARdE, B 1SO 17799 {5 B4 28 HAK R L5 /9. 2005 4, 1817 J5 19 1SO/1EC
17799 ¥k 4 s F| 180 27000 F 5 bk o, 5 ek 1SO/IEC 27002, B 45 115 B &4 By mik
75 W 1 e , AT k45 R A SURALI 7E (5 B 2 2 0y m e At g iU 4R 7

BS 7799/180 17799 £ Z & Y45y il L AR A L =R 400 . BS 7799-2 B 4% T {5 &
A4 JK Z (Information Security Management System , ISMS) (&, AN AW LG B L4
REEZEHAN FERTIESEH MAFELE YWHMAE LS @5 MRIER 28,
FEEFE S 5 B RGN BOMYEY Fr8iiz EE % . BS 7799-1 S 40 W) 3= %2 45 H WL



6 %18 RFERLREMHR

HE R T (E B A ST B, R K b R S5 B R G e Vs
BRM T SE bR, BS 7799-2 PRI T LM FERE LSBT HAEARMER MET
HR 8 2H 2R B0 75 B IO Sl 9 2 A 4 T 5K, BT LAVE R 58 — T AR A A

1998 4£ 10 A , & NSA Mifi 1715 BIR B RHESE (IATF) 1. 1 hit, M5, NSA F 1999 4E 9
H 12000 49 A 43514045 T 2.0 MU 3.0 iz, A<k 4.0 RV 7€ 2001 459 A &, Al figsz %] 911
HUFR R, AP 2002 4£9 H  NSA AMA T 3.1 M. {5 515 B 5 A HE 22 09 BF 25 AR I 58 3% %
T REZEBS T MERREMANRZEL BT 3.

RE LRI 1999 FR T T H R 52 E M B (Warning) — R 31— W0 —5 2 —&k & — R
( Counter-Attack ) ” B} WPDRRC £ #! i {5 B % 2R BEE RIK RS T A RLAHFERMZ

FEREERBER BOCE " FUE AP AW ma i T AR AR R e R A
GRAP KD S R RN AKX 4 FRRE 7, BRI 51 B R AR HGX 3 A 2T, LS REALE A 4T 55 AR
REN BAR , EFHEERER, RICALN S5 HhATIEE.

1.2.2 f5RE2NEX

FREER-ATZMHMENEE., FELXEXEFREAGNE S, HIESEAPHE LR
7, b7 IR AR AR B BR 28 BE AU X (5 B, Y % B 8 A8 o RN i IR T T B R R T R B 9k b 7
G FERERKREAMAGENFNASIBUR A SB AR/, NMGRBEL2M LRI LA
L ERELSERRE N AR BEA RGN, €A [ 5 B R 47 76 /19 4 4 [n) 3t AR
[ 5 B s 04 £ BEE R ), o 15 8L % 4 i) B8 At AR TR

HEl, EMEEEHRA, FELXEMNEC HILEN S8 AT REMAINHSEHIELeS
AR 2ME, ¥ RPN BB Ui 6 U Al iR %5 4 A REF RN AREL .
MR ENRERPEZLNE ., UL LNEHEREFHER BFLEL . 50 INE Bk
W AW KAMEWRE PR BREARER LG L

R AL 40 21 (1S0) 45 B M5 B & 2 08 X0 - MHE B A HL# o | 58 8 1 A mT FH 4 09 42 b
FAMNELY AIEAE N AT HE e R E R s k. AR EBL e E L2
16 EEREMEE A B B R G b BB 32 BRI, AS 32 18 SR 0 B30 5 A0 i DA 7 18 3 R
TR MR, REEL TS IEE HEATE B IRS A,

MEEMBRGEE IRGFELEFEQUTHES X

—REBITRENL L, AFEHBIAFRE R, x5 B NERENALEH KA
HEHBENESY ELEEE BHEARMNTLO U Sk BOR RS, e 2
BASENR, BUR S F%; W 24, bL5 e 2% 4 A5 5% s 7 %
2 BRERE LS, BRSSO R BRI 55  RFE RER & 5 SE A A% 3k G R AR B 5 7 Lk el A S T
5%,

TREGFERNE S A OA %R F AR 5 i RO ACRR | 2 5 ;R
B BRI %

FEREEMEARYE, FTEQRFELIT S .

© FERAE R85 B TE 08 AL S 0 72 b OR 15 R G B AU RE 728 9 4 B SIE 0308 f) —
Bk, B 1k B v AR 2 R P B



1.2 ZRZLRERERM 7

@ BLEHE SRR R A B 58 45 R 2 B AUE IR I BRIE DL E B ARSI 0T, (R T & R
fE TR BB L ® X

@ AT R« 16 15 S AT BB A U7 1) 3 4% 75 SR A8 A9 e 4, BIVERIE 5 35 P R B R BT R
B AR 2B IE S R 4

@ AT P - R A B A A% 1 A0 N A B R RE ) AR, BB AL BT LA B B 4 4R
B PLE M, R (5 Bt 1T & 2 Wi

& AW W FRAS AT R, BB A 2 5 8 50 AS AT R 7R A sl 0 28 52 ALY B A AR
o RETARBANCZRENER, FRTBARTAELERNEER.

REERNES MR LI LR S Fk 2@, MEGEE N EER - EsR ERES
JEtk

BAELEG AN ERLREREY ML MRLE BIEEE FEANFELE FEERME
LA FHEEELLENEM, EZER SRR LHRNES RS,

1.2.3 {5 X6 FR 58 i 1 10 28 4 ALK

BEE (5 BN 4 R R & 2% &, NSRRI RREZAE T RNEL, At as
HRIMMKBHAR T —NERRGE, MR T - 2H R —MN &2, AEIER NS
B R 58 , AN LA B9 B 20 BF SCAC AR TS OB T M 2% T B A A el RIEVERTIES A
K ZE(BFEMEZE 2% Le BUARE FHREE PELE XhZL2%F) WELETH
PLAR Sz B R, fE B LM N RIETERE BT RARRAEEL, MEHSKERE
AN BA ARG A ARG HEREMERE S, MAXRBFRLE &
BEEMARES,

15 B R GEH I & Fh &5 L2 2, EEIZ 2B A -

O 17 B 5% - 5 B w8 8 ol 78 4 A AN L A

@ WEIAAE B SEREAE 70 R AL B0 T B w8 M A8 BB R T 2 BB

@ a4 MR %5 A5 1R AR 55 L BHL R 3E B SO A R IR 0 & i D )

@ FEBALTT ) - AT T e 22 0o [ 8 1T I 2% sl AL B O

© BARIL  F BRI T HAb AR 5 H 8, wiRE AR TGE” .

© My 55 i 3 B < A X R G AT R W MO, R GE T 2 A O v ) @ R A B AR R B
Wi GE 5 S B R S BT O, N R B M E A B

@ i AF B TR A MR F RO MALPIERREMBUEMG L, flm, @ ER
e P AR (S 4 A M T, s R P A A T A A R e AR Y o T RO R B

WFRAR A AR A Gt Wy B4 ) T R4S X R R ViAo N, 55 4 R A Bk A
RGUH 2 A BB B vk b I 55 Z Ak 3R A AR B AU AR SRR AL, SRt BT R SF DE R ARG
EH i

@ EEA TR A D 5 S B IR T BLR 58 55T U B AL SRR AR

O f& & FIKVF - 8 R R R (S P R EE AP B R A B P, SE RN
i P B ST R R R Y

O - HINACE L LA SR E, P k5%



8 %1& RRXL2RAEHR

©@ g CAREB IS R, R R TAREN AN, I E A X - EHEIE
o 94, kA B IR R GE 0 B B9 . FGE EEA T S A R, SR IERY IR

@ BaBFT] B W RERARTERIT RGN A B AF B MBRFEBTE,7EE
FF [ 42 T IE 0 9 B, lHR fHE IE 7 B B 5, B RE SR B P R I IE W R R A AR IR IR BRAG A

D AP 5 - IR 57 1) T TR AT B B 7 i A o 3RS SURE B

G N R RN R T & R A 45 5 i TG, 15 B 58 45 R AL

R AR — SR WA 2 A U, 3 L6 R R A BT R W B PR 8 0 B L 2 R G 1R AE
ARG NMHREMERRGES .

1.2.4 52L& Ay A R

R R RGN L2 BB R IR TE B RGE A 571500 M58 1A (5 B &R G0 19 25 Fh %2 4
B

(1) FERELZENHE fFEREME 2

7 B & 4t (Information System) J& 3 A 3H 3 AL K L Ath A Bl 152 4 6 41 i, FH 45 Bl sE f%
BN P RMERN RS, GEREASGRMSN, TERFEA .

@ AMMEHEEEEREN A S, AN ITEIREFAETFZL2NE, E£E W
FSBTHEIRGE LS s tE. B T AN RGE 1 F S BREE i R BR M, fE R it
MFASRP LA EFRERNBRE, RAL2BE, REBERBE R, Z2REM |
%, 1999 4F 4 4 20w N /N4 18 3% ( Forum of Incident Response and Security Teams , FIRST) f{) %
X :BTHEREFDTZELHE NI FE RS 6EBOR B K, R G009 & MR b,
T 1) o, 9 Ok B %

@ HEA I . T R0 4% B A ZR R0 S B OF A, I I Bl b R 8 e 4 i R
S R v A T 2 R B AR T o (5 R RS 7 I 2 rh R L S AT LS B R VT ) . R
BRGNS HE S ZBK B RGN R, BME B RGBT A B A7 H B A ¥ E B
ALY I IR 3K T U8 2 (o R % Fh ik T B, R AR B R G As A7 IR B o A 45 b B 55 44, XHE
BRGETE WA R XS, H = A (5 B& 2 a8,

(2) [FRELRMIMA : A K i R 5 5

O© AREHE, RERGENTF MBS FIEEAR BILRGEMGT G L. W 7T
I REMGERRESGE T RERES , BREBARBRM S T8, 5 300 45 1 i 1) 8 b i ok i
Z HOREK

Q@ BAAEMERH ., FERAMEE —EMWHRAE TETH, HRREMNEEREN
Jifp 2 22 5 T ) o MR KK KR KUK GE A Bl AR K B AT RE X 15 B R 46 1 A SR K P B AR

1.2.5 (52 &AeryHfrafiE

2016 44 A, 21 F B BICE MG L MG B TR IR LR UG 6 %% 2
R AURCBS: B £ 28 Y, 9F 48 10 BOR VAT S0 ph e RS E R S OUEE SRS, R E O
S 2 JE A T T I 5 A AU B AR, 0 % 42 4 B 455 E 0 1SS, X LA AT SO R R R R A AL
MEMBLE" . EYSNFEEMAMMEH P FELLEALFERNMA, ERL-TL



