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Preface

Preface

Computer network security consists of the policies adopted to prevent and
monitor unauthorized access, misuse, modification, or denial of a computer net-
work and network-accessible resources. Network security involves the authoriza-
tion of access to data in a network, which is controlled by the network administra-
tor. Users choose or are assigned an ID and password or other authenticating in-
formation that allows them access to information and programs within their au-
thority. Network security covers a variety of computer networks, both public and
private, that are used in everyday jobs; conducting transactions and communica-
tions among businesses, government agencies and individuals. Networks can be
private, such as within a company, and others which might be open to public
access. Network security is involved in organizations, enterprises, and other types
of institutions. It does as its title explains: It secures the network, as well as pro-
tecting and overseeing operations being done.'

In the present book, thirty literatures about computer network security pub-
lished on international authoritative journals were selected to introduce the world-
wide newest progress, which contains reviews or original researches on network
security, cloud computing, wireless sensor network, network confidentiality and so
on. We hope this book can demonstrate advances in computer network security as
well as give references to the researchers, students and other related people.
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'From Wikipedia: https://en.wikipedia.org/wiki/Network_security.
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Chapter 1

Virtual Network Security:
Threats, Countermeasures,
and Challenges

Leonardo Richter Bays', Rodrigo Ruas Oliveira', Marinho Pilla Barcellos’,
Luciano Paschoal Gaspary', Edmundo Roberto Mauro Madeira®

'Institute of Informatics, Federal University of Rio Grande do Sul, Porto
Alegre, Brazil
*Institute of Computing, University of Campinas, Campinas, Brazil

Abstract: Network virtualization has become increasingly prominent in recent
years. It enables the creation of network infrastructures that are specifically tai-
lored to the needs of distinct network applications and supports the instantiation of
favorable environments for the development and evaluation of new architectures
and protocols. Despite the wide applicability of network virtualization, the shared
use of routing devices and communication channels leads to a series of security-
related concerns. It is necessary to provide protection to virtual network infra-
structures in order to enable their‘use in real, large scale environments. In this pa-
per, we present an overview of the state of the art concerning virtual network se-
curity. We discuss the main challenges related to this kind of environment, some of
the major threats, as well as solutions proposed in the literature that aim to deal
with different security aspects.

Keywords: Network Virtualization, Security, Threats, Countermeasures
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1. Introduction

Virtualization is a well established concept, with applications spanning sev-
eral areas of computing. This technique enables the creation of multiple virtual
platforms over a single physical infrastructure, allowing heterogeneous architec-
tures to run on the same hardware. Additionally, it may be used to optimize the
usage of physical resources, as an administrator is able to dynamically instantiate
and remove virtual nodes in order to satisfy varying levels of demand.

In recent years, there has been a growing demand for adaptive network ser-
vices with increasingly distinct requirements. Driven by such demands, and sti-
mulated by the successful employment of virtualization for hosting custom-built
servers, researchers have started to explore the use of this technique in network
infrastructures. Network virtualization allows the creation of multiple independent
virtual network instances on top of a single physical substrate!". This is made
possible by instantiating one or more virtual routers on physical devices and estab-
lishing virtual links between these routers, forming topologies that are not limited |
by the structure of the physical network.

In addition to the ability to create different topological structures, virtual
networks are also not bound by other characteristics of the physical network, such
as its protocol stack. Thus, it is possible to instantiate virtual network infrastruc-
tures that are specifically tailored to the needs of different network applications'.
These features also enable .the creation of virtual testbeds that are similar to real
infrastructures, a valuable asset for evaluating newly developed architectures and
protocols without interfering with production traffic. ®!For these reasons, network
virtualization has attracted the interest of a number of researchers worldwide, es-
pecially in the context of Future Internet research. Network virtualization has been
embraced by the Industry as well. Major Industry players—such as Cisco and Ju-
niper—nowadays offer devices that support virtualization, and this new functio-
nality allowed infrastructure providers to offer new services.

In contrast to the benefits brought by network virtualization, the shared use
of routing devices and communication channels introduces a series of security-
related concerns. Without adequate protection, users from a virtual network might
be able to access or even interfere with traffic that belongs to other virtual net-
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works, violating security properties such as confidentiality and integrity!™. Addi-
tionally, the infrastructure could be a target for denial of service attacks, causing
availability issues for virtual networks instantiated on top of it‘"!, Therefore, it is
of great importance that network virtualization architectures offer protection
against these and other types of threats that might compromise security.

Recently, attention has been drawn to security concerns in network infra-
structures due to the discovery of pervasive electronic surveillance around the
globe. Although all kinds of networks are potentially affected, the shared use of
physical resources in virtual network environments exacerbates these concerns. As
such, these recent circumstances highlight the need for a comprehensive analysis
of current developments in the area of virtual network security.

In this paper, we characterize the current state of the art regarding security in
network virtualization. We identify the main threats to network virtualization en-
vironments, as well as efforts aiming to secure such environments. For this study,
an extensive literature search has been conducted. Major publications from the
literature have been studied and grouped according to well known classifications
in the area of network security, as well as subcategories proposed by the authors of
this paper. This organization allows the analysis and discussion of multiple aspects
of virtual network security.

The remainder of this paper is organized as follows. Section 2 presents a
brief background on the area of network virtualization as well as a review of re-
lated literature. Section 3 introduces the taxonomy used to classify the selected
publications. Section 4 exposes the security vulnerabilities and threats found in the
literature, while Section 5 presents the security countermeasures provided by solu-
tions found in previous proposals. In Section 6, we discuss the results of this study,
and in Section 7 we summarize the main current research challenges in the area of
virtual network security. Last, in Section 8 we present our conclusions.

2. Background and Literature Review

In this section, we first provide a brief background on the area of network
virtualization, highlighting its most relevant concepts. Next, we present a review
of literature closely related to virtual network security.
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2.1. Background

Network virtualization consists of sharing resources from physical network
devices (routers, switches, etc.) among different virtual networks. It allows the
coexistence of multiple, possibly heterogeneous networks, on top of a single
physical infrastructure. The basic elements of a network virtualization environ-
ment are shown in Figure 1. At the physical network level, a number of autonom-
ous systems are represented by interconnected network substrates (e.g., substrates
A, B, and C). Physical network devices are represented by nodes supporting virtu-
alization technologies. Virtual network topologies (e.g., virtual networks 1 and 2),
in turn, are mapped to a subset of nodes from one or more substrates. These to-
pologies are composed of virtual routers, which use a portion of the resources
available in physical ones, and virtual links, which are mapped to physical paths
composed of one or more physical links and their respective intermediate routers.

From the point of view of a virtual network, virtual routers and links are
seen as dedicated physical devices. However, in practice, they share physical re-
sources with routers and links from other virtual networks. For this reason, the
virtualization technology used to create this environment must provide an ade-
quate level of isolation in order to enable the use of network virtualization in real,
large scale environments.

Figure 1. Network virtualizationmodel, denoting a scenario with multiple physical sub-
strates (Substrate A, B, and C) and virtual networks (Virtual Network 1 and 2).
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Over the years, different methods for instantiating virtual networks have
been used. Typical approaches include VLANSs (Virtual Local Area Networks)
and VPNs (Virtual Private Networks). Recently, Virtual Machine Monitors and
programmable networks have been employed to create virtual routers and links
over physical devices and communication channels. These approaches are briefly
revisited next.

2.1.1. Protocol-Based Approaches

Protocol-based approaches consist of implementing a network protocol that
enables the distinction of virtual networks through techniques such as tagging or
tunneling. The only requirement of this kind of approach is that physical devices
(or a subset of them) support the selected protocol.

One example of protocol-based network virtualization are VLANs. VLANs
consist of logical partitions of a single underlying network. Devices in a VLAN
communicate with each other as if they were on the same Local Area Network,
regardless of physical location or connectivity. All frames sent through a network
are tagged with their corresponding VLAN ID, processed by VLAN-enabled rou-
ters and forwarded as necessary™™. Since isolation is typically based only on packet
tagging, this approach is susceptible to eavesdropping attacks.

Another commonly used approach is the creation of Virtual Private Net-
works. VPNs are typically used to provide a secure communication channel be-
tween geographically distributed nodes. Cryptographic tunneling protocols enable
data confidentiality and user authentication, providing a higher level of security in
comparison with VLANs. VPNs can be provided in the physical, data link, or
network layers according to the protocols being employed”..

2.1.2. Machine Virtualization-Based Approaches

Machine virtualization-based approaches consist of creating virtual net-
works by means of groups of interconnected virtual machines. Virtual Machine
Monitors are used to instantiate virtual routers, and virtual links are established
between them, regardless of physical network topology. Table 1 shows different
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Table 1. Virtualization techniques.

Technique Description Examples

Full virtualization The Virtual Machine Monitor emulates a complete machine, based on the underlying VMware Workstation,
hardware architecture. The guest Operating System runs without any modification. VirtualBox

Paravirtualization The Virtual Machine monitor emulates a machine which is similar to the underlying VMware ESX, Xen

hardware, with the addition of a hypervisor. The hypervisor aliows the guest Operating
System to run complex tasks directly on non-virtualized hardware. The guest OS must be
modified in order to take advantage of this feature.

Container-based Instead of running a full Virtual Machine, this technigue provides Operating System-level OpenVZ, Linux VServer
viftualization containers, based on separate userspaces. In each container, the hardware, as well as the
Operating System and its kernel, are identical to the underlying ones.

machine virtualization-based techniques that can be used to create virtual networks,
as well as a brief explanation and an example of each.

This alternative is remarkably flexible and relatively cheap, as it allows the
use of customized software and does not require the use of specific hardware'.
However, it is more demanding in terms of resource usage in comparison to pre-
viously described protocol-based approaches. Additionally, it may introduce secu-
rity concerns associated with server virtualization, some of which are mentioned in
Sections 4 and 5. A general study on the security issues that arise from the use of
machine virtualization was performed by van Cleeff ez al.!"".

2.1.3. Programmable Networks

Programmable routers have been used to enable the creation of virtual net-
works. Although this is not a new concept, research in this area has been recently
stimulated by the inception of Software-Defined Networking (SDN). This para-
digm consists of decoupling the data plane and the control plane in network de-
vices. More specifically, devices such as routers and links retain only the data
plane, and a separated control plane manages such devices based on an overview
of the entire network.

OpenFlow!"", one of the most promising techniques for implementing this
paradigm, defines a protocol that allows a centralized controller to act as the con-
trol plane, managing the behavior of network devices in a dynamic manner. The
controller communicates with network devices through a secure connection,
creating and managing flow rules. Flow rules instruct network devices on how to
properly process and route network traffics with distinct characteristics. Through
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the establishment of specific flow rules, it is possible to logically partition physical
networks and achieve data plane isolation. This isolation enables the creation of
virtual networks on top of an SDN environment. OpenFlow gave rise to the Open
Networking Foundation, an organization ran by major companies within the area
of computer networks that aims to disseminate this type of technology.

2.2. Literature Review

To the best of our knowledge, there have been no previous attempts at cha-
racterizing the state of the art regarding security in network virtualization. Howev-
er, there have been a number of similar studies in other, closely related fields of
research. We now proceed to a review of some of the main such studies.

Chowdhury et al.'") provide a general survey in the area of network virtuali-
zation. The authors analyze the main projects in this area (both past projects and,
at the time of publication, current ones) and discuss a number of key directions for
future research. The authors touch upon the issues of security and privacy both
while reviewing projects and discussing open challenges; however, as this is not
the main focus of this survey, there is no in-depth analysis of security issues found
in the literature.

Bari et al."” present a survey that focuses on data center network virtualiza-
tion. Similarly to the aforementioned study, the authors survey a number of key
projects and discuss potential directions for future work. When analyzing such
projects, the authors provide insights on the fault-tolerance capabilities of each one,
in addition to a brief discussion on security issues as one of the potential opportun-
ities for future research.

In addition to the general studies on network virtualization presented so far,
a number of surveys on cloud computing security have also been carried out.
Cloud computing environments tend to make use of both machine and network
virtualization, making this a highly relevant related topic for our study. However,
while there is some overlap between cloud computing security and virtual network
security, we emphasize that cloud computing represents a very specific use case of
network virtualization and, therefore, poses a significantly distinct set of security
challenges. Zhou et al."* provide an investigation on security and privacy issues



