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Facts and Opinions

Listen to the facts and opinions about Cyber Attacks twice and fill in the blanks with what
you hear from the recording. Pay attention to the sentence structures as you might find them

useful in your own discussion.

1. The Internet is the fastest, most and best tool ever in-
vented. However, the Internet also makes it possible for a person to damage or slow
thousands of computers that are linked to it.

2. Computer networks, that is, multiple computers linked together, are particularly

to computer crimes and computer :

3. Computer viruses are self-replicating ( £ £ & #]49) computer programs that
with a computer’s functions. They cause the infected computers to
important information or result in data loss.

4. Computer viruses might or on your computer, use your

e-mail program to spread themselves to other computers. By the end of 2005, about
viruses had rolled through the Internet, causing an estimated
in damage.

5. Malware, short for malicious software, is software designed to infiltrate a computer
system without the owner’s informed . The expression is a general term
used by computer to mean a variety of forms of hostile, intrusive, or

software or program code. Malware includes computer viruses, worms,
trojan horses, spyware, adware, crimeware, and other malicious and unwanted software.

6. In the US alone, the Code Red worm in 2001 caused an estimated $2 billion in

and

7. In 2003, the Slammer worm hundreds of thousands of computers in less
than three hours. The worm wreaked havoc (X #3F) on businesses ,
knocking cash machines offline and delaying airline flights.

8. In August 2003, the MSBlaster worm attacked more than PCs world-
wide in a single day, causing the infected machines to shut down temporarily. Some

experts viewed this as a sign of

9. The MyDoom virus as first sighted on January 26, 2004 and became the fastest-

.2. Unit1 CyberAttacks



10.

11.

12.

13.

15.

17.

18.

19.

20.

21.

22,

spreading e-mail worm ever. Security experts believe that the worm
from a professional underground programmer in Russia. It’s estimated that the virus

caused worth of damage.

Viruses come in many shapes and sizes — they can attack through e-mail use, Internet
browsing, file , and disk and CD

A hacker is a person in the workings of any computer operating

system. Most often, hackers are programmers. They break into a computer system,

but never intentionally

A cracker is someone that breaks into a computer system to damage it, or for the pur-

pose of getting to resources. But the

often believes a hacker is a cracker.
Some experts have compared a cyber attack to a digital Pearl Harbor. Others have dis-

missed it as a weapon of

Computer security has been an issue of concern for more than a decade. Compa-
nies and governments around the world have tried to develop techniques to protect
both single computers and network-linked computer systems from or
harm.

A lack of computer security may cause the of computer hardware and
software, physical loss of data, of computer users and the deliberate in-
vasion of databases (4¢4% /&) by unauthorized individuals.

A variety of simple techniques can prevent computer crimes. For example, destroying

printed materials, keeping disks in , and clearing desktops of

sensitive documents can prevent access to

One hacker admitted that he had managed to the Indian server of
Citibank. It took him almost a fortnight (# £ #i) of hard work to gain access to their
database of accounts. Once he was in, he money from others’ accounts

to his own savings account.

In 2001, a 27-year-old was sentenced to serve 36 months in prison

on 20 counts of conspiracy, various computer ,and

It is estimated that nine out of every 10 large corporations and

have been attacked by

As cyber attacks become more frequent, is expected to jump
by 2005. That may result in high-

from a $100 million market today to
er costs for business.
Investigators say virus senders are usually incredibly hard to , operating

around the world in an environment.

Cyber warfare has been defined by government security expert Richard Clarke, in his

book Cyber War, as “actions by a nation to another nation’s computers

Unit 1. Cyber Aftacks




or networks for the purposes of causing damage or .” The Economist de-
scribes cyber warfare as “the fifth domain of warfare, after land, sea, air and space.”

In 2009, President Barack Obama declared America’s digital infrastructure to be a “stra-
tegic national ,” and in May 2010 the Pentagon set up its new Cyber
Command (Cybercom) to American military networks and attack other

countries’ systems. Britain has also set up a cyber-security and “operations centre.”

Pair Work

One of you asks the first six questions and the other answers. Starting from question 7,
change roles. When you have finished, the teacher may want you to answer some questions

in class.

ov o1 B @ B B

What is a computer virus?

What is a computer malware?

In what way is a computer virus similar to a biological virus?

What possible damage can computer viruses cause?

Why are network computers vulnerable to computer crimes and computer viruses?

By the end of 2005, how many computer viruses had rolled through the Internet?

[Now switch roles.]

7.
8.
9.
10.
11.
12.

What is a cyber attack? Is it similar to a terrorist attack?

Has your computer ever been infected? How did you deal with it?
What is the difference between a hacker and a cracker?

What simple techniques can we use to prevent computer crimes?
Why is computer security so important to a nation?

Why do some governments pay much attention to cyber warfare?

Pair/Group Work

Additional questions for discussion

1.

Can you name one or two computer viruses that have caused considerable damage in the

past? Give an account of the damage each has caused.

2. What are the possible ways to do away with computer crimes and computer viruses?

3

Give two examples to show how people’s lives might be affected by cyber attacks.

Unit 1. Cyber Attacks



