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t i |
vreshark E

f Unnstaling from:  C: Program FllesWireshark|
|
!
|
|

[ pext> Cancel_ { < Back Cancel
,,,,, ) A L R
Pl 1-9  Wireshark 514 Il Pl 1-10 Wireshark H1##% 42

Hity “Uninstall” #4, FFURE14 Wireshark.

3. #p# WinPcap

BEN “PERIEAR” > “EBERE SRR, &£ “WinPcap 4.1.3”7, Hddi “EIE” &4, #HA
HB U, W 1-12 Fios.

r T = — Y
& Wireshark 1,101 (32-bit) Uninstall e | La Wi nncap 4 L= Unmsuﬂ e
| Choose Components Ursnstall wu-rau a3 {

(hoose which features of Wirashark 1.10.1 (32-44) you want to trnstal, ‘ ]n caP 3 from your computer :

f

| Check the components you want o urnstal and unchedk the componsnts you don't want to | WinPcap 4,13 wil be urenstalled from the folloseng folder . Chck Uninstall to start the I
| uninstad, Click Ummstall to start the uninstaliabon | | wwnstalaton, !
i |

|

| Select the type of unastal: | Default (keep Pessonal Se v | ¢ / |
| Or, select e optonal 1 Unimstad ' | Unnstaling from:  Cr\Program Fles\WinPcap\
components you vash to
unestal

{  Spacerequred: 0.0KB

B 1-11  SEHREIE Wireshark FAH 4144 B 1-12  E1% WinPcap T
By “Uninstall” %8, FFEREIE WinPcap. EHE R G EHBIHEN, HEEHK.

1.2.2 Wireshark R % HE
1. &3 Wireshark
A LUE A Shell iy 44784 98 5 2 38 )5 3 Wireshark .
2. £F @
35l Wireshark /5, F%& 0 WE 1-13 FioR.
Wireshark 3 %&f 1 LA R &840 20 B -
o K. LT X} Wireshark #H1THC & 14 T-ThEemi H .
o ETRAY: $RAUHRES A S 4w F AT H Shfk.
o duET A RALEE YFT BRI .
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0.  Tme  Source Destination Protocal Length lnfo

18 1,92448700 182.118,7.76 192.168.43.11 TP 66 http > 49420 [SYN, ACK] Seqwd Ackel Wirw65535 Len=0 M5Ss
19 1.92456700 192.168.43,11 182,118.7.76 TP 54 49420 > hrtp (Acx] Sege=l Ack=l Winw17680 Lenwd

120 2.32688200192,168.43.11 182.118.7.76 YT 387 GET /dm/182_117_/t016b6e0fcels8a0fdd. jpg HTTP/1. 1
274 2.53185700 182.118.7.76 192.168.43.11 T™we 54 http > 49420 [ACK] Seqwl Acke334 wWin=08304 Lerwd
27% 2.54966200 182.118.7.76 192.168.43.11 TR 1414 [vCP segment of a reassembled pou)

276 2, 55021400 182.118.7.76 192.168.43.11 TP 1414 [TcP segment of a reassembled POU)

277 2.55023500 192, 168.43.11 182,118.7.76 R 54 49420 > hrrp [ACK] Seq=334 Ack=2721 win=17680 Len=0
278 2, 55066700 182.118.7.76 192.168.43.11 TCP 1414 [TCP segment of a reassembled POU]

279 2.55139400 182.118.7.7¢ 192.168.43.11 T 1414 [TCP segment of a reassembled PDU]

280 2.55142500 192.168.43.11 182.118.7.76 ce 54 49420 » http [ACK] Seq=334 Ack=5441 Winel7680 Len«0
281 2.55145700182.118.7.76 192.168.43.11 TCP 1414 [Tcp segment of a reassembled POU)

IPEG JFIF image

1304 HYTP/1.1 200 OK

A 23? 2 5520150015? 11! 7 76 192, 168 ‘3 11

nternet vroloco‘l Version 4, Src: 192.168.‘3.11 (192.166.43.i1). ost: 182.113.7.76 (162.11!.7.76)
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& 1-13  Wireshark £ % 1

“CEARMIFIR” TR ST SO A MR . d RPN & E, BUOE

LARAE “Hhf

[ ]
A DK 22 BonAE 53 S A TR A
o “UHRWIVENS” HA: B e “HEEWIFIR" WA BT W B AT 4 R
o “YRMITA” AR SRR “HHRWIFIR" AR T R
TR TR o 7 ) 7 B
o CREEE: BRI RS USRI 1 E 2V

3. A¥%

Wireshark ¥ 32547 T Wireshark & A& L7, B 1-14 B/R T FRBAEAT .

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

B 1-14 F3H

FRHBAFELLTLATE -

e File
EXHAFEWMTIAE : $TFF
LL KB Y Wireshark %%

e Edit

¥

BRI, RAF HTEL. S IR 2 IR a2 Y

SRR B BEl R, ERWL NESE, Rl AREA, ®E

® View

G PR T H 2 HMR SR Bn TR, BRH0. TR,

BE O, BIFEGE BRI AR RRR AT S
e Go
SRR T I H R BB A, AR 41 e 0 2 s it

He BB s A 5y



6 Windows P % %72 iR # 5% 71

e (Capture
ORI AL G T I H IR, BRI RS LR, il 8 AR s
® Analyze

A A T H AL B sid v, ARVFERAR IR EN,  ECE N R E AL AR TCP
WAFEHE -

® Statistics

K PAEETHH -2 E D, X THRNNHE., V2RS4

® Telephony

A S T Bon 5 il S AR A T4 & 1, S EA . WK, Pl
JZIRGE 4.

® Tools

AL T Wireshark 24N TH A I, o an 6@ By K 855 Ui () 428 il 000 55 o

e Internals

K L7 Wireshark (S BI04 TR 00,  ELin 251 Wireshark SCHF 1 R 5E o

e Help

RS LB P IS ENE, nviia SRR R SO KRR . H
PN RS UG LR, FRFF ARG S R

4. “File” %%

WireShark (¥] “File” M4 55 H il 1-15 fizn, HIERIPREME 1-1 s,

Edr Vew Go Capture Aralze Statstics Telephony Took ntemak Hebp

onen, wvo o B & BE Qe BB R E B : i
Open Recent » — 5 : |
Merge... 12 Expression.. Claar Apply Sase
¥ Import from Hex Dumyp... 3 §
X Cose CtrieW % ames o gNou iess Restirge.. Decryption Keys... :
ey Destination Protocol Length Info :
sl Save Cukss 192.168.43.11 ONS 354 standard query response Oxca?$ A 131,107,255.255 |
| % Save fs... Shift+Ctri+S 192.168.43,1 ONS 76 standard query Oxd8535 AasA dns.msfrncsi.com |
1 d:4d Broadcast ARP 42 who has 192.168.43.117 Tell 0.0.0.0 {
File Set ¥; 192.168.43. 11 ONS 133 standard query response 0x077c¢  cnamMe qurl.gh-1b.com a 218,30 |
192,1868.43.11 ONS 266 standard query response Oxd855 aaaa fdle:afSa:ibsl::y {
Export Speciied Packets,,. T W ranin n;,:. sk sk 3“,.; Oxc712 A isatap !
Export Packet Dissections » s "Plain Text" file.., y 0xc712 ‘A isatap |
Export Selected Packet Bytes... CtrisH | as "PostScript” fie... ry Ox<712 A isatap t
Export SS5L Session Keys... as "CSV" (Comma Separated Values packet summary) file... y Oxc712 A isatap |
1 Export Objects ’ as "C Armays” (packet bytes) fle... ery Ox6adc A www.wireshark.org {
< ery OxeS29 A wew.wireshark.org e
@ Pt Quisp | 35 XML-PSML” (packet summary) fle... : Ox87da7d CID: 0001000118081867308529718db3 f
@ ow 26 XML - "PDML" (packet detals) fie... forramoney - “eean .
: «74:€5:43:93:dd:4d), Dst: Broadcast (FF:iff:ff:ff:ff:ff)
) Address Resolution Protocol (request)
0000 ff ff ff ff ff ff 73 e5 43 93 dd 4d 08 06 00 01  ...... I
0010 08 00 06 04 00 01 74 €5 43 93 dd4dcO a8 2b0b ...... . C.. M.+,
0020 00 00 00 00 00 00 <0 a8 2b 01 ..., +.
|
= }
.fﬂ File: '?:\Usels\ADMlNl-:!\Aanan\Lanﬂ\... Packets: 125 * Dsplayed: 125 (100.0%) - Dropped: D (0.0%) Profie: Defauk R

1-15 “File” 38
5. “Edit” #£3%
WireShark ¥] “Edit” SZ8A405 (55 H & 1-16 Frx, HERIEEME 1-2 fis.



