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Abstract

The information technology revolution, which began in the mid-20th century,
has revolutionized the human’s production mode and life style. It also has introduced
variant to the old topic of “security”. In this era, Internet has spread to every aspect
of our daily life.

On one hand, the Internet has improved the productivity of production and the
quality of human life. It has created enormous value for human being and changed
the way human society runs. On the other hand, however, the development of infor-
mation technology has imposed information security vulnerability on both individuals
and organizations due to the inherent defect of network and abuse of information.
Thus, “Cyber Information Security” has been put on agenda.

This book focuses on information security issues faced by this Internet era. The
security threats to individuals, organizations and national are first analyzed vertical-
ly. Following that, the security threats to military, political and economic informa-
tion are discussed horizontally. At the end, a detailed analysis is conducted on the
strategies taken by the United States and other countries to address the information
security issue.

The book consists of 12 chapters;

Chapter 1 introduces the background of this book.

Chapter 2 introduces the history and evolution of the concept of Information Se-
curity. The content in this chapter also reveals the difference and correlation among
the concepts of Security, Information and Information Security.

Chapter 3 analyzes the impact of the Internet on information security. In this

chapter, the historical development of the Internet is firstly introduced followed by
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the analysis of the impact breadth and depth. As concluded, technical defects and
human abuse are believed to be the major reason of information security threats. To
close this chapter, the unique characteristics of information security threats is formu-
lated in a detailed analysis.

Chapter 4 analyzes the impact of the Internet on personal information security.
The chapter is opened with the statement that personal information security is an una-
voidable issue in the Internet era. The dilemma of personal privacy protection versus
public security is addressed in this chapter. This chapter also summarizes some prac-
tical policies conducted by some countries to protect personal information security
and privacy.

Chapter 5 is focused on analyzing the impact of Internet on information security
at an organization level. In this chapter, it is first addressed that Internet and Infor-
mation System have become the foundation platform for a commercial organization to
deliver its services; followed by the discussion that information security has become
one of the most server threats a commercial organization faces. At the end of this
chapter, major counter measures against information security threats are also dis-
cussed.

Chapter 6 covers the topic of Internet impact on information security at nation
level. The concept of national information security is introduced at the beginning of
this chapter. It is demonstrated in this chapter that information industry has become
a key area in almost every nation’s develop plan all around the world. The reason be-
hind this is that cyber information security is elevating to nation security. Based on
that, this chapter has proven that keeping Internet under frequent surveillance and
administration is necessary because it is a matter of nation security. In addition, this
chapter also briefly introduces several different systems deployed by major countries
to monitor and manage the Internet in a effective way.

Chapter 7 addresses the issues of military information security in the Internet
era. The discussion focuses on two distinguish aspects; sharing military information
across network and cyber war. The discussion reveals the inconvenient dilemma
when it comes to military information security; on one hand, it is absolutely necessa-

ry to share military information over network ; on the other hand, it exposes the mili-
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tary information to sever security threats.

Chapter 8 discusses the impact of Internet on political information. The discus-
sion is made by analyzing the traditional domestic political patterns and the recon-
struction of international political relationships.

Chapter 9 is devoted to analyze how Internet affects the security of economy in-
formation. The analysis is performed at three levels: (1) Internet infrastructure and
economy information security; (2) Internet information and economy information se-
curity; and (3) Internet industry and economy information security.

Chapter 10 discusses the network security system in the United States of Ameri-
ca in great detail. Since the revolution of information technology, the strategy of na-
tional information security has been established and evolving in the United States.
Especially, the United States national information security policy has shifted from a
“tactical defense” position to a “strategic attack” position after Obama became pres-
ident of the United States. At the end of this chapter, the outcome of this strategic
shift is summarized and evaluated.

Chapter 11 discusses the strategies taken by Russia, European Union, Japan
and Korea to address the problems of network information security.

Chapter 12 summarizes the book and shares author’s view of future development

with readers.
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