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Floss Software Architecture for Safety Related Systems

Nicholas Mc Guire

Distributed and Embedded Systems Lab, Lanzhou University

Abstract: The utilization of COTS/FLOSS in the context of safety related systems is of interest for technical as
well as economical reasons and there are on-going efforts in industry to find solutions to the challenging question
of how to utilize FLOSS in safety applications. Substantial research efforts have reached positive conclusions about
utilizing COTS, albeit with restrictions Z°H4,

While building on high-complexity software is in principle contended in much of the safety community, we
believe that the vast resource of FLOSS components is of such great utility that it is mandatory to investigate there
usage in safety related systems and find answers to the open questions.

Safety critical system design been focused on minimizing complexity of the system most notably of software
components which is also suggested by key standards [61508-37.4.2.6]. Here we will argue that while there are
grounds to claim that GNU/Linux is conservative with respect to design and technology, it is obviously large and
complex, never the less usable if an appropriate solution at the architectural level is designed. These solutions need
to address a deeper problem of the safety community, with respect to software: how can we address high software
complexity - it is not going to g down in the future and answers need to be found based on sound technical

reasoning.

1. Introduction

Utilization of COTS/FLOSS in the context of safety related systems is of interest for technical .and also
economical reasons. While it is highly contended to utilize high complexity software for safety related systems all
together. There have been successful demonstrations of such use at the highest safety integrity level (i.e. SICAS [3],
EN 50128, based on diversity).

We believe that the vast resource of FLOSS components is of such great utility that it is mandatory to investigate
there usage in safety related systems. Aside from the economical aspects, security aspects, long term stability and
reliability play a decisive role why industry is looking into the use of COTS/FLOSS based systems for safety
applications.

While space limitations prohibit an extensive design discussion, we outline a possible basic software architecture,

allowing to utilize FLOSS for safety related systems.

2.F LTOSS for safety related systems

Safety critical systems have traditionally been focused on minimizing complexity of the system - most notably of
software components. This is not only due to the exponential efforts of assessment and validation but also firmly
rooted in the guiding standards [61508-3 7.4.2.6]. This seems to almost preclude the usage of FLOSS components
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in safety related systems (FLOSS being one form of COTS software [prEN 50128 3.18]). Generally 61508 and its
derived standards reiterate frequently that

* size

* complexity

* novelty of design

* novelty of technology

are considered critical factors to consider when selecting technical solutions. In this presentation we will argue
that while there are grounds to claim that GNU/Linux is conservative with respect to design and technology, it is
obviously large and complex, never the less usable if an appropriate solution at the architectural level is designed.
These solutions need to address a deeper problem of the safety community, with respect to software: how can we
manage the very high complexity of FLOSS based systems ?

Why COTS for safety related systems ?

Before looking at how COTS/FLOSS could be utilized we should look at why this is being discussed in the first
place. Taking clause 7.4.2.6 of IEC 61508 which is echoed in many of its derived application specific standards,
one might reject the concept of FLOSS for safety related systems in principle - some reasons why we think it is
worth looking at:

* recent safety standards are amended with stringent security requirements — one area where FLOSS has proven
its capabilities and many bespoke safety critical operating systems have deficits.

* Flexibility of design, most notably of the non-safety related components in the system used for monitoring,
remote maintenance or auxiliary services packed on the same hardware simply because the platforms are becoming
more and more potent.

* The plethora of available components in the FLOSS community is large and rapidly growing, mandating that
an answer in the context of safety related systems for this economically attractive pool of technology be found.

« Stability of COTS/FLOSS systems - though this might well be contended, the stability (reliability,availability)
of COTS/FLOSS based systems has proven to be high - most notably in high-complexity systems - it is not a
coincidence that quite a few of the top 500 clusters are based on GNU/Linux (notably the current Nr1:Roadrunner)

« Industry is trying to consolidate its OS usage, with GNU/Linux being used widely in embedded industrial
applications, extending its use into the high-cost area of safety related systems seems economically sensible.

* Portability properties of FLOSS components

 Maintainability issues, notably personnel availability and long term stability of interfaces (i.e. POSIX, Single
UNIX Specifications [?]).

This list of arguments is by no means complete and it is not claiming that usage of opensource in safety related
. systems is the solution to all safety problems, but it is worth looking into FLOSS as an enhancement of options,
with some technical and economic properties that are not found in commercial competitors.

In our research work at DSLab we have identified 6 general approaches to utilizing FLOSS for safety related
systems [6], we are not able to outline all of them here, butwill focus on one of them - Application level safety.

3. A sample FLOSS safety architecture for application level safety

Traditional approaches of KISS assume that the role of software can be reduced to a minimum, that we can
actually know each detail, know the behavior of the system based on rigorous design methodologies, given a
specific input data set and a well defined environment. But with large open-source components the picture changes,
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we no longer are able to constraint the usage to a well known set of meticulously designed functions, nor do we
know the details of how the system will behave on particular inputs - what we do have on the other hand is a level
of information on field service that clearly exceeds the information typically available for bespoke software
components.

One approach that might come to mind now would be to focus on proven-in-use arguments. While this might be
a suitable strategy for some systems, notably those in the SIL1/2 range, we don’t see proven-in-use as a sufficient
argument on its own — even with extensive, and high-quality bug-tracking available for key GNU/Linux
components. '

While this data can provide valuable input for selecting components and will impact the ease of certification we
propose to investigate architectural options to ensure the required level of safety integrity. Building on diversity i.e.
as IEC 61508-6 Appendix E suggests, is one option to utilize COTS software components in safety critical systems,
here we would like to introduce an alternative approach based on placing the COTS hardware and software
components into a “gray-channel” arguing the SIL at the application level only.

[ Safety Application [ Safety Application J

vy A vy A

Systemn Libcacies I

OS Kernel Gray Channel
Drivers

COTS Hacdware

Y 4 v

[ Seonsor / Actuators J [ Seonsor / Actuators ]

Figurel: Gray Channel for COTS/FLOSS

The application model is a general “control-loop” of read data, process data, write data with the data coming
from the sensors and results going to the actuators. This model is not concerned with the correctness of the bespoke
algorithm nor with the implementation of the same. The safety application is assumed to be a bespoke software
components, achieving its safety integrity by a suitable process - it is assumed to be suitable for the SIL in question.
The Sensor/Actuator is considered to be safe appropriate to the required SIL and also no considered, further, and
this is still a limitation of this model, we are assuming that there is no direct feedback possibility, at the software

level, from thegray-channel to the sensor/actuator other than the data channels (i.e. via Ethernets).

4. Fault Class Mapping

Instead of a traditional FMEA type mapping we approach the problem slightly differently- we look at general
fault classes and which of them could lead to detection problem and thus impact the safety properties of the safety
application.

To argue such a container of “unknown software”, potentially allowing to utilize COTS components of arbitrary
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complexity we use a generic fault model.
» Random Faults that impact the properties of the gray-channel
» Systematic Faults that impact the properties of the gray-channel
» Random Faults in the gray-channel that ”feed-back” to the safety application
« Systematic Faults in the gray-channel that feed-back” to the safety application
If all four can be shown to lead to no undetected fault at the safety application, we believe this is a potentially

suitable architecture to utilize COTS components of high-complexity - i.e. GNU/Linux.

4.1. Faults within the gray-channel

For data traversing the gray-channel EN 50159 has suitable methods available, some of the needs resulting are

« appropriate checksums on data objects - detection of random and systematic modification in the data channels.

« sequence numbers on data objects being transmitted, ensuring the detection of retransmission of old data or
missing of a data object.

« timeout response on failure to receive data at the receiving side, ensuring that a fail-silent application does not
go undetected. '

The problems of random and systematic faults within a communication channel, which is a full featured FLOSS

OS in this case, can be considered resolved.

4.2. fault feed-back to the safety application

The more problematic realm is the faults introduced by unintended feedback from the gray-channel to the safety
related software. This can be split into the two brad categories of random and systematic faults.
4.2.1. Random faults

To address random faults, the simplest option is to provide redundancy at the application level, note that we are
assuming replication of the identical application, with the constraint that there are no functionally shared
components at the application level. The constraints introduced are that the sensor/actuator must be able to handle
multiplexing demultiplexing and voting of data received from the duplicated (but independent) applications, and
thus random faults impacting the functionality of the application or the data are mitigated at the sensor/actuator

level.

4.2.2. Systematic Faults
The big problem are the systematic faults that the components in the gray-channel may inflict on the safety

application, OS and hardware have the quite obvious potential to directly impact any application level flow of
control or data objects. To mitigate systematic faults we distinguish between text segment (code) manipulation and
data segment manipulation.

Text segment modification:

Text segment modification can be detected by traditional means of running CRC checks on the text-segments,
this could be run at application level on a per-request basis preceding any calculation, to ensure that the check it
self is not disabled by faults in the text-segment, qualification of the test-results are left to the actuator, thus the
property of text-segment correctness is diversely represented and manipulation can be detected again at the
(external) actuator level.

Data modifications:

Systematic data modification are problematic because the constitute single points of failure, a single instruction
i.e. adding two values modified to subtract the same two values by sign inversion of one of the values (a single bit
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is flipped) would not alter the flow of execution nor would it necessarily break the algorithmic logic - thus stay
undetected.

A systematic fault has the property of introducing a unintended state transition in a system when a particular
context is given - every time this context is presented to the system. Thus one defense would be diversity at the
application level. Coded monoprocessors have been proposed to mitigate these faults, explicit N-version
programming (with all its known problems) has been in discussion, and forms of automated or inherent diversity
also look like an option to be looked into.

With these constraint in mind we arrive at a possible architecture allowing to build on complex COTS software
components that looks like this:

Safety Application UJ [ Safety Application IJ.

y A v

Gray Channel

COTS Hardware / FLOSS Software

N4

Sensor/ Actuator/V oter

Figure2: Application Level Safety

5. Conclusion

With appropriate software architecture utilization of COTS/FLOSS for safety critical application is feasible. We
believe that for technical and economical reasons the option to utilize FLOSS in this challenging domain is worth
the effort of resolving open issues with integration of unsafe software components of high complexity for systems
of even the highest safety integrity levels. Safety standards have been moving forward on the issue of FLOSS usage
(notably prEN 50128) and we expect more functional safety standards to address the open-issues in the future.
Usage of FLOSS is not the answer to all safety problems, and such a paradigm change, in it self, exhibits a potential
to introduce hazards, thus it needs to be done carefully and based on an open discussion in the safety community.
We hope that we can contribute to igniting this discussion.
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