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Introduction

The CCNP Exam Notes is intended to start you out on an exciting new path
toward obtaining your CCNP certification. It reaches beyond popular certifica-
tions like the MCSE and CNE to provide you with an indispensable factor in
understanding today’s network: insight into the Cisco world of internetworking.

If you’ve purchased this book, you are probably chasing one of the Cisco pro-
fessional certifications: CCNA/CCNP, CCDA/CCDP, or CCIE. All of these are
great goals, and they are also great career builders. Glance through any news-
paper and you'll find employment opportunities for people with these certifica-
tions. These ads are there because finding qualified network administrators is
a challenge in today’s market. The certification means you know something
about the product, but, more importantly, it also means you have the ability.
determination, and focus to learn—the greatest skills any employee can have!

You've probably also have heard all the rumors about how hard the Cisco tests
are. Believe it or not, the rumors are true! Cisco has designed a series of exams
that truly challenge your knowledge of their products. Each test not only cov-
ers the materials presented in a particular class but it also covers the prereq-
uisite knowledge for that course.

Is This Book for You?

The CCNP Exam Notes covers everything you need to know to pass Cisco's
Advanced Cisco Router Configuration (ACRC) exam (640-403). The ACRC
exam is a required exam in the CCNP certification process. Each chapter be-
gins with a list of the ACRC test objectives that are detailed in it (so make sure
to read over them before working through the chapter). This book teaches you
how to perform advanced configurations on Cisco routers using multiple
protocols. And it covers all of the advanced topics you'll need to understand,
inctuding the Cisco three-layer hierarchical model, distance-vector and link-
state routing protocols, bridging, queuing, and more!

The Sybex Exam Notes books are designed to be succinct, portable exam re-
view guides. They can be used either in conjunction with a more complete
study program—supplemented by books, CBT courseware, or practice in a
classroom/lab environment—or as an exam review for those who don't feel the
need for more extensive test preparation. It isn’t our goal to “give the answers
away” but rather to identify the topics on which you can expect to be tested
and to provide sufficient coverage of those topics.and to provide sufficient cov-
erage of those topics.
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Perhaps you've been working with Cisco internetworking technologies for
years now. The thought of paying lots of money for a specialized Cisco exam
preparation course probably doesn’t sound too appealing. What can they
teach you that you don't already know, right? Be careful, though. Many expe-
rienced network administrators, even CCIEs, have walked confidently into
testing centers only to walk sheepishly out of them after failing a Cisco exam.
As they discovered, there’s the Cisco of the real world but also the Cisco of the
Cisco certification exams. It’s the goal of the Exam Notes books to show you
where the two both converge and diverge. After you’ve finished reading
through this book, you should have a clear idea of how your understanding of
the technologies involved matches up with the expectations of the Cisco test
makers.

Or perhaps you're relatively new to the world of Cisco internetworking, being
drawn to it by the promise of challenging work and higher salaries. You've just
waded through an 800-page Cisco ACRC study guide or taken a class at a local
training center. Lots of information to keep track of, isn't it? Well, by organiz-
ing the Exam Notes books according to the Cisco exam objectives, and by
breaking up the information into concise, manageable pieces, we’ve created
what we think is the handiest exam review guide available. Throw it in your
briefcase and carry it to work with you. As you read through the book, you'll be
able to quickly identify those areas that you know best and those that require
more in-depth review.

The goal of the Exam Notes series is to help Cisco certification candidates
familiarize themselves with the subjects on which they can expect to be tested
in the certification exams. For complete, in-depth coverage of the technologies
and topics involved in Cisco networking, we recommend the Cisco Certifica-

tion Study Guide series from Sybex.

How is This Book Organized?

As previously mentioned, this book is organized according to the official exam
objectives list prepared by Cisco for the ACRC exam (640-403). Within each
chapter, the individual exam objectives are addressed in turn. Each objective
section is further divided according to the type of information presented, as
explained in the following paragraph.

Critical Information
This section presents the greatest level of detail on information that is relevant

to the objective. This is the place to start if you're unfamiliar with or uncertain
about the technical issues related to the objective.
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Necessary Procedures

Here you'll find instructions for procedures that usually require a lab compu-
ter to be completed. From logging into a router to configuring EIGRP and OSPF
routing, the information in these sections addresses the hands-on require-
ments for the ACRC exams.

NOTE Not every objective has a hands-on procedure associated with it. For such objectives,
the Necessary Procedures section is omitted.

Exam Essentials

This section consists of a concise list of the most crucial subject areas that
you'll need to fully comprehend prior to taking the Cisco exam. This section
can help you to identify those topics that might require extra study.

Key Terms and Concepts

This section is a mini-glossary of the most important terms and concepts re-
lated to the specific objective being presented. Since some objectives are inter-
related, certain terms are sometimes repeated from objective to objective.
You'll understand what all of those technical words mean within the context of
the related subject matter.

Sample Questions

For each exam objective, we've included a selection of questions similar to
those you’ll encounter on the actual Cisco exam. Answers and explanations
are provided so you can gain some insight into the test-taking process.

How Do You Become a CCNP?

The CCNP certification is a new certification in the new line of Cisco certifica-
tions. With the new certification programs, Cisco has created a stepping-stone
approach to Cisco Certified Internetwork Associate (CCIE) certification. You
can become a CCNP by passing the CCNA exam and four other exams. one of
which is the ACRC exam (640-403). Once you are a CCNP, you have completed
all the coursework and acquired all the knowledge you need to attempt the
CCIE lab.

Why Become a CCNP?

Cisco has created a certification process—not unlike Microsoft's or Novell's—
to give administrators a set of skills and prospective employers an authenti-
cated way to measure those skills. Becoming a CCNP can be the initial step of
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a successful journey toward a new or refreshed, highly rewarding and sustain-
able career.

As you study for the ACRC exam, this point can’t stress this enough: It's criti-
cal that you have some hands-on experience with Cisco routers. If you can get
your hands on some 2500 routers, you're set! But if you can’t, we've worked
hard to provide dozens of configuration examples throughout this book to help
network administrators (or people who want to become network administra-
tors) learn what they need to know to pass the ACRC exam.

SEE ALSO One way to get the hands-on router experience you'll need in the real world is to
attend one of the seminars offered by Globalnet System Solutions, inc. (http://www
Jammile.com), produced by the author of this book. And check out the router simulator available
at www.routersim.com. it can help you get the hands-on experience you need at a fraction of
the cost of real routers.

It can also be helpful to take an Introduction to Cisco Router Configuration
(ICRC) course at an Authorized Cisco Education Center, but be aware that this
class doesn’t cover all of the test objectives. If you decide to take the class,
reading this book in conjunction with the hands-on course will give you the
knowledge you need for certification. There are hundreds of Cisco Authorized
Training Centers around the world; see the Cisco Web page (http://www.
cisco.com) for the location nearest you.

Where Do You Take the Exams?

You may take the exams at any one of the more than 800 Sylvan Prometric
authorized testing centers around the world. For the location of a testing
center near you, call 800-204-3926. For testing centers outside the United
States and Canada, contact your local Sylvan Prometric registration center.

To register for a Cisco Certified Network Professional exam:

1. Determine the number of the exam you want to take. (The ACRC exam
number is 640-403.)

2. Register with the Sylvan Prometric testing center nearest you, either via
phone at 1-800-204-3926 or at www.sylvanprometric.com. You will need to
pay in advance for the exam. At this writing, registration costs $100 per
exam, and the test must be taken within one year of payment. You can sign
up for an exam as early as six weeks in advance or as late as one working
day prior to your exam date. Same-day registration isn't available for the
Cisco tests. (If something comes up and you need to cancel or reschedule
your exam appointment, contact Sylvan Prometric at least 24 hours in ad-

vance.)
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3. When you schedule the exam, you'll be provided with instructions regarding
all appointment and cancellation procedures, the ID requirements, and in-
formation about the testing center location.

What the Cisco ACRC Exam Measures

The CCNP program was not only created to provide a solid introduction to the
Cisco internetwork operating system (IOS) and to Cisco hardware but to
internetworking in general, making it helpful to you in areas not exclusively
Cisco’s. It’s hard to say at this point in the certification process, but it's not
unrealistic to imagine that future network managers—even those without
Cisco equipment—could easily require Cisco certifications of their job appli-
cants.

To meet the ACRC certification skill level, you must be able to understand or
do the following:

* Install and/or configure a network to increase bandwidth, quicken network
response times, and improve reliability and quality of service.

* Maximize performance through campus LANs, routed WANs, and remote
access.

* Improve network security.
* Create a global intranet.
+ Provide access security to campus switches and routers.

* Provide increased switching and routing bandwidth, end-to-end resiliency
services.

* Provide custom queuing and routed priority services.

Tips for Taking Your Cisco ACRC Exam

The ACRC test contains around 70 questions, which are to be answered in 90
minutes. You must schedule the test at least 24 hours, or one business day, in
advance (unlike the Novell or Microsoft exams), and you aren’t allowed to take
more than one Cisco exam per day.

Many questions on the exam will have answer choices that, at first glance. look
identical—especially the syntax questions! Remember to read through the
choices carefully, because a “close” answer won't cut it. If you choose an an-
swer in which the commands are in the wrong order or there is even one mea-
sly character missing, you'll get the question wrong. Some of the exam ques-
tions are multiple-choice and some are fill-in-the-blank. Unlike Microsoft or
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Novell tests, the exam has answer choices that are really similar in syntax:
some syntax will be dead wrong, but, more than likely, it will just be very
subtly wrong. Some other syntax choices may be almost right except that the
variables are shown in the wrong order.

Also, never forget that the right answer is the Cisco answer. In many cases.
they'll present more than one correct answer, but the correct answer is the one
Cisco recommends.

Here are some general tips for exam success:

« Arrive early at the exam center so you can relax and review your study
materials—particularly [P tables and lists of exam-related information.

* Read the questions carefully. Don't jump to conclusions. Make sure vou're
clear on exactly what the question is asking.

- Don’t leave any unanswered questions. These will be counted against you.

* When answering multiple-choice questions that you're not sure about, use
a process of elimination to get rid of the obviously incorrect answers first.
Doing this will greatly improve your odds should you need to make an “edu-
cated guess.”

* Because the hard questions will eat up the most time, save them for last.
You can move forward and backward through the exam.

* If you are unsure of the answer to a question, choose one of the answers
anyway. Mark the question so that if you have time, you can go back to it
and double-check your answer. Remember, an unanswered question is as
bad as a wrong one, so answer questions even if you're not certain of the
correct choice; if you don’t and you run out of time or forget to go back to the

question, you’ll get it wrong for sure.

Once you have completed an exam, you'll be given immediate online notifica-
tion of your pass or fail status, plus a printed Examination Score Report indi-
cating whether you passed or failed, along with your exam results by section.
(The test administrator will give you the printed score report.) Test scores are
automatically forwarded to Cisco within five working days after you take the
test, so you don't need to send your score to them. If you pass the exam. you'll
receive confirmation from Cisco, typically within two to four weeks.

There’s one more thing you can do to prepare. Visit Brian Horakh's Web site
(http://www.networkstudyguides.com) and go through the exercises and practice
test questions he provides. This will really help you keep abreast of any
changes made to the test.
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How to Contact the Author

Todd Lammle can be reached at his integration and consulting company. lo-
cated in Colorado, at todd@lammie.com.

How to Contact the Publisher

Sybex welcomes reader feedback on all of their titles. Visit the Sybex Web site
at http://www.sybex.com for book updates and additional certification informa-
tion. You'll also find online forms for submitting comments or suggestions

regarding this or any other Sybex book.
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Cisco ACRC Exam Obijectives Covered in This Chapter:

’ Describe the key requirements of a scalable internetwork.

} Select a Cisco 10S feature as a solution for a given internetwork requirement.

F or an internetwork to realize its full potential, it must be able to
efficiently connect many different networks together to serve the organizations
depending on it. The key requirements of a scalable internetwork are based on
an ideal design using the Cisco hierarchical model to simplify management.
which permits well-planned growth that honors the network’s requirements.
The essential areas focused on in this chapter are important not only to know
for the test but also for everyday network administration, troubleshooting. and
design. All good network designers must focus on answering the question of
whether or not their design meets the criteria listed in this chapter before
proceeding with purchasing or implementation. Finding a vendor who can
provide these benefits and then properly implement the equipment so as to
achieve the desired result is mandatory, especially if you want peace of mind
and to get a good night’s sleep.

The Cisco internetwork operating system (I0S) has many features that can
help administrators create a dependable and growth-oriented network. This
chapter covers the features of the Cisco I0S. These objectives are the founda-
tion for the rest of the objectives, so you should learn as much of this chapter

as possible.

scribe the key requirements of a scalable internetwork.

Today’s internetworks are experiencing extraordinary growth due to in-
creasing demands for connectivity both in businesses and homes. Therefore, it
is very important for internetworks to be scalable. Scalable networks should
be able to grow without changing the entire network. If a network is built
correctly, growth can happen without any noticeable change to the core net-
work.

It is now vital for administrators to understand what a scalable network is, as
well as what is required to effectively manage its incessant growth. This sec-
tion will focus on the following five specific keys to a scalable internetwork.

The internetwork must be:
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* Reliable and available

* Responsive

Efficient
* Adaptable
- Easily accessible while being secure

Memorizing these areas will help you on the exam in two basic ways. You'll
benefit if there is a test question directly relating to these areas and also if
there is a question about a subject for which one of these areas is the underly-
ing foundation.

Critical Information
Since a scalable internetwork undergoes continual growth, it must be both
flexible and easily appended. An ideal design is based on the hierarchical
model to both simplify managemerit and permit well-planned growth that
honors the network’s requirements. The following sections present a more de-
tailed account of the mandatory requirements of a scalable internetwork.

Reliability and Availability

The Cisco internetwork operating system provides features for implementing
redundancy, load balancing, and reachability with protocols, such as the En-
hanced Interior Gateway Routing Protocol (EIGRP) and Open Shortest Path
First (OSPF). Strategies like tunneling and dial backups, which are also in-
cluded in the Cisco 10S, can also help keep an internetwork up and running.

Responsiveness

Because network growth often occurs on a daily basis, the administrator’s
duty to maintain the network’s responsiveness can become overwhelming. The
Cisco 10S provides solutions to this issue, such as queuing that is configured
by an administrator to keep latency to a minimum.

Efficiency

Efficiency, in a nutshell, boils down to keeping the bandwidth from becoming
saturated. A central goal of this book is to arm you with information on fine-
tuning your router in order to optimize the existing bandwidth on vour
internetwork. You'll learn how to achieve that objective through innovative
techniques such as snapshot routing, access lists, and dial-up routing.



