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F18 %

#% (Cryptology, Cryptography) EIEMERE. MEFE. BEERATRRE,
R 2 15 5SHERA XY, ARCHBERRRERE. FRN, BNRERKRBE S
¥k, FHEAFEREHAS. P SAMERCHRBE IS (Gaiusluluis Caesar, AJTHT 100
FRRTCH 44 F), MEBRFH—FFREERER, FIEBIMB (Caesar Shift Cipher).
R R RS, BB E KRB E T #EE K Enigma AL, EOBBTEAERSA
ZWR . ZIREREEBW T AL N Enigma FISHLAEEF S, SRS TRELRARE,
X TEERH AR A E ARG X LB E S AR, IXfH18 Enigma BBRHR T AEERESEH
EH—ANERIE,

EHEFXNHCEAFRBT “EEXE” 7, BRFEEMAHLHRNUAT “BRE
2”7 B RBRACHE, XEHMARMHEKBENFEANRE (EL0HFERML). 5K%
FERARBR, FHREHTFEARREELSATFE. UAF BRI ARE, THEEARNEH
BRITRES, XOEBSEREIMATFE LT HMEE. BEE T Internet NEHEE,
BFRSMFR. IC FIMEA, MUAKBATENESEZS, UHLEFEEENE=%
WEE (Hacker) A2, MFMEWLE BN KA, I EERBAFK AT BHERER,
WHRFAXTHRRGE. R IC k. SHITEESHRTREEEAORTRES, WAFEX
HHEH TR, FRALEALZSE, LTHRE THRE, XBFHERARLERETHIEN “&
ERAEHHER”, KEHEHFERAERTREEMAER K2t ., JLFBEER. FHEEMHE
BTHUMEHERS, ER-RHE LI

1995 4, HEEKHAEIE (Der Spiegel) LIE MM Baltimore Sun HHE T A FHEH
—HKELEBAF Crypto AG FEMAIMSESEEEHEMTE], FREEXEERRLR
(National Security Agency, NSA) JGITHY, FF/REATHILGITHIE, XA4-HE SN

FRZRN SR CERRANG BRENIE, BB ERRMMBEEFLS, L
WENR, BONZHERE-NFEERNER, FEILFBEAREEMRMRESFRR, T
ARUFBEEBEARNRFHMEEH “4RREARD” RRGFEEAN, TUEE “2RAH” K
HEETHSUFEERSOEEE,

1.1 #EfEwRe

FF OB R BN 72, T Rhh 2 Rk al m 0L SR n 282, Bk (Algorithm)
mE#FH (Key) WAE. IMEMRFERIST (Scenerio) WA 1-1 FizR.

® Alice X&E#(5 BHEIMEH, KL (Plaintext) N KF L (Ciphertext).

® Bob HEWFEEEMBEE, BEUMFE R,

® Eve ABMIE =%/, EELAEERNHEEPEHBFEL.



2 FhE Ji\E: o= #7R

Bob

w3

v

E 11 EfEwR
Eve WRESH LT HK:
(1) [ .
(2) HRHEEH, BEFL.
(3) BB Alice 1545 Bob HI{E B .
(4) BH Alice, 55 Bob f£i#{5 8, ik Bob IRINAMMIERS Alice 5.
¥ Eve HRFEHE L, WUFREFN, M LRHMATEEHEMKEHKE T Eve KIEEM

f AT E RSB ARRES . FTLMKSE Eve WETRMEMRRAEEBNRERE, KEETXa
AIFJLK:

(1) B ZRBEETT R

® ¥ UMk (Ciphertext-Only Attack): Eve RANE® L, A MKE RAEN AL, BREK
HEH.

® HI3rHid (Known-Plaintext Attack): Eve &1il % /b—4H IS0/ O L, ZiA#kH
A, BE 2R R R AR 3.

® E¥EWI I (Chosen-Plaintext Attack): Eve BE#SH I U FERE L, EAMIER
B, RN ESH, SE R AR .

® EIEF LU (Chosen-Ciphertext Attack): Eve REMSHE 5 SR 2 R A 3L, BN GNIE R

, ERIRHESH.

(2) EFRIE (Active Attack) . X— KERIBH 7 A Bt 7HZ Bt R
%, AEFEEMEE. BEiREnsasy X, T X i, HaRFiEE (Timing Attack)
A A %, L pTiE i B XS BEE (Tempest Attack), #EZIRLE Alice S8R X9 %
2B, Eve Beiillth Alice Hii% A KW SCHI G —F BEFTR B 4G H BREBE B -

Bl 1.1 B ROk, EEAE Enigma FEHL, FHEBFENBETRETH
. BE B FRE, EEESRMNSSMENFER, KENSRE L, EFET %N
PR SC, sk HEER R % B S0/ SO BRSE, I BLAMT i B R R s BB E BT
ZH.

Bl 12 FEHCBEF, HRBOTHTE AR B PEATAAR, XM ITIERR A 5 38 E M



BIE & 3

(Exhaustive Attack), ERFR AR BT (Brute-Force Attack). Hi%%% DES HFEHE KK
FE R 56bit, —IRETEAIBERITEHE N 2°°, BABGERTI TR ERE K.

FEMREHLZE TS, HERRER —NEEEERRIE, B Kerckhoffs JRH.

Kerckhoffs JRH: NMizBEHMACELMEFRFHNEBRANEE L.

FMFEBRENFEH, K2t ETEHPRAE, TREHEFEECNEEE:. 44X, &
BN AEERRERME . BEEE. FTAOEE T BER RN BENIEE RS .
REERRE. MEBRENNE B ZERMLUT I KIIEE:

(1> P& (Confidentiality): Eve fRATCIEMIFMIL Alice 1545 Bob HIH X, MHETE
TREZBZFRREMNME. MEHE.

(2) HEEEM (Data Integrity): Bob ZBEHE Alice FiiIE EREEY, BEML
i W RE S e, HEEN R A TR 4RISEIE (Coding Theory), Ti#ZvE
B, RALT AT TSR BB E S

(3) HIAUEYE (Authentication): Bob #SBEEHEABMIIER “MNi%” £ Alice ZAFT
Ri&W, WiIEMABT Y.

(4) A& (Non-Repudiation): Alice FEETE AR IMFT RIEMER.

ARAEH S AT EAELLE A S, BAEZ EE XS USRS D
(Symmetric Key Cryptosystems) 25}, Alice 5 Bob 3t [E){i F —3E 40 B & 4334 s X FR 35 40 35
EINFEREE, 7€ Bob WBIFE L2 IR, BB T Bob ZA4MRH Alice SEHAE, EIMEHE TN i%
2 Alice 5119, TI3EMbADhRE, BURAMEEBRRIL; BEFFINE, Alice TINRME
RRXOHERA, BAAHR Bob W EBEHERTE=ZH, REFEX, WA, Bt
AU ARSI, A, RAUBAERBRTR, VAR TAFFHERRSE
(Public Key Cryptosystem), MN¥#% 42 (Digital Signature). AA] HIAMEHERR T Alice FHA
ESHUER (AlibD) MIPTHEME, XABTHE, HHEMEXTBRETEEN LTI,

W E —FHEREN L EREE? BAVEIHEUTARE.

EX 1.1 —NEBERZENTLEZMHEESE (Unconditionally Secure) Rt Fi5 B 82k B IR
FIX, WILEHEREH.

EX 1.2 —NEBRGNHE %4 (Computationally Secure) B8 % ZHL RS AR
FIWTERTE AT HMER RPN E, BREE e RN AEIE £ T B E A,

EX 1.3 —PNEBRRLRIEHZEZ4AE (Provable Secure) FtETEiZHRS %4 jn) B Al #%
A FRFEANIE A B2 2 DA B R 3 ) R

HE b, ~PMERRLFGREN, REEFLHKESTFHHKEXBHERN, +4/5%
S, FESERR L, RAEBRFEIZA (One-Time Pad) A B ELELMLAEN, HMKEAR. WA
FHEMRZA RSA, RUTEHAREN, FAZFERENZELNE, EXEOHRT, —
FRRT R AL R R R 4 B R R, WO RSO R I E, — A A RIBEER. 3k, Rl
MY 2eBEEN, XBRMETE LREXME; X5ERE—NEEMNRE 52 6 /0
WHEFE (Computational Complexity) B HiEKEL. .,

B11.3 E¥4an® +n+ 2EIBEE N, BHEHKE “0” RDE “o” BFH

4n’ +7n +12=0(n*) & 4n* + Tn +12 = o(n®)
EX 14 2 ghnEE



4 BT — e

f(n) = O(g(n)) < lim f@)
n—wo ‘g(n)‘
Xt R EH c o, W
f(n) =o(g(n)) & lim lf—(—n—)l =0,
n-r® |g(n)‘

B, 15 BEHCHE FHRYBAL MIPS (One-Million-Instruction-Per-Second, 1 ##4T— B F IR
4, 20 FRTHIFENL VAX-11/780 Bi K4 £ 1 MIPS iHEHL, | MIPS tHEVLEE—ELTTH
T3x10° K4g4, T 100 MHz Pentium & A2 SOMIPS HHHl, BITKAR VAX-11/780
50 f%, Wi 1GHz Pentium 7+ EHLHIZEITHEE S00MIPS. BAL “MIPS 4E” 215 | MIPS B 7E—
ERFPATIESHRE, BAEEREAN. £ 1-]1 ARANEHBEEE M En=10°%
IMIPS 8% 7 B Ry R A]

# 11 HsEAEEn =10° £ 1MIPS SLBFR R agRT 8]

Wix HHERE FREEN R 1MIPS BB A {7 B i)
EH o) 1 1 usec
it O(n) 108 1 sec
¥ om?) 10'2 11.6 R
ST om’) 10'8 32000 4F
?Eﬁ O(Zn) 10301030 103010]7

14 RSAFBRZRTIEHZEN, ZEERENHEURERES B AE, LLER
IR BEFE % (Algebraic Number Field Sieve Method) H¥E25RMEME, N TREK RSA 4
KE, HEEREmE 12 fiR.

#£1-2 ERKBEEZSRAEEAKEY RSA BEAEH Y

RSA FAGIE MIP £
512 8400
768 5% 10
1024 6X10"
2048 7X10"
3072 3IX10%
4096 6%10”

EM: A3 AARBABLABIA AT FAFBRG LT £ NP o6 Qspg, "

"0 NP (Nondeterministc Polynomial ) [ & /2 #& #E Nondeterministc Turing ¥l _b 7 3 2 T B} (8] /7 W1 B AR
81 O(™)Et (8] (m € R) . 10 Nondeterministc Turing Hl23§ R s —FRREVN TR B RS aME, BRI PITE
R NEE, HESIN R ATRE, TSIE TSNS AR AR Nondeterministe Turing #l, XM
B, A/ Zif: Daniel .A.Cohen, “Introduction Theory”, Second Edition, John Wiley &Sons, Inc. (1997)
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L2 RIVEHEWERE SR B AL RS

EX 1.5 58 Alice 1415 B4 Bob, W 12 iR

Alice

W

.....

N F AR K“ A \%%%’Eﬁ%

12 AREHAFEHELRS

® —EMRENMHREYHILERS (Symmetric Key Cryptosystem )
< KN EH-E %, kR s,
® —HHRGENINFREHEL RS (Asymmetric Key Cryptosystem)
< HnEEH = 9
® —EHMRZENATFHEHZEWEAL (Public Key Cryptosystem)
< HinE®H » g, Hn %435 247 (Public Key) T A8 5 2 4 Ol FL4H
(Private Key)

H I AT 40, ﬁ?ﬁﬂﬁﬁﬁ%%ﬂ%@%%%ﬂ%ﬁ?ﬁ%%%ﬁ%@%%, EXNMREHEL RS
BAE: 556 —FF A Pohlig-Hellman HELRL, ERIENKREFHEL RS, BEARZEATFF
AT R, © 000035550 K AR a5 e S a1y MR EREDREC S TG LIS &
4, Wit RPN, Viginere 3. BN EE W LA B — KB R I Enigma 5 FHLA
i JE T ENUR B BT A SR 1 DES, LRI v AES. IDEA 2, M2~ FHE R HER RN
H RSA HH5. # Diffie-Hellman %5 4925 3 in LL#ES (g Elgamal #4915 #h £ % 55 ( Elliptic Curve
Cryptosystems) AR KZHIHF% 4 (Digital Signature) &3,

Nﬁ%“éﬁ%ﬂ%%-—'ﬁﬁﬁ%@ﬂ%ﬁ%%’?%?ﬂ?%%ﬁiﬁﬁiﬁﬁﬁﬁt%? FEANE B R A
g2

(1) MREHELRE RS, HEH BT Z R T AT HHEBMERS, Xt
B nd LS AME, a0 DES #9058 558 B 3t H RSA FHRERTRHL L,

(2) AFFEHEBERANFHKETARBEER L, AR REHEL RN BHK
BERBEIEH, WXTFREH D RS DES 1549 H B 521 S6bit, AES #8124 [ 52 19 128bit,
192bit #1 256bit =Fb, 1A FF %415 A% RSA B4 Y 512bit, BEETREF R, M
T2 48, S K41 RSA, Rt B 22 FERiE & T DES. @, R EH
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FHRERURZRNYEMEH I ELEE, FUERHEERERAEHRES 02", Hixt
MEREREREL N nbit: 1T nbit ZFHMN AT EHFEHERL RSA £ USSR T HE
R EZ2EN, HitEEMENTIES (Subexponential) Hik

e(l.923+o(1))(1nn)‘“‘(mlnn)“3 _ e0(e”3(me)2’3)
AEKEHEN RAS 5XMRFEHELDRETRUNERN T EZLENER 1-3 Fir.
£1-3 FEKEEHHN RSA SXHEHEBRAFFRENERMITNRSE

MEREH B 56bit 80bit 112bit
RSA 512bit 1024bit 2048bit

MR B 128bit 192bit 256bit
RSA 3072bit 7680bit 15360bit

) ARAFHEREBRET, BFB LR UL, LLRSA B, HFEMTF: Alice
BX— MM FE RS Bob, TN ELZSCHME, KNI ALFETERE Alice
MATTES, ENEFH, NFRRSBEREE N RES, it Bob Bl AFZHANE
MEH Alice HFELLME, X, BEREFERNOATEMNMERT USRI T.

(4) FESLFRNAT, FERNNERE KBRS FREHFRRES ATEHARL AL
BETM, W PGP ¥ ERAMERAM ERIRA, BEHT AFEHED RSA UK
EHEL RS IDEA, 5 HI7EME MERE U RBERSMLERE, UL RSA I 5% IDEA [0
W4, THICIMF XA IDEA, XP, EEESBEZEUAUNN, FEmhamssn
7] %

KIWFAFERRENRBERILEEN, BERBENNE, RAMEANREHTFEESLN
FANRAE. BEE—BRXOIMS, EABEASTEEMENFREENEREELR, X8
BEANBBARLEXR ARG EE: MAFEHAFDRSENMES K AHN T B8 0% B S,
£ 1976 £F Diffie 55 Hellman 3% i — B RIR AR SCE"D, Kb AFBHEBOERS, W
BRI R % (Trapdoor One-way Function) %§; Ti7E 1977 4E/ Rivest. Shamir. Adleman ff

R —MINEE, BERE RSA FH, EEB¥NER LETHRANSL, AFEHED
RRLTTET,

21 323 1T L Ehttp://www.pgpi.org T E PGP EL Tl {2 hn s k4.
"B] Diffie and Hellman, “New directions in cryptography.” 1EEE Trans.Inform Theory IT-22 P.644654,1976.
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F2E HEAENY

ERFEBARLRET BN LBT, MARERERNCEFILTERD L, FRENR
B, BRAULBATHAZMESBERNEPHAMERFEANE. MEHAXFHREATS, RE
RAEQLMNFERK “ZB”, X FAZMBEAENBEATS, XHE—MHEBHER. W
FRELFHECFHRE BHNEBHERIBEUFEERYE (Substitution) UL R FRHAHE
(Transposition) X ¥, AN BEERBERBFENREZERA.

EFHELHNBEHZEER, FERNTHRTEE, EEZEH0H TEUENRRAFREREZ /K
HASR; SR ZEREATERESCHNE, S5 E5%8LTREKE, Xtk
FEHES¥ (Cryptanalysis) R4E T AI8ENIREE. AWML T BN, EEPRSER
FIEHGE R DA (Frequency Analysis) MR SHHIFN R EFTRRB TN, MENAEST
BRRFEBTERRSITRRE Z AT WELFER T, (BESRSVTBOES S £ R Rk & W
RET,

16 4, —HM4EK Vigenere HMNETEFRFREREET, RELR BN T30 %
WER, —EHRT 19 HEFBHiE, MBEENTEDRUBMEITNE.

ANBERXANH, BHEFLAERER TRIFFBHEAR. RMFBRFEPRIIRTHE
—IRH R R, FRERENTERESHNEDREFE, AAIRESETZHEREMB
SETEHEEN, W Playfair 8 ADFGVX BRRMEH, BT RIHP ZFER N —TF, #&T
Kk R HE X RS 4 AT IR R R AR AT R . b N A E RS, T LA et B A 2%
MTH#BORBRIER T, £ “ROHEBEEN” #RRITHMEFE IR H.

FHEEREMNARRE, LTHELSAAE, B HEFLEHEEFNELBRREDGAE
(One-Time Pad) ZERFKRPRAT, HEAROE, BRND, EH AN ANREHE
RIEF T RmE . RTREREFERERS, BnE - XKRERARBESH, XEFEHN
RAERRAEME, wEEREMFH.

HRFERBHRE AR, MEZKKEIEREHAER (Rotor Machine) 4R,
BELZMNBEE KA Enigma FEH, HAEWRRIEFHFHARE, IRLERAES
FIIE IR RN, AMERB RIS Z 0T, B2 FBSIRERD), BERFRE,
TEEMLENRAATR BN, XIMBFHEAREN FHEBRRE, Bletchley Park HI#R
VP 4 2 A P B 3 10 L T L, S BRI BT RS LR, X PR B B A 65 R AT o 3
tb, WIIXF R BB RE L HIHLEE Colossus, BB TENWET S . B TEBRSHTER, A
IR T BRI HMRERLN, WMETENKRAZE, AMIXFHERBRER. EmiIH
REWHE AR,

HAES, BIABIHLEHAEERIEERAR, RTRHINENT:

e UlMIRHE,

o {ift#g.

o HREFZHBAESHENM.



