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PROGRAMMING ANALYSE
) EE%E ) socket )

B BEHIRICH :
XBEHFELEFHD RER

AV B R

Z MBI

/B

HEYLRET EREERBERBETENS
R.AV(Anti  Virus, RIFEF) X G HR L8R E
BEHTAEREFEIRFEAD RERAFR
— A BREANBIF LLECHEHADRT
HEE—ATHREERARERABIAR
B BRIONABERNAVIIR KX RER
MEREZRIAD REFRANR—BER
A VERZR m1a e R b ¢t X KERBA VST
3B XERMNAEBRNEE B NREFE
EXANFTEETE.

EXHRHEA VIR R AR ZBBERB. %
BEEHXEFRSMARRITA VHHEAN
HAR7GE.

MEINBEREXNEARTESHR
SHBE HLXBENBERBIENZ RN
MBIEERETENRB L EZRACHER
X HE MRS KRS FF exploitFH
BREEEEAREERHTMELE.ER
BRMBILREMENEBRBERLE(LERER
WMEIEBHTMBELE BERBLAEARE
PO BLABRB REESREXE—TEER
K TR.EFHABIA VERRBRARTEE
STEERBHEURA B2 EHRMAD N A%
BERBEBRURRARARRUN 2N ZE
BMNEFHRBH AR NI F HPRE
SRR A% —ER LW NI A
SRR ERAL ERDEARARABHE+ S
EELMESHNARNBFXMHEBEBELX
AR D HTSIARE H RN Z X B FHE
HEEESETHRAERTIR ARHESR

xfish

BEEMRSFSIBBRERFESMENRDER
DRBHFEERERBF A RABIE
REFEARZIULRMNOAD REEFESR.T
B3t XA VISR E SRR R,

HEADR MRABIRBETNSBEHR
A VERAEIERE B BAZWE 246,
ERiZs$k B CreateRemoteThreadF £ A b 3F,
BEEAEEXNRBEREXLREERRFTP.
BE—ROBRSHCERBEhashEERITTEHRIX
Lo # ZFRAhash{E R \hash B BIIECHES
f9GetPorc Addressi& ¥ € K BU b HiE X FE Y
TEEADHGEFHALHEN MR —BELIE
BTEZEEHMEMEREIBNSE LEEX
SEFERE MBEFDEARLERRZD
B, TERMNM AT FREER M FHT
HRBROUREBRTBEHIEENFHREASK
N EHRBEFARUFHRERREFR.BE
EARIPREMXANEANFHEEREN
BFUT R

//R—#T R
call s

db 'xfish'0

S:

V& = ok
push 0
push 'xfish'
mov edx,esp

Fit i EERRBREFNTTEBABKERS
EE2LRB.MRERETHEARNNFHFRARZ
M ER B ZSF FEE—FPERBE—ITR
ZORBEERNBEFLHT 0EFT.
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PROGRAMMING ANALYSE
‘4 ﬁ E ﬁg *ﬁ ) EE%IE ) socket )

[opnvivey >/5 55 push

op4BIONT  |. B9ES nou

0001083 |. ES 89008060  call PUSH ASCIT “kernel32°
00401006 |. 68 65 72 6E 6>ascii

osuntert > sa pop

Bon0re12 . 52 push 1F;

00401013 |. FF15 82104800 call  dword ptr [CGKERNEL32.LoadLibrar>. \. yA
06481010 |. E8 13900808 call  AENB1831 1
"Createkenote Threoo™

OBMOTOIE |. 43 72 65 61 Prascil  “CresteRemoteThre

ovuetBZE |. 61 64 0O ascil  ved

pouataat 1> 5A pop ndx

sounIBaZ ). 52 push e

oouo1eaz . ush  #ax

00481034 |. FF15 7E104860 call  dword ptr [<EGKERMEL32.GetProcAdd> \GetfrocAddress
osnote3n |. 9 leave

ponu1e38 \. c3 retn

A1
XA FHRANERMN LA S —
MFHREMEENTR TUEXEF TSR
ERBEREABRNNEFP.RAMNBEFEX
R 8D, INE 2 FT R

BA0TEZC  |. E8 13000000 call eAuO1BAY

06401691 |. 6031 add byte ptr [oix],

oouo1na3 |. 26:2237 and i, byte ptr ec:feai]

00401036 |. 26:1126 ade dword ptr es:fesi], esp

0ou01039 |. 2E:2¢ 37 sub i, 87

loox0103C |. 26117 pop e

loo%0103E  |. 2831 sub i, dword ptr [rox]

Oouo10u |, 26:2227 and s, byte ptr es:fedi]

0eno1on3 |, A3 inc ]

onotoNs  [$ 51 push

oenptons |. 52 push

neuatens |. 60 13 push 13

DesoioNe |. 50 pop o

00401049 |. BA 31194800 mov edx, OBNO1031

0B401OKE  [>  BO7HDA FF 43 /xor byte ptr [#ixsscx-1], 48

00401053 | ." E2 FO \loopd  short SUN1GNE

08401055 |. 50 pop 4

osuotess |. 59 pop

oBBO1057 |. SA pop e

osuo1as8 |. 52 push  oct #PeocNameCrOrding]
ook01059 |. 58 push  vax InModule
08481050 |. FF15 A6184060 call  dword ptr [<EKERNEL32.GetProcAddd. \GetrocAddress
00401068 |. ©9 1leave

88491061 \. C3 retn

A2
XRE—MES RMNKNLE—TEZM
S B AT EHNX . R 56 S W ME3 A 2
EMERMEAPRR.

[possiose >/5 55 push rhp
bum1aet | . B9ES nou onp, 2ep
[e0n 01003 A 00 push  ©
(00101085 68 656C3332  push 32336065

00401000 68 6B6S726E  push  GE726568

I
I
e
@ou0100F |, 89EZ moy eax, 263
Boup1ET1 (. 52 push iy FFideiome
80401012 |. FF15 BA10ABES call  dword ptr [<GKERNEL32.LoadLibrar>: i oadiiteory4
[sBsprore |. sacs 6o add esp, O
[08401018 |. 68 61650088 push 6461
0401020 |. 68 58687265 push 6572685k
0B4O1025 |. 68 GDEF7A6S  push  65746F6D
0840102 |. 68 74655265 push 65526574
BONO1O2F  |. 68 43726561 push 61657243
[eouotoan |. 8eE2 mou £lE, o5
owsnrmae |. 52 push ¢ Prochiame(nOedingl
@b401637 |. 56 push  cix HhMod
[i04B1G38 |. FF15 BA184ON call  dword ptr [<RKERNEL32.GetProcAddd; \etrocAddress
obuptasE |. sacs OF add i, OE
ossoron1 |- €9 leave
@ouoton2 \. €3 retn

A3

poawtown 575 55 push
pouotont |. 89€s nou

Poxo19a [. 6A 00 push

hoxor0os |. 5a pop

0h01086 | C1CA 06 ror  car, 6

a0t |. push

peactoon |. 9o nop

0AMIO8E |. OF ACTODBSC push  BCDBISAC

oant1o1n | SA op i

poawtort |. cicA 06 ror  uix, 6

oawtorn [ 52 push sty

poaviors |. ov nop

oautots | 90 nop

PRAO1017 |. 68 OBSA999C push  OC9ISADR

poustetc |. A pop  ear

pusoten [, cicA 06 ror a6

ou01020 | 52 push

oum1021 | 99 nop

onm1e22 |. 90 nop

pongioza |. 90 nop

pouwteza |. 99E2 nou dx, viy

ouwinze |. 52 push  x sFitebsne
DAU1027 |. FF15 CO10400 call  dword ptr [<BKERNEL3Z.LoadLibrar): ssdlibreryd
pousiozn | s3ca ec ade vap, BC

B4

F—MEXTXP.RREFZNEPE—
NFRFEIA S CHRD SR 1R A 4. B DABE & 7 FF &8
MAR. RMNNEALEARN.E-MEXT
RE2EBL EABREFHEPNIFHFER, "ol
edx 6" B T INE 5 RN %, R RIEBFFF R
KEBRBEAnopiE L EEBEAFAERN
. ‘

BT LML HMNTURBEEDEFE,
ERNBBRBIERF S BEBRNOIEBENA
MEFITEL T A VIR E MR MM RS B3k,
B4 FRATI 40 feT 75 B0 2 3k BN EBAYNE 288 T IR
EREADEHZEAFASMRE AENERS
—EXBEFRERMUFASMAIERIBEHE
& iLBCHIASM loaderMFMERIBEE REHIE
BEXFNHAVIBRRERXABEEKIoader
HITMUT TARMNAEBEF LARHERLTR
(9T 4w iR LD

S/ R—FE .
_ include ‘AntiDataind
push ebp
mov ebp,wp , .

LoadLibrary, edx
~ CreateRemoteThread

. ret“: o

I/R=mAR

ETUENTERESRIA IBERBPZ T x_



PROGRAMMING ANALYSE
) EH%E ) socket ) ﬁ E ﬁg ﬁ D%}

call.x_push.x_end ;& XL MELARER.
EAANTESHRENTRAXLEIESHSE
REENR.ZEA S MEEHR+LEE ZTHF
AESRRERBAINRR.FT HATA
ELEI BiLBENEFCHNEEBR!

s ~ macro ahgnsxze value { rb (value-1)~($+value—1)
 mod value } ’
- macro :L,call str
{ local size, x, 5 L, x, v
if str eqtype '
call S
X db str, 0
=6 -
if ~ size eq
load x BYTE from (x)
repeat size j
Joad v BYTE from x+%—1
store BYTE v xor x at x+%1

end repeat
S
push  edx

mov ecx, size
mov edx, x

ahgnsmze4
shag
endv:rtual
X = size
- repeatswe/4,’ ‘
 virtual at 0
db str, 0
alignsize 4 .
load v DWORD from (x — 4)
v——((vsmcS)andOFFFFFFFFh)or(vshr(&—
6)),v-vr016
end virtual

push v

pop  edx
Tor edx, 6
push edx
times % nop
X =Xx—4
end repeat =
}

macro x_end
} v ( ;
alignsize R+ AT ARG R —ERER
REAYER N 1% T MR R ANE R B x_call x_pushZ,

x_cal | ATFHMSHABRRAFRRNK
BMRRVNAERFHRHTEX RBEEANF
FFEafbpl,."if str eqtype---size=($ — .x)"IX
BRBANFHRER/NZEHN0MRARH0M
BFEFRE—NFHRENBARFIEEF.,
RERBFHFRER/NBEARFFEENE D
FHEXEEFIEHESEZE, If ~size eq-
end repeat’ XERRB ATRINEZIERENZ
EXNFHRBIstore NIBEEBSEIE T ATIN
TEHRMNEEEMLMHEIES T A push ecx”
F|"pop ecx"XExAD.,

x_push@E X — B EHNFX (4775 x
FIARGERBRMNOFHFRAGRAFHEKR
-end “virtual” X ER 8 @id
FREXNBREFRFHEPAIFHFH,
RigEErol 6MEZEFHELZ XS edxFHFR.BE
idror 6HITMEEENER KEZKIERER
REBANERHEMnopIES

AT BEANBx_pushz 2 BT HE Ak 5k 77 i £
B T EERBOE AT E Rk E A AR
it “add esp,size” RFFTREHATE Xz
£x_endELIMMEE.

EAXBRE—RET TEHARER
HEETEHRESNFHESREMERTH
AVEBEBERAFRALBRXBEEENEHR

—FERE ¥ -R=EZMRESEA VIREASAE

FRBES

(8RB AL ARARDLLANRFBA
B,k SRR P IR D

s mov edx, .v

s\, "virtual at O--

S mmne) 200wk ) [T
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. 5 PROGRAMMING ANALYSE
‘4 % E ﬁg *ﬁ ) EB%4E ) socket )

BT EHIR.VC
X @13 R MACH 4f NDIS

Hook NDIS
g‘kmMACﬁim\

X/ BAH®

AXHEEBMEATKILREM A CHE
Sk 81 7 V2% F9 A9 — /> 6 B K U F S X R 3R
HARRHEAEXMACEO(LIMAIntel MRETL
LMK IEEHER B XA EO) AR E B & HE
EM+f MACZd—REENTHR RIE
BOTH MEERTH R XIM A Ciidithy
W, —MRFERLEEZEEIIMN. & TEHNR
TR E R X AN EE,

BHERNK B WMEAFERN-RAMACH It

' s‘tatic void GetMACadeaid)
{ -

IP_ADAFI,‘ER_INFO Adaptermftilél

DWORD dwBufLen = smeof(AdapterInfo),

DWORD dwStatus = GetAdaptersInfo(

Adapterinfo,
. &dWBquen); . .

assert(dwStatus = ERROR_SUCCESSL .
PIP_ADAP'I‘ER_INFO pAdapterinfn = Adaptermfo,
do { '
. PnntMACaddreﬂpAdapterMo—>Addr&s),
pAdapterInfo = pAdapterIm‘.o—>Next.
'Whﬂe(pAdapﬁerItIiO)s

}

B AN EIDDK R T — TR 0.

BIXERFRETERENT HEAXNEH
BABTUTEERMNABIMRG NG HFZE
NI ER KM A CH (X N EF A SH
BB AKERF) APSHEHERTERZ3H
BHER AU AEREFELNEIREE
BEHREIMA Cih i, il i XX A ek B9 ER BR.
PERLIERSHEEIN D | SHEHXMNEFH T2

Using the Network Driver Design Guide (NDIS 5.)
Windows—based operating ' systems mppmt several
types of kernel-mode network drivers. frhe network
drivers documentation describes how to write these
drivers. This topic briefly describes the sapported
network driver types and explams whmh sectmns of
this guide you should rﬁd before wnﬁng each type
of network driver. ~ '
- Microsoft Wmdows 2000 and 1am versmns sf the
operating system support four typw of kmxei’mode)
network drivers: , 4 |
Miniport dr!vers
A mimpart driver dmﬁy managesk ,e:werk
interface card (NIC) and pmwdes n inter!
hxghez%evel dnvers. . .
lntcrmediate drivars .
An mtermedfate dnm mterfaces hetw

media type unknown 10 the
PP‘O’!;OCO{« drivars

at its u;)per edge to provxde services to. usem:of:the
network. At its lower edge, a pmtm)l dnvm" prowdes
mcommg packets fmm the next—lower driver. ,

Another type of pmtucol dnver is a mnnecﬁon~
oriented call manager. A caH manager pmwd&e call
setup and tear—down services for conmection—-crimted
chents,whncharealsoprofoooldnvem", j .

Filter—hook driver ' .

A filter—hook driver is used to filter packets. This




PROGRAMMING ANALYSE
) EH%4E ) socket ) ﬁ E ﬁg ﬁ D}

driver extends the functionality of the IP filter driver,
which is supplied with the operating system.

MAEXHETUER A TFTRENR
Miniport Drivers Bt H XN TRRHESE
EHMEMNXEIRERN,FIZMZD D KPREYLX
HRE— MRS amp leIRFHR B IHAVETFR
BRI 242 F & 0e100b e xHYIRE, B £ 4R
?F&E'JMT&EE

case OID_802_3_PERMANENT_ADDRESS:
__ pinfo = Adapter—>PermanentAddress;
_ ulBytesAvailable = ulinfoLen = ETH_LENGTH_
OF_ADDRESS,
case OID_802_3 CURRENT_ADDRESS:
pInfo = Adapter—>CurrentAddress,
ulBytesAvailable = ullnfolen = ETH_LENGTH_
OF_ADDRESS;
break;

T I F & MR IX zh A FANdisMRegister
Minipor t3R:EMECHERREE 4. B
MNERERRLERS REEHEHXNRE
RPe], Mo TR F A5 B 112 04 SE 3 X X A4
EERE BN ek B AENdIsMRegister
MiniportgR B R B R A3 20T

NDIS_STATUS

NdisMRegisterMiniport(

IN NDIS_HANDLE NdisWrapperHandle,
IN PNDIS_MINIPORT_CHARACTERISTICS
MiniportCharacteristics;

IN UINT CharacteristicsLength

)

EREZEWP NDIS_ MINIPORTL
CHARACTERISTICS EREINT:

TUEHX B 2REE B LA
AR FX R AR RAM TR

 NDIS_STATUS MPQueryInformation(

N NDISJ{AND[E MlmportAdapter(bntext.
IN. NDIS om 0id, ~
‘ InfofmatmnBuffex, -

~IN PVOD
~ OUT PULONG Bythntten,

~~--OUT PULONG

| G

X EEIEFFAEEntry Poin th9RHR A
A7,

~ NdisZeroMemory(&MPChar, sizeof(MPChar)y
MPCharMaprNdistsson L&PMS_MAJOR_
 VERSON, ,
; ji!VIPChm‘MmerNdlsVewm
' :iVERSIONy

MP.NDIS..MII‘JOR_

. MPChar.QuerymfmnonHandler
MPQueryInformahom .

, DBGPRINT(MPJDUDy C’Callmg
~ NdisMRegisterMiniport-\n')
Status = NdisMRegisterMiniport(
NdisWrapperHandle, '
&MPChar,
. sizeof(NDIS_MINIPORT._ CHARAC’I‘ERISTICS)):

typedef struct _NDIS_MINIPORT._
CHARACTERISTICS {
UCHAR MajorNdisVersion
UCHAR MinorNdisVersion;
UINT Reserved;
' W_CHECK_FOR_HANG_
HANDLER CheckForHangHandler;
W_DISABLE_INTERRUPT_
HANDLER DisableInterruptHandler;
W_ENABLE_INTERRUPT_HANDLER
- EnablelnterruptHandler;
W_HALT_HANDLER HaltHandler,
_W,HANDLE_NTERRUPF_HANDLm ‘
Handlektterruptl-landler; ; . .
W_INITIALIZE, HANDLER ImnahzeHandler; .
W_ISR_HANDLER ISRHandler,
W QUERYJNPURMATIONJ{ANDLER
QueryinformatwnHandlen .
W_RECONFIG’{SRE_HANDLER meﬁgureHandler;
W_RESET_HANDLER RaaetHandler; .
W_SEND_HANDLER SendHandler,
W_SET_INFORMATION_HANDLER
SetInformationHandler;
w TRANSFEILDATA_HANDLER

TransferDataHandler;

XANEMFEREBFERE & TRBEAMNR
EFBGFRMNMND | ST XEFJLANMELL
BHERHEREE— Nntermediate LayerdK
MEENKS LB K% KHIR 30 8], 1
P,

C (RERLR) 201 1K ERA(LAM) “
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ZE#, 5e fiMiniportAdapaterContextZ| 3 {17F
ﬁi)fﬁﬁ“f"é CRealgk e

NDIS_STATUS

MiniportInitialize(

Protocol Xxx-Media X OUT PNDIS_ S’I‘ATUS OpenErrorStatus,

OUT PUINT SelectedMedmmmdex

IN PNDIS_MEDIUM MedmmArzay,

IN UINT MediumArraySize,

Miniport Xxx-Media X IN NDIS_HANDLE MiniportAdapterHandle,

IN NDIS_HANDLE =WrapperConfigurationContext
)\ B

RHRNRELAT AR FAES
BHYMAXMD e Initaliz B HRBRATH
T HOXAM a pROBUIR. UL SN BATRH A — 4 KI5
B 5 B E IR 1L SR X — I
TThuckfys 1 AT 77 B4 3870,

Miniport Xxx-Media Y #pragma pack (push, 1)
struct TThunk

{

UCHAR popeax;
UCHAR push;
ULONG addr;
UCHAR pusheax;
UCHAR push2;
ULONG addr2;

NIC UCHAR ret;

h

A #tpragma pack (pop)

EXBRESELENS—PNXHEMIEKRE BERMNNERESREFBS AU TR
Kﬁﬁﬁ‘fl‘lﬂlﬂlﬁtﬁmﬁﬁﬁﬁ%i@ﬁﬂﬂ" ook, NDIS_STATUS NTAPL MYNGWMW
i REG R 7 % FE#NdisMRegisterMiniport NDIS HANDLE NdisWrapperHandleIN PNDIS_

ERARGREMTEFEREBLYRAMNE | MOPORT CHARACTERISTICS Mmm‘m“‘m“sw

B &€ AfMiniportCharacteristics &M #IFEAT UINT{

Transport
Driver

Intermediate
Driver

SION

NIC Driver

EE‘J@&E@H’H&%@W»}ETEE’]&& . //if(status == ND!S STATUS SUCCESS)
NDIS_STATUS
MxmportQuerymfonnauon( T’I‘hunk * Thmk = (T’Fhunk*)ExA]locatePool(Non

PagedPool,32)

Thunk—>popeax = 0x58&

Thunk—>push = 0x63; :
Thunk—>addr = (ULONG)MiniportCharacteristics—
>QueryInformationHandler;

Thunk—>pusheax = 0x50,

Thunk—>push2 = 0x68;

IN NDIS_HANDLE MmportAdapterContext,
IN NDIS.OID Oid,

IN PVOID InformationBuffer,

'IN ULONG InformationBufferLength,
QUT PULONG BytesWritten,

OUT PULONG BytesNeeded

) Thunk—>addr2 = (ULONG)
F 1R 4EE ZIMiniportAdapterContext, B MyMiniportQueryInformations
B BB 4 405 MContextF#K Bit— A Map wm"ﬁ ek
5 N = i RS M -
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!

NDIS_STATUS Status =

DNdisMRegisterMiniport.pTrampolineFunc(NdisWra
pperHandleMiniportCharacteristicsCharacteristicsLength)

DbgPrint("MyNdisMRegisterMiniport Status =

0x%08X \n',Status)

return Status

}

L ERM RS T — 1 RERENS
H— HEAFARXIFERMNATUERARER
BEBHMABEBEIMapETEERT REX
HABMT:

XA TN 2 A B — B x86 /L 2R 48, H X
B4 82 39 A& #2 AMiniportCharacteristics—>
QuerylnformationHandler XA
MiniportCharacteristics—>QueryInformationHandler
BRHR S EERTRMNERMVFB REHR
FR% BIEIFHRE.,

BRIMNkBEXRVBWB.ELREMp o p
e a x¥AAENREMUMS t a c k FEHEK
F|F1Fa%e a xh(r e c a | | 7Ex86FIFBE LA
call AABRRE. H# NBIRREASS tackln
HHEBNERENEEMU) AEHREN
QuerylInformationHandleri@iFPush$g 4 [& Z|Stack
d 3ERIA % 2le a xAIRE U R IMAS tacklin
W EEITEEETLEIJmp fRelative Address
HIBR A Flpush imm32  /retfy75 A 83 MNAYE
jAMyMiniportQuerylnformation A F Bk EI %
HE F 2 X /NEH& EMyMiniportQuerylnformation
ARBMNAOBAAFTIT:
Stack top o
Esp + 0 Caller Returning Address Of
QueryInformationHandler
Esp + 4 Origin Address Of
QueryInformationHandler
Esp + 8 Arg0 —> MiniportAdapterContext
Esp + C Argl —> OIC

Bottom

Bl 2 13k B ATRES I TR

NDIS_STATUS NTAPI
MyMiniportQueryInformation(
TMiniportQueryInformation *
PrevMiniportQueryInformation,

IN NDIS_HANDLE MiniportAdapterContext,
IN NDIS_OID Oid,

IN PVOID InformationBuffer,

IN ULONG InformationBufferLength,

OUT PULONG BytesWritten,

OUT PULONG BytesNeeded)

{
NDIS_STATUS Status =
PrevMiniportQueryInformation(
MiniportAdapterContext,
0id,
InformationBuffer,
InformationBufferLength,
BytesWritten,
BytesNeeded)
DbgPrint("Status= 0x%08X,
PrevMiniportQueryInformation = 0x%08X
MyMiniportQueryInformation Oid :
0x%08X\n"'Status,PrevMiniportQueryInformation,Oidy
if(Status = NDIS_STATUS_SUCCESS)
{
if(Oid = OID_802_3 PERMANENT_ADDRESS
| 0Oid = OID_802_3_CURRENT_ADDRESS)
{
PUCHAR P = (PUCHAR)InformationBuffer;
DbgPrint("Mac ; %02X %02X %02X %02X %02X
%02X\n",PlOLP{ILP[2} {3} P{4LP{S]s
*BytesWritten = sizeof Mac;
memepy(InformationBuffer,Macsizeof Mac)
//return NDIS_STATUS_SUCCESS;

-

3

return Status
}

BRMNELRARARBRE MRRAB AN LR
EEEZRMNEBEMO I diFER MRE T IBIE. &
ERMNBELACHH o o kRIBEHREENF
IRFNFIE L Z BT TSR BA ARKEKRIET.

BMNAGENL+TRBETHTHMac
4 A3 8B X AR RE B IR E ERENFA
PRI EXRERFEBRMactb I AT RE
XEFLIRELZHET EEHNFEXRIX
AR R AIM a c it i, B A1 72 7R 18 B R IR =AY
BRTREEZEREEXN. THHKEMASample
NIC Driver4t#33& 15 Aja) &

// Read NetworkAddress registry value
// Use it as the current address if any
if (Status = NDIS_STATUS_SUCCESS)

{

NdisReadNetwork Address(

U mene) 20wz (TN
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&Status,

&Network Address,

&l ength,

ConfigurationHandle)

// If there is a NetworkAddress override
*// in registry, use it

if ((Status = NDIS_STATUS_SUCCESS) &&
(Length = ETH_LENGTH_OF_ADDRESS))

{ .
if (ETH_IS_MULTICAST(Network Address)

| ETH_IS_BROADCAST(Network Address)

| IETH_IS_LOCALLY_ADMINISTERED
(Network Address))

{

DBGPRINT(MP_ERROR,

("Overriding NetworkAddress is invalid — %02x—
%02%x~%02x—%02%x~%02x—~%02x\n",
Network Address0], Network Address[1}
Network Address[2],

Network Address[3] NetworkAddressi4],
Network Address{5D)

}

else

{
ETH_COPY_NETWORK_ADDRESS(Adapter—>
CurrentAddress, Network Address)
Adapter—>bOverrideAddress = TRUE;
}
}

Status = NDIS_STATUS_SUCCESS;

}

ACurrentAddressEHIMU TR E:

if (Adapter—>bOverrideAddress)

{ . L

ETH_COPY_NETWORK_ADDRESS(Adapter—>
CurrentAddress, Adapter—>PermanentAddress)
} i

X/ PermanentAddress 3R BIX T A 5B:

XEMFEIEREIMKRKRES
CurrentAddress ¥ = =z MRMN-F AR XA
W R ANk iz KA S CurrentAddress, Al

// Read node address from the EEPROM
for (i=0; i< ETH_LENGTH_OF_ADDRESS; i += 2)
{ )
usValue = ReadEEprom(Adapter—>PortOffset,
(USHORTXEEPROM_NODE_ADDRESS_BYTE 0 +
i/2)),

Adapter—>FepromAddressSize) '
(PUSHORTX&Adapter—>PermanentAddresdi]) =
usValue;

}

BEitRAdapte  BIEEMNREZ EZ
EEPROMIEIR R MBI R T HECH
i ERERRREEERH MR £ A
TREIEP a t ¢ hAf Rz AIRI-R 3R 3 Sk SC BT 3 1k A9
TR BEXHRE N LRE AR E EANT
ERSZIT.

AXHEEBNETHEEINDISEMZE
H— M RFEURRGESTM A Cibit FigFR
M ERHESNRNRZE. A A LRI

EAARtAXENARHTRANTE.

(B4R A LR HK DO L
& FIEETER), /),

BT EAIIR.VC
34233, Hook ObcreateObject HF28IR

Hook ObCreateObjec
SCB B ¥ 3 12 el

/B HEE

Bt RERAMEBHERNTERIF
£ Fh 4&SSDT Hook NtCreateProcessEx,

www.hacker.com.cn

B (m=vs) 0t ERa®)

inline Hook ObReferenceObjectByHandle%s
FERLMELRENR AL EN LR
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RMTIESR i n Q3EBARRBFRIFMERM —
REBR2EINEMIEL. AE LEHFR KKK
—HERNEREFEEEKSER i n g3EX
MARKAXN EEHBECE.LTHH oo k
ObReferenceObjectByHandleZ A2 L &N
LB ZERXEEEN B —FAERS
MEHHE R,

=
BMNELERBEFEWindowsHENEIBTE,
R BT ERAEFE—MEBHRLKHook,

B ECreateProcess, ZedEUnicodefy IR iE
T.CreateProcessifi 2 CreateProcessA St

frECreateProcessAR BILASCIlIEFRiLik
i Unicode= 478 R IS 7t B HCreateProcess W,
Mm#&EUnicodefyIRiE R.CreateProcessif§f
Mt EEECreateProcess W, BTk &
CreateProcessWHhZid —R A4 5 R A1
& MBET K EIAATNtCreateProcess:;

NTSTATUS STDCALL
NitCreateProcessOUT PHANDLE ProcessHandle, IN
ACCESS_MASK DesiredAccess,
IN POBJECT_ATTRIBUTES
ObjectAtiributes OPTIONAL,
IN HANDLE ParentProcess, IN
BOOLEAN InheritObjectTable, ;
IN HANDLE SectionHandle OPTIONAL,
IN HANDLE DebugPort OPTIONAL,
IN HANDLE ExceptionPort OPTIONAL)
{
KPROCESSOR_MODE PreviousMode;
NTSTATUS Status = STATUS_SUCCESS,

PAGED_CODE()
PreviousMode = ExGetPreviousMode(}
if(PreviousMode = KernelMode)
( ,

_SEH_TRY
}

_SEH_END;

if(ParentProcess == NULL)
{ ; ,
Status = STATUS_INVALID_ PARAMETER;
}
else

{

DesiredAccess, ObjectAttributes,

InheritObjectTable, SectionHandle, o
' ~ DebugPort,
ExceptionPort) i
}
return Status

1

MNtCreateProcessfyiEREHFFR (1T LRI
EiEBTPspCreateProcess, AT X N & #k
AR SHRE Ho o kK H BRI AT I TR 114E
EETE:

Status = PspCreateProcess(ProcessHandle,

NTSTATUS
PspCreateProcesstOUT PHANDLE ProcessHandle,
IN ACCESS_MASK DesiredAccess,

IN POBIECT_ATTRIBUTES
ObjectAttributes OPTIONAL,

IN HANDLE ParentProcess OPTIONAL,
IN BOOLEAN InheritObjectTable,

IN HANDLE SectionHandle OPTIONAL,

IN HANDLE DebugPort OPTIONAL,
IN HANDLE ExceptionPort OPTIONAL)
; -

PreviousMode = ExGetPreviousMode()

if(ParentProcess = NULL)

{ ‘ ; .

Status = ObReferenceObjectByHandle(ParentP
PROCESS_CREATE._

PROCESS, PsProcessType, .

PreviousMode,

(PVOID®)&pParentProcess, NULL)

1
else

{ ‘
pParentProcess = NULILs
} L

if (SectionHandle }= NULL)
{
Status = ObReferenceObjectByHandle(Secti
onHandle,

0,

(RERL) 201 1L ERA (L) ‘-
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MmSectionObjectType, PreviousMode,
(PVOID®&SectionObject, NULL)

}

Status = ObCreateOb ject(PreviousMode,
PsProcessType, ObjectAttributes,
PreviousMode, NULL,
sizeof(EPROCESS), 0, 0, (PVOID#)&Process)

KProcess = &Process—>Pcb;

RtlZeroMemory{(Process, sizeof(EPROCESS))

Status = PsCreateCidHandle(Process,
PsProcessType, &Process—>UniqueProcessld)

Process—>DebugPort = pDebugPort;
Process—>ExceptionPort = pExceptionPort;

KelnitializeDispatcherHeader (&KProcess—>

DispatcherHeader,

i ' ProcessObiect,
sizeof(EPROCESS), FALSE),

MPspCreateProcessfyER 4 R8I (10T

__in KPROCESSOR_MODE ProbeMode,
/S RRRTEBELRK
__in POBJECT_TYPE ObjectType,
// ReRABHRH
__in POBJECT_ATTRIBUTES ObjectAttributes,
// HNRRE, FELRILEObAllocateObject®
// BHY0BJECT_CREATE_INFORMATIONS:H
__in KPROCESSOR_MODE OwnershipMode,
__inout_opt PVOID ParseContext,
__in ULONG ObjectBodySize,
// HRREXRDS
__in ULONG PagedPoolCharge,
__in ULONG NonPagedPoolCharge,
__out PVOID *Object
V4 18 ¢ £ 31
%

B & F&PspCreateProcessiff F§ObCreateObject
T E

Status = ObCreateObject(PreviousMode,
PsProcessType, ObjectAttributes,
PreviousMode, NULL,
sizeof(EPROCESS), 0, 0, (PVOID#)&Process)

MHEFETTILNEHCIE#HERObjectType
HPsProcessType E TR EL I Hook T

/ /Hook
void ulnit()
{

WMEZEIHBETObReferenceObjectByHandle,
ObCreateObjectPsCreateCidHandle,

KelnitializeDispatcherHeaderZ&—Z& %% —-asm
HOX BB EHRET I nline Hook L

KIRQL oldIrgl = KeRaiselrqlToDpcLevel(y

ObCreateObject, push eax
22 FRTA a8 3 T2 {8k AlCreateProcessW() > mov eax, cr0
NtCreateProcess() > PspCreateProcess() > bt
. mov cr0, eax
ObCreateObject()], pop eax

}

5 m

EEF TR RMNAARMAERHo KT,
S FHEObCreateObjectfy /R EUNE.

RthopyMemﬁry(ProxyP‘uncDa‘ra,HookFunc,S),

ProxyFuncData[5] = 0xe%

#{PULONGX&ProxyFuncData[6) = (ULONG)
HookFunc — (ULONGX&ProxyFuncData) — 5

#PUCHAR)HookFunc = 0xe%

#PULONGX(ULONG)HookFunc + 1) = (ULONG)
FakeFunc — (ULONG)HookFunc — 5

NTSTATUS
ObCreateObject (
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