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2. BFAIE— MR RERGSERE

ANRERTT LE G B B P B E M 4% B AR

3. Bh KGR0 M 4% 1 e
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1.3 A2HmR

1L ARENREREER

AT AR R AR B AT T 20 tH40 80 4E404], 1 James Anderson FTHAZH (it
S A U ) 2 55 ) R BN B — R R R A2 ) SCFE . Anderson KA
1R 5 SCAXE BRIV . BEMSBREARE . ATSEMATH. Denning £ 1987 4
BT —PMARRAURZHMBARR, B IR ANR RIS —F 2R 5 &5 E A
UEATT R e R AR RN R R Z 2 ERE R Y, AR X MR SR 7 i 4
B TAE.

FURT, 75 R 4% 2 4 U AN AR B il o Y AR 8 SR . AR A R IR B8 A 5 P9 4% W U ) 0 3
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NZRI Z 4 IDS (Intrusion Detection System) & —Fh it B K. FELEHE RS
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o HiTH RS WA B FAFLE MR
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FRIE A 5 25 bm e, NERIRZ AT UL AR Z AR, XE AR TSR
YRR TR VAR 4 2K

PR R A R W ARV, AR RS UG HET ENMARKN RS HIDS
(Host-based IDS) FIZE T~/ 4% () AR FL il R 45 NIDS (Network-based IDS). T EHLHIAR
R 7 G 223 3B AT TR ML L, B, A0 EHUR & R G B SO Bl R H
EXREING . FET MR NRRI R TR PR R b (2 it th
Okb), BWEERE. 0TS 4Rk KB AT SE .
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SRR AR BRI, 5 48 WS A E ARFF B AT A BT O R R SR, BT BA R A
SRR AEREAS I . FF 58 B NAR K00 2R S8 v Se MR 9 1 sE B i S kWA VR H AR E IEH IS LT
KT AAPRAE G HER, BN X A R YR E R T B & WS T AN IEEE
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F T2 AR i) J7 7548 %350 UCAE (Expression Matching). R&## (State Transition
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A Petri M55; HTRERNEITTEA G4 (Statistical Model Analysis) &R ST
¥ (Immune System Approach). fHZEM 4% (Neural Nets). & T ULHHr#EHE AW (Bayes-based
Analysis) F13ZfFR1EH1 (Support Vector Machine) %5, HAl, JLFEFrANLE %I MEIEIZHE
B AR AN 2= T AR X TXEHFERNAT, BSHSE PN,

Ak, REARKIREWSEHE ] U AEPAANRRMERLE . o0 ARNE R
REMESMRANREM RS . EHRE R BAR R 52 5 SR AE AT A2 A
5rRI, XEAFHETIER.

WEEEUHRE, ARZEEENBREI RS BT HAS T BRI RSN 7 LA E, %
HEAARFMMSMER S, FEHEREME IS5 R B AR B AME .

1 NIDS ALk, HIDS B 2R N2 M MARIT A, AR EET), vJUAFE
X W AR ML) AL, SRR B S A R W SRR, O] H T AT AT, Al
PERESZ LR LR L MR/ . HIDS FSk SUR o AR BRI R, X3 Bm IR i ik B Uk,
HEETRENRIERG LG, TBMAMEZE, RIEERE. A HIDS fHEk, NIDS 1L A
EREED, RAERGHEFERE, RlljaEE D, o] DR R I 3075 2 35T M 450 15 T
VORI K, W ITEEHMEN L, S#EERP EVNEERS TR, HA N
RPN TEIR . HOR S REEGIMFERIIE T, T SCa AR, 10 7EAC 8 M 45 iKFF
BT, fETHE, RlMEZMNERELHEN, BETANEGERMARITAE.

ETR M AR R 2R G5 558 vE A b A I B CARRUE IO Bty , B TR B ok S0 ) B AT
H, HwIRFE (False Negative Rate) fhii: A TREMANRRN RS AA RMAMBGIT N
HIRE 1, 1BAE(EIR#RZE (False Positive Rate) i i IR 01 K )

RIEHE RS0, NGRS Z K, KX e KBS B g TR & 5
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SR B I AR B . R IR A BRI R G2 IRKFHR T % . KSR IR L
IO, DU P AR S ELAME, Oh e i 2 R R R R AR 4T T 7R
HFIET.

3. NEHARGEFE BE

ANERI RGN EEMZ 22T R, BREL T 20 LEKKRE, (BIRE T RER B,
BFAERSHFECENM . HAl, FEMREAWTILAJTH:

(1) RI|AEIN=E

iR3R (False Positive) B2 N R R G2 ML ENL_EFTRERIER F4RFANER
HMY, HrEERE, KR (False Negative) iR RELCERET AR, MARRNR
G R B H .

(2) BEFBAELUSH

ABRRMARGESERNEAERT &R EFEL, HEEEEKXR, RFXERER
BEREEXBAERKERRE B ULRREBIHATEER, FEMELLE AN RIRHENTIX
S5 BHAT 0T, SR AT IER R R gk .

(3) DA HAth & & BE S

HRENEE, BRAXZHHARRURAZ B TFRHBRERFEE, FitzeR
g (WP KA HATES), XTHRE IO LT AR B &R B B 5B F T 5.

(4) FELAFRE

—RB, ETFENMARRN AR LEAER R R EN L, XSMERP ENH R
H, ERRGHERTRE: ETMEHANRRN RS EMNME P RELFERHTRN . £
EIAE T, NIDS H)#8E AL B BEZE RUER I Bk B A M ARG, (7 Gk # 215k 8 4F
M B R — RN EE . F5h, AT BRI T REAE R EIE WL HET IDS
B E o s e 9] R

(5) AHFEZERE

AR ARG ZITHFEMAGHSHFERZERE. PEEARE, ANERIURKN
R BAREN S TR AR EFIH, XEEREABREMREH ZERE.

14 ARIBMNEAR

1. ARG RS REER

NAR A 5 A wi B2 AR S ) R, A AR AR DU AR AN AR 5 B R SR AU, RIRF N
RRENAZRGFEE NN A GeE Mt LR L 2B UET, AMNEEBARBN RS
EANBRIMARZG N —5, Lk b, BEREEMX, M. HEEHRR. hREL
FHENX S, ERMAEITZEBHERAAE. rE@EdxmRAEEREN>RERREIE
AR, FEEINARRENMESELEFIAELARERE, REMARIEHITEEN
s, EFRFBRFREMEB.

AN{ZWEMY. (Intrusion Response) HtZTERMEBAMBINGR G, X AR BT KB 18 7 F1
T8, XEITHMEREN THEKEANRRERT, BREAT BARKHLEN. sedfin
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FAtE. A2WiN &% IRS (Intrusion Response System) #fi /& SEHEA (R W B 8K fFER AR . B A
HERGE. NRBWNAFEERTT:

o MABMEE, WA EMMXELEEEAREARKE. HEN T NAFEEREM
BER RIEHFHHMFIRGES.

o XWHEAFMILF. BIRE LT R HEMHIT AR, ETEEANFHOITS
BfE.

o STANRKIFEE SPHKT. X IEEREMNZHITIHRGE SN, CIFHIEANRBERE, BribA
BRI R RAERTERIIBK. BESHEERERET ENRTE (WREEAR
WL BEHARRS. WA SR, Bl kA%, hEETRER L (A
VLAN &5 i e BEBT . Bl Kk i FEL TR AT bl s 1 FELBT S50

o MAREK X Riti. BAN KIFBEE LSS . RENKTE. BEREE
DMER B FBEHATh, EBRRPREREH P MERERSG# 0] URILAAR & 7E M 45
R E; RBGETEEEQERA REFLEGFR (W DoS Bidi). R thia sz ik
BEHERAR, ROAEEMEHK.

WAk, m R AR F S B FE X AR BT & i R IV SR . X R BTGIE S T 4.

PR SE e ma NS ) B AR RE, ANRMIN RS AT LA A AN REE . Fahmi RS
MBZWN RS, BN RAER T REARHRE, SNREILAmNER; EFhmNR
girp, EHARBEREFEHAATRN R, Ik Gn i R N 8 Ik B A K e
FEFFHIT: BN RS AT UL H CARERE S IEOUEEI T 0 P R R, 6 HE 43 B W S MR AT
BIHIANRWN RGNV EERR, EHITARWN RN EERE M. FTEL, BIIARW
IVE5-% =¥ 175 NI =

2. NRNaRZ ARG 7FAE B9 161 R

Curtis A. Carver Jr. G &%t 56 NARRMRGEHAT TR, A 18 NREH BIHARWMN
Pl 763X 18 MAMARMMRET, 14 MR T FRLMFFSHNLREE, RA4
NMRGREZ AR FZ AT REHER, RRESEAWNIER. BT, AEEHEBA
RN REENNBRRIWRGEN—57, SR ESGRRMER, XEmENREEY AL
HAREE, e B 2 A A e S A S R B B R TR e, W R IR I (AR, AN RE AR B i
RIBNAZ T KB WS . Bh A\ AR W . 2R G A2 W W 38 B bl . B R MmN R 48, HHERA
NRWINY RGN AR T e B ) B, L e Y ok SRASRY 22 SR F T SRR A MR O v
RZHER, BEMNEENZE, ARBEZEWNKARESENEAIRNZBFXR, &
iz A ma . SRR SR SEELZ Fhma Y. H (1. AT 4 FIEATHE B 3h A\ (R Wi S ) i) 550 fig
WITE
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BAE R BT A R R BT IR, A 23 0T LS R v LR S 2 2 R,
BV R AR AR . IR R SR A TR SR R X S e M A A



