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Unit 1 Cybersecurity

Text A

BioVault Locks Up Biometrics

1. If a user, a web customer say, wishes to send a message or other data to another user, an online
shop, over an unsecured network, the message must be encrypted to avoid interception of sensitive infor-
mation such as passwords and credit card information.

2. Encryption relies on authentication being symmetric to work. In other words, the user’s password
or PIN must maich the password or PIN stored by the online shop to lock and unlock the data. This is be-
cause encryption systems use the password or PIN to produce, or seed, a random number that is used as
the cipher for encrypting the data. If the passwords do not match exactly then the seed will be incorrect,
the random number different and the decryption will fail.

3. One way to avoid users having to remember endless, complicated passwords is to use biometrics,
including fingerprints, iris pattem, face recognition. However, biometrics is not a symmetric process.
The initial recording of biometric data samples only a limited amount of the information, the pigment pat-
ter in one’s iris, for instance. The unlocking process then compares the iris pattern, or other biometric
“token”, being presented for access with the sample stored in the database. If the match is close enough,
the user can gain entry.

4. The reason for this asymmetry is that any biometric system takes only a digital sample of data
from the fingerprint or iris, for instance. Moreover, even the legitimate user will not be able to present
exactly the same biometric data repeatedly. The close enough aspect of biometrics does not make biomet-
rics insecure, provided that the closeness is very precise, but it does mean that biometric tokens cannot
be used to create a secret key for an encryption algonthm.

5. Bobby Tait and Basie von Solms of the University of Johannesburg, Gauteng, South Africa, ex-
plain how biometrics can nevertheless be used to make a consistent secret key for encryption.

6. In conventional encryption, if Alice wishes to send a secret message to Bill, then she must en-
crypt the message, whether it is an email or credit card details transmitted from her computer to the online
shop. In order for the encryption algorithm to provide cipher text that is random, a secret key must be

1



provided. Alice and Bill must share exact copies of their secret key for this to work.

7. Aside from the asymmetry in biometrics, this approach will not work because Alice and Bill can-
not provide the same biometric token to encrypt and decrypt the message. Now, Tait and von Solms have
used the so-called BioVault infrastructure to provide a safe and secure way for Alice and Bill to share bio-
metric tokens and so use their fingerprints, iris pattern, or other biometric to encrypt and decrypt their
data without their biometrics being intercepted.

8. The BioVault encryption system works as follows:

9. In phase 1, Alice identifies herself to the authentication server, and indicates that she wants to
send an encrypted message to Bill and requests Bill’s biometric key from the server.

10. In phase 2, the server retrieves a random biometric key from Bill’ s stored biometric keys.

11. In phase 3, Alice uses the biometric key to encrypt her message and sends it to Bill.

12. In phase 4, Bill receives the message sent by Alice, and decrypts the message by testing the
biometric keys in his database against the received cipher text.

13. The fact that each biometric key (data) is unique means that the BioVault system can irrevoca-
bly identify and authenticate users through their biometric keys (data) and detect fraudulent use of bio-
metric keys.

14. Tait adds that the same approach could also be used to digitally sign electronic documents,
files, or software executables using biometrics. He will be presenting the team’ s results on this aspect of
their work in the UK at the beginning of September. “If passwords or tokens are used for authentication,
only the password or token is proven as authentic—not the user that supplied the token or password,” he
explains. “Biometrics authenticates the user directly—this was one of the drivers behind the BioVault de-
velopment . ”

(http: //www . sciencedaily . com /releases/2009/07/090731085817 . htm. )

Glossary

biometrics [ baiou’ metriks ] a branch of biology that studies biological phenomena and observations by
means of statistical analysis n. 4 ¥ E2E

encrypt [in’kript] convert ordinary language into code v. 1%

interception [ into( :)’sepfon] the act of intercepting; preventing something from proceeding or arriving
n. B, B, B, Bl ER, g0

authentication [ o:0enti’keifon] validating the authenticity of something or someone n. ERH , %€

symmetric [ si’metrik] having similarity in size, shape, and relative position of corresponding parts adj.
Xf BRHY

cipher [ ’saifs] a message written in a secret code n.#5S
.2 .



iris [ ’aioris] muscular diaphragm that controls the size of the pupil; it forms the colored portion of the eye
n. STHE

token [ 'tauken] an individual instance of a type of symbol n. F{E,iC5

asymmetry [ e’simotri ] a lack of symmetry n. A¥IFR

insecure [insi’kjua] lacking in security or safety adj. REEHY

algorithm [’ algeridom ] a precise rule (or set of rules) specifying how to solve some problems n. B

decrypt [ di:'kript] convert code into ordinary language v. %,

infrastructure [ ’infro’straktfo] the basic structure or features of a system or organization n. FERHZEH,
FERR IR

retrieve [ri’tri:v] get or find back; recover the use of v. H{[H]

irrevocably [i’revokobli] in a way incapable of being retracted or revoked adv. ASEEERIH ML

fraudulent ['fm:djulant] intended to deceive adj. BRVERY , A LR, AUREER

Exercises

A. Fill in each blank with one of the given words in its correct form.

retrieve  identify  legitimate  consistent  token
insecure  fraudulent  irrevocable  decrypt infrastructure

1. In the wild, New Caledonian crows use a range of tool types for extracting invertebrate prey from holes
and crevices, and in captivity, they have been shown to make, or select, tools to food re-
wards.

2. The result is that the resource, whether it is a website, an email server, or a database, cannot re-
spond to traffic in a timely manner and so essentially becomes unavailable to users.

3. The study, authored by a professor at the Rotman School of Management at the University of Toronto
and his collaborator at Northwestern University, calls such individuals “ contributors” ,
people who contribute all the time, regardless of others’ choices.

4. At any given time, as many as 18 percent of those surveyed felt about their jobs. But only
about 5 percent of respondents in the first survey and 3 percent of respondents in the second survey re-
ported feeling anxious about their jobs both times they were interviewed.

5. The agencies are also advising operators of offending web sites that they must take prompt action to

correct and/or remove promotions of these products or face enforcement action.

6. A number of prominent politicians, including Sen. Edward Kennedy, who wrote a foreword for her
earlier book on school , strongly support efforts to fund much-needed school repairs, remod-
eling and rebuilding.

7. For instance, during a concert, when the sound of the crowd mixes with several instruments, our brain
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