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Unit 1 Internet Crime

I. Warm-up
Lead-in questions

1. What is an Internet crime?
2. What are the major types of Internet crimes?
3. Have you ever experienced any Internet crimes?

If yes, please list some of them.

Vocabulary Preparation

Work with your partner to match the English words with the Chinese ones.

1. cyber-crime a. ¥Ehi
2. domain name b. “H%H "R
3. copyright piracy c. IWRYLILSE
4. junk mail d. B
5. worms e. EAK
6. attachment f. M4k
7. PDA-Personal Digital Assistant g WA
8. anonymous h. B
9. update i A
10. website jo BIHRF
Il. Conversations
Sample 1

(A foreign businessman is reporting a case to a Chinese Police Officer. )
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Foreigner: Excuse me, Officer. Can you help me?

Police . Oh, yes. Could you tell me what really happened?

Foreigner: Just now I found all the money in my credit card was gone. I
don’t know who has got my credit card number and the password.
I’'ve never given them to anybody.

Police ; Take it easy. Did the person leave any message or any kinds of
trace?

Foreigner: Yeah. Today I got an e-mail from a person named Everlasting.

Police : Everlasting? It’s him again.

Foreigner: Who is Everlasting? You know him?

Police ; Yeah, quite well. He is a notorious hacker who has sent the
same e-mail to over 1, 000 people. The aim of the malicious e-
mail is to lure the user into clicking on a particular site or
attachment. The criminal use all kinds of schemes to reel the
user in. The purpose of these schemes is almost always to get
your financial or personal data. And what is worth mentioning,
the hacker is only 17 years old.

Foreigner: 177 Really? I can’t believe it. Can a 17-year-old boy commit
such a serious crime?

Police ; It’s possible. Technology is already changing the way criminal
operates.

Foreigner: If that is true, then the Internet must be a dangerous place to go.

Police : So you must be careful next time. Don’t accept the e-mails from
strangers.

Sample 2

(A foreigner is asking a cyber policeman for help. )

Foreigner: Excuse me, Officer. My computer
doesn’t work.

Policeman: What’s wrong?

Foreigner; I turn it on, and I can’t open my
files.

Policeman; I'm afraid that you have got a virus.
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Foreigner:

Policeman ;

Foreigner:
Policeman :
Foreigner :

Policeman ;

Foreigner:

Policeman :

How could that happen? Could you tell me something about a

computer virus? -

Oh, yes. It is actually a special procedure, but it is ruinous. Do -
you have any other questions? “

What’s the Trojan horse?

It’s a hacker jargon. It is a kind of viruses sent by some hackers.

What can I do to prevent it?

To protect your computer, you should use the new anti-virus
software and update it regularly.

Thank you.

You are welcome.

Words and Expressions

password
trace
notorious
malicious
scheme
commit

file

virus
procedure
ruinous
jargon
credit card
take it easy
lure into/to

reel in

Task 1

[ 'parswaid ] n. A,

[ treis | n.  JEb, EEib
[ nou'torrios | adj. RZHEER
[ ma'lifas ] adj. EFEW, EBEN
[ skizm ] n. B, It
[ ko'mit ] v.  JR(FR), BHER); BR; Kk
[ fail ] n. Xf#
[ 'vaioras ] n. ks
[ pro'sizdza] n. TR, 28,
[ 'ruinas | adj. SRR
[ 'dzaigon ] n. fTiE
n.  fEHFE
HE =
B, 515
Wk

Discuss the following questions in group.

1. What are the common ways for the hackers to steal other people’s personal

data?

2. What kind of personal data does a hacker want to get most?

3. What do you usually do when you withdraw some money on an ATM?
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T lgz,g
Talking about the following questions with your partner.
1. Do you know any Internet crimes committed in China? What are they?

2. Could you list some specific measures to prevent the Internet crimes?

Prepare a 2-minute role-play.

Suppose it is at the airport.

Student A You are a foreign visitor from the Australian Police, you will be in
China for 1 month studying cyber crime prevention tech-niques.

Student B You are a Police Officer who has been assigned to meet the foreign
guest and help him with any problems he might have in cracking
down the Internet crime.

Student C  You are a Police Officer who has been assigned to share the
information about international Internet crime with the foreign
guest during his 1 month stay.

Task 4
It is important when you ask a ‘ FOLLOW UP’ question to show interest.
Follow the example to write more follow-up questions.

e g
A: Where are you from?
B: Australia. A: Oh, Sydney or Melbourne?

1. How long are you staying in China?

2. Have you been to China before?

3. Do you like Chinese food?

4. Can you speak any Chinese?"

5. Did you have a good journey?

You have 1 minute to ask as many questions to your partner to get as much
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information as possible (remember to use ‘ FOLLOW UP’ questions). Report to

the class with your partner.

I1l. Reading Activities
Passage 1

Pre-reading Questions.
1. What are hackers?
2. Why are hackers interested in the Internet?
3. What do hackers usually do when they surf the Internet?
4

. How can you defeat hackers?

Hackers

Until recently the chances for criminal activity on the Internet have been low.
However, business done on the Internet is growing rapidly, as people order goods
and other products and make money deal. All this is a strong temptation for
hackers.

Hackers are often young people who are deeply attracted by computers. They
use them to surf the Internet, looking for ways to break into computer systems run
by banks, telephone companies and even government departments. They look for
examples of credit cards and try to steal the numbers.

Recently in America, hackers have been caught testing the security system at
the Pentagon—headquarters of the American Defense Department. But still the
hackers insist often daringly “because it’s there” although with what success
nobody really knows.

Hackers seldom admit to a successful break-
in. The first sign of a security breach may be
when a customer discovers a fraudulent money
deal on a credit card account, and it is hard to

discover it.

“ You just don’t give your credit card out to
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anybody”, says Michael White, multimedia product manager for Clear
Communications, “and in the same way you should regularly change your credit
card entering number, you can defeat hackers by regularly changing your Internet
password. If you don’t, it’s like leaving the bank vault door wide open. ”

The warning against hackers is out there, and the answer is obviously to
choose tricky passwords and change them frequently and to watch whom you pass
your credit card details to.

Words and Expressions

hacker [ 'heko ] n L figi 2R %

temptation [ temp'teifan n ek

security [ si'kjuariti | n. gL

Pentagon [ 'pentogan | n HARRE, EEEDH
headquarters [ jhed'kwo:toz ] n B

daringly [ 'dearipli ] adv. K ABHL, B5EUH
fraudulent [ 'fro:djulont adi. IRIRTER), EXVEMERY
multimedia [ 'malti'mi:dja ] n. ZiEK

tricky [ 'triki] adj. WXER), BEARE), BEH

After-reading exercises

Task 1
Choose the best answer to the following statements.
1. Now Internet crimes are likely to be
A) declining B) increasing
C) the same as before D) doubled
2. According to Michael White, if people seldom change their credit card
entering number,
A) they are leaving the bank vault door wide open
B) their cards will be stolen by thieves
C) there will be fraudulent money deals on the card
D) it will be difficult for hackers to use their cards
3. The passage is mainly about .
A) the growing Internet business in the world
B) hackers
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C) credit cards

D) crimes
4. The word “tricky” in the last paragraph probably means
A) difficult to handle B) easy to deal with
C) false D) suitable or correct
5. Which of the following is NOT a way to safeguard people against hackers?
A) To change credit cards regularly.
B) To use tricky passwords.
C) To change passwords regularly.
D) To watch to whom the credit card details are passed.
Task 2
Match the following words with their definitions.
A. criminal ( ) all the small aspects that something has
B. temptation  ( ) a secret word to get into a room, building, or area
C. security ( ) made with the intention of cheating someone
D. fraudulent ( ) safety from attack, harm, or damage
E. defeat ( ) to make someone believe something that is not true
F. password ( ) a strong feeling of wanting to do something
G. trick ( ) to win against someone in a game, fight or election
H. detail ( ) relating to illegal acts
Task 3

Fill in the blanks with the correct words, changing the form if necessary.

e o S A

’ temptation tricky publish crime headquarters details l

Don’t worry too much about the

He didn’t realize that he had committed a

He likes writing novels, which has never any.

When I pass by the KFC, I can not resist the of hamburgers.
Where is the of Scotland Yard?

No fox can cheat a clever hunter.
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Passage 2

Pre-reading Questions

1. Why is the Internet so popular?

2. What do you think cyber police can do to prevent on-line crimes?

Cyber Police in Shenzhen to Curb On-line Crimes

SHENZHEN, May 15 (Xinhua) — China’s booming special economic zone of
Shenzhen leads the country in putting up cyber police to curb on-line crimes and
the spread of hazardous information.

The local police authorities said since the cyber police
appeared in January, the amount of hazardous information at
the city’s major portal websites has reduced by 60 percent.

Since January, cyber police “ Jingjing”, a cyber
policeman, and “ Chacha”, a cyber policewoman, have

performed their duties at major portal websites. Both had

cartoon icons on Internet.

Cyber police were allowed to perform their duties in three aspects. Firstly,
“Jingjing” and “Chacha” patrol at some areas with frequently-occurred cyber
crimes to give warning to cyber criminals.

Secondly, netizens can find, by clicking icons of “Jingjing” and “Chacha” ,
information on rules and regulations of cyber space management and typical on-line
crime cases.

Their third function is service. “Jingjing” and “Chacha” are responsible for
receiving on-line crime reports from netizens and providing legal consultations
concerning cyber crimes.

Shenzhen has about 4 million netizens and more than 5, 000 major websites,
400 of which support cyber forum and chat rooms. With rapid website
development, online crimes, such as on-line stealing, cheating and gambling,
have become rampant.

Up to now, “Jingjing” and “Chacha” have received accumulated 100, 000

clicks, provided more than 600 legal consultations and received more than 1, 600



