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Major Business Initiatives
Gaining Competitive Advantage with IT

OPENING CASE STUDY:
NONPAID, NONEMPLOYEE
COLLABORATION: A NEW
BUSINESS MODEL

Collaberation, as most traditional business people
think about it, is getting employees together and
having them work in teams to create a solution
1o a problem, take advantage of an opportunity,

violated an important rule of one of the world's oldest
industries, the mining industry: Dont let anyone
ekse see your geological data on a piece of property.
Further, Goldcom put up $575,000 of prize money for
‘ontest participants who submitted the best ideas.
Shortly thereafter, submissions from all over the
world overwhelmed Goldcorp. Scientists, engineers,
graduate students, military personnel, university
professors, and many others—none of whom were

or address an issue. Some of those
business people characterize themselves as *inno-
vative,” because they give employees IT-based

of Goldcorp—submitted over 1,000
ideas. Were the ideas any good? Yes. Since the start
of the contest. 8million ounces of gold have been

A teen sha S5000 .

‘OPENING CASE STUDY:

IS YOUR SOCIAL SECU"?ITV NUMBER

‘WOl

The answer for many people is yes. But they're not
referring to the worth of their own social secu-
rity numbers; they're referring to how much they
are willing to pay for your Sodial Security number,
And they're willing to pay for other data such as:
$490—credit number and PIN.
$78-5294—billing data including account
number, address, birth date, etc.
$147—driver's license number,

RTH 5987

$147—birth certificate.

$6-524—credit card number with security

code and expiration date.

$6—PayPal logon and password.

The Information Age in Which You Live
Changing the Face of Business

company for retail outlets including T. J. Maxx,
Marshalls, and HomeGoods—reported the infiltra-
tion of its identity management systams, which may
eventually affect over 40 million customers

By some accounts, the black market for identity
information is now a billion-dollar-a-year industry.
Transactions occur daily with the buying and selling
of identities, credit card information, and even bro-
kerage accounts, One man stole numerous online
brokerage accounts and used them to employ the old
“pump-and-dump" stock scam. With his legitimate
personal account he bought many shares of a penny
stock. He then used the accounts he'd stolen to buy
more shares of the same stock, which raised the price
significantly. He then sold the shares in his legitimate
personal account for a tidy profit of $82,000

In today’s digital world, computers can be used

CLOSING CASE STUDY ONE

You Are Your Own Worst Enemy

In this chapter’s i study, the
importance of information security. While there will be
many outside your organization attempting to bresk
into your identity management systems o steal infor-
rmation, people inside your i
will be helping. Inside? Who? More than likely, you

of at least members of your generation (assuming you
are a typical college-age student—if you aren't, no
offense intended).

At least three different studies have been per-
formed whose results indicate that employees 28 years
of age and younger—Millennials, Generation Y, or Gen
Y—engage in online activities while at work or using
company technologies that create information vuiner-
abilities for their own organizations. What's happening
is quite simple, but very dangerous. Gen ¥ employees
are downloading and/or using nonsanctioned IT tools
while at work or using company technology. These
“nonsanctioned” tools include instant messaging,

o jes, social sites, and

company

opens a door for hackers and

data thieves to enter unnoticed into your organiza-
tion’s information assets. While most peaple would
never knowingly allow this to happen 35 a result of
their actions, Gen ¥ (and others who participate in such
activities) are not even aware of the potential compro-
mises they are causing. Here are a few statistics from
those three studies

* Accenture study—The following percentages of
18- 0 22-year-old employees use technologies
that are not supported by their employers:
mobile phones (39 percent), social networking
sites (28 percent), instant messaging

(27 percent), open-source technology

(19 percent), and enline apps (12 percent).
Intel study—Most companles are very
concerned about the online activities of the
Gen Y group. Almost 30 percent of surveyed
companies have changed their IT policies to
allow access to e-mail from
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