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ABSTRACT

In this era of information, internet is connected to all functions in this
society as well as to human being’s life. It only takes a few decades from the
birth of internet society to development as a space with most functions of
the society. During the rapid development of internet technology, terrorists
caught the chance and combined terrorism crimes with internet to make
them more threatening. Therefore, cyberterrorism becomes an issue for
all the countries in the world. Terrorists use internet as tools and space for
committing terrorism crimes, so that they are more dangerous and might
cause more damages comparing to traditional terrorism crimes. With internet
involved, terrorism crimes are added with characteristics such as openness.
Now terrorism organizations can recruit terrorists all over the world and
attracts potential supporters. Areas infringed by terrorism crimes and targeted
by terrorists are expanded unlimited, because modes of terrorism crimes
have been changed from traditional mode that was limited in a region to a
global mode. No countries or areas in the world are absolutely safe. Also,
terrorism crimes combined with internet cause indefinite damages, which is
incomparably severe than traditional terrorism crimes.

While internet is applied more and more frequently in terrorism crimes,
the patterns of terrorism crimes change accordingly. Now terrorism crimes are
more likely to be committed by lone wolf instead of terrorists instructed by
terrorism organization. Facing this situation, although current criminal law
can convict terrorism organizations and lone wolves, it cannot regulate people

who induce lone wolves to commit crimes. The current criminal legislation



ABSTRACT | §

system fails to keep up with those new crimes and many problems are
discovered in legislation and judicial practice. Those problems not only cause
attention and thoughts of each country, but also make scholars to analyze the
disadvantages of current conventions. While terrorism organizations are keep
developing new form of organization and committing crimes in new pattern,
now there is no convention specifically focusing on cyberterrorism, and there
is no efficient international judicial cooperation on anti-terrorism between
countries. Considering that internet has the characteristic of borderless, a
single country can hardly accomplish the work of monitoring and controlling
internet space. The falling—back of internet control activities and legislations
of cyberterrorism and deficiency of international cooperation makes internet
space become an area breeding cyberterrorism crime. At the same time,
terrorists never stop their efforts to study new technologies and keep creating
new mode of committing crimes. Therefore, cyberterrorism has been an
international issue for all the countries in the world.

This dissertation focuses on legislations of China on sanctioning
cyberterrorism and their future improvement as well as foreign experience
of anti~cyberterrorism. There are five chapters. The first chapter introduces
background of the internet era that internet is combined with terrorism
crimes, analyzes the reasons why cyberterrorism crimes generate, and
discusses the realistic damages caused by cyberterrorism crimes and
challenges brought to current criminal legislations by cyberterrorism crimes.
The second chapter researches into the current situation of cyberterrorism in
internet space and damages caused by such a change, and then discusses
deficiencies in current system of criminal legislation from perspective of
criminal policy and perspective of criminal legislation. The third chapter
discusses the development progress of lone wolf terrorism crimes and causes
of lone wolf, and then analyzes limitations of traditional eriminal law on

sanctioning and preventing lone wolf crimes, mainly focusing on elements



