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Android PEIREBEIRBREDH

AT %4, Android S TERF B w2 A WA, IS AX N HAFRAEME Ry A
ASCAAE? MREINEA 6, 2B IE R 47 EHREATENRONE. ATEW
H B2 A B AR sl & 2RI

1.1 @i )X

Android FETE SRR BIGE BAS F A MR . —FORTFAEN, a2 W ILE S
R, —FREAEN, 20 PIN B AE TS, W PIN B2 F N, i
A, MRIMAEMA - EENIELUEN, XAERRZ SR, A L0 TR
Fla A RS

1.2 EWTILS b

ERBEREDRE, HTHKBCYRTA View 2, Rg—4—SBA, RESHRA—
MR ERS T2 LockPatternUtils.java, B/NA R GESCBLE A —FE, X HE 5.1 A
19 PRRS AT ST

1.2.1 BABBEEDT
REELZ G, BRI — AR .

public byte[] passwordToHash(String password, int userId) ({
if (password == null) {
return null;
}
String algo = null;
byte[] hashed = null;
try {
byte[] saltedPassword = (password + getSalt (userId)) .getBytes();
byte[] shal = MessageDigest.getInstance(algo = "SHA-1").
digest (saltedPassword) ;
byte[] md5 = MessageDigest.getInstance(algo = "MD5").
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digest (saltedPassword) ;
hashed = (toHex(shal) + toHex(md5)).getBytes();
} catch (NoSuchAlgorithmException e) {
Log.w(TAG, "Failed to encode string because of missing algorithm: "
+ algo) ;
}
return hashed;
}
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private String getSalt (int userid) {
long salt = getLong (LOCK_PASSWORD_SALT_KEY, 0, userId);
if (salt == 0) {
try |
salt = SecureRandom.getInstance("SHALPRNG") .nextLong() ;
setLong (LOCK_PASSWORD_SALT_KEY, salt, userld);
Log.v(TAG, "Initialized lock password salt for user: " + userId);
} catch (NoSuchAlgerithmException e) {
throw new IllegalStateException("Couldn't get SecureRandom number", e);
}
}
return Long.toHexString(salt);
}
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private long getLong(String secureSettingKey, long defaultValue, int userHandle) {
try {
return getLockSettings().getLong(secureSettingKey, defaultValue,
userHandle) ;
} catch (RemoteException re) {
return defaultValue;
}
}

FEARRRL PR AT B — B 1, AREERERACRS .

private ILockSettings getLockSettings() {
if (mLockSettingsService == null) {
ILockSettings service = ILockSettings.Stub.asInterface(
ServiceManager.getService("lock_settings"));
mLockSettingsService = service;
}

return mLockSettingsService;
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@Override .
publiec long getlong(String key, long defaultValue, int userId) throws
RemoteException {
checkReadPermission(key, userId);
String value = mStorage.readKeyValue(key, null, userlId);
return TextUtils.isEmpty(value) ? defaultValue : Long.parselLong(value);

}
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private final LockSettingsStorage mStorage;

private LockPatternUtils mLockPatternUtils;
private boolean mFirstCallToVold;

public LockSettingsService (Context context) {
mContext = contexkt;
// Open the database

mLockPatternUtils = new LockPatternUtils(context);
mFirstCallToVeld = true;

IntentFilter filter = new IntentFilter();

filter.addAction (Intent.ACTION_USER_ADDED) ;

filter.addAction (Intent .ACTION_USER_STARTING) ;

mContext.registerReceiverAsUser (mBroadcastReceiver, UserHandle.ALL,
filter, null, null);

mStorage = new LockSettingsStorage(context, new LockSettingsStorage.
Callback() {
@0verride
public void initialize(SQLiteDatabase db) {

// Get the lockscreen default from a system property, if available
boolean lockScreenDisable = SystemProperties.getBoolean (
"ro.lockscreen.disable.default", false);

if (lockScreenDisable) {
mStorage.writeKeyValue (db,
LockPatternUtils. DISABLE_LOCKSCREEN_KEY, "1", Q);

¥
}

IR R I FRARAT BN — B b, QKZEf A LockSettingsStorage.java 28 ;

class DatabaseHelper extends SQLiteOpenHelper ({
private static final String TAG = "LockSettingsDB";
private static final String DATABASE_NAME = "locksettings.db";

private static final int DATABASE_VERSION = 2;

private final Callback mCallback;



