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1.1 Web IRS32E@N

Web fIk 55 &1 HTTP PhiCis & P omids SR (SR RIS BN % P i R 7248, HEE
DiREREH Web I TT, F4F Web T &35 8% P M W8 H . Web IRSS 28 £ EAREH
PR §4 Web IRES#AZhAE Web IR 35, 534 Web IRE 254 7 st AAS BLA B30 AT,
R Web SO AEFI% i, #1140 Apache. Nginx A1 IIS % Web IR452%: 574 Web iR
FRFTIRITEPERAEBEA, HHET8RROERNE P i, — RS R %2
4, Tomcat W FH Al 55 28 1 57 JSP {tﬁgﬂﬂ$m%$ﬁ*ﬂﬂ1§‘ Zend % FH iR 45 #% £ 57 PHP 1%
MR A I FUEAT . fEHATEN N S, @FBHSRSBEIEREF[ESE, U
XHFRIGEMARME N . #1100, Apache. Nginx Al IIS %ﬂ&%%ﬁﬂﬂﬁﬂﬁﬂﬁ*ﬁ%%fﬁﬁ% 5
I FH A 95 45 6 R0k 2B BE 76 BG4S TU A5 %0, R RE 78 3l 25 T i iz 17 i Th g

BT A EEDSLIERES Web RSB AN B, EUEMASEFHIR “Web k%287
FrfR A Web IR%-4%. Web IR% 4% E B 0I5 Web XAl &P il REEEMENT, Web X
P BEEURT Web SUHAR 4 4 N385 o P WS35 5 Web IR %528 BAR B 22 MR AE 0 1-1 B

hitp:/ / abe.com./index himl

Client Web Server
Bl 11 F iR Web k9 T2 K
FA P e 28 i N URL B4l hitp:/abe.comv/index.html, 31 25K AR 4 1 URL J5f2
BHTTP iR 8, FEEE TCPAP Priis sbii =kl B &2+ e bk i) Web fR$-28 . Web
R Z5 482U HTTP R B 5, B e T et 3% M 3R H 7 75 220 index.html XIS R,
RIGTEE RGP EHIF RO SO AR, SRRSO N B B A HTTP Y 8 JEIEIQ’\FHF il
WiAs. WMESSTERREREIHE RIS, X HE T html A BSHTEAT, BRI A

1.2 TCP 5 HTTP MY

1.2.1 TCP/IP thdFEE N

OSI #itHHMK AR N 7 JZ: WMEZE. BARERE. MR, W2, 2WE.



TR IZ RN EY .

{E Internet M4 HPfd FH (942 5 2SR . WIRLE . MO 2. MR E . fL5m)2 AN
FJZ o P32 06 9 2 R AR 1, R 4432 11 2 rb I DS S T 4B b AR S it Ak = Y
2% 2 P GE T A5 B ALK U DL R X a5 BELTE W48 h i A WL A g2 P B il
FA-F P 2 ch B A 223 2 18] (045 B AL fins S 2 TP iihidde e 7 B4R 45 Bkl

TCP/IP PR SE SCHE Internet 9465 1 E ZEP U, I A N 2 41FE DNS. FTP, HTTP.
IMAP, LDAP., RTP. SSH. Telnet. TLS/SSL % ti¥; {&%i/ZfL4% TCP. UDP. RSVP,
SCTP Z59hill: ML Z414E IP (IPv4, IPv6) . ICMP. ECN. IGMP & hill; M2
f%5 ARP. PPP. Ethernet. DSL. ISDN. FDDI Zthill. HAKELE Vil i W Wikipedia
i) TCP/IP ] %% .

TCP/IP Wi AL % /= () TCP (Transmission Control Protocol) F1EH EER ] TP
(Internet Protocol) K44, J&LLULRHIXM MM E M, Hrh, TCP & —F i o] & 5
. ATEERD . T PR AEE N 1P 58 X T S0k 7 3 A B 0 i e 3 5 4

1.2.2 HTTP #MY

HTTP (Hypertext Transfer Protocol) PR HZ UM, =847 sull SCA R ZE H 5%
Mo TR SCASR EE AL SOk, Ho P R ok DG (8] b i B Sk . i, A PR 3
A IO wl BT DU B — N EEEORAT T 5 — DM w2, w2 ATELRE T A,
TR E T HARM S, . 1 HTTP Prid e 88 fRIUFIX S 52 [al (a5 He, 0 AT s e
R ) Tl H S I8 B FH B B A

HTTP P02 i KM R, B2 7 3 ) R 55 2 & Y R ., g% 48 R AR 1 oK
BT AN BARA RS L, T R R IE LS % P . HTTP Phidl B ASCII
fafd, 1.1 AR B U ok R0 (Augmented BNF) 5 LU R,

HTTP-message = Request | Response

Request = Request-Line ; Section 5.1
*(( general-header ; Section 4.5
| request-header ; Section 5.3
| entity-header ) CRLF) ; Section 7.1

CRLF
[ message-body ] ; Section 4.3
Response = Status-Line : Section 6.1
*(( general-header ; Section 4.5
| response-header ; Section 6.2
* | entity-header ) CRLF) ; Section 7.1

CRLF
[ message-body ] ; Section 7.2
U OSI Model——https:/zh.wikipedia.org/wiki/OSI 15/

“ https://www.ietf.org/rfe/rfc2616.txt




Request-Line
Method

Request-URI

general-header =

request-header =

entity-header

Status-Line

Status-Code

= Method SP Request-URI| SP HTTP-Version CRLF
= "OPTIONS"

| "G ETII

I OIHEAD"
| "POST"

I "PUT“

[ "RELETE!

| "TRACE"

| "CONNECT"

| extension-method
extension-method = token
= ""| absoluteURI | abs_path | authority

Cache-Control

| Connection

| Date

| Pragma

| Trailer

| Transfer-Encoding
| Upgrade

| Via

| Warning

Accept

| Accept-Charset

| Accept-Encoding
| Accept-Language
| Authorization

| Expect

| From
| Host

| If-Match

= Allow

| Content-Encoding
| Content-Language
| Content-Length

| Content-Location

| Content-MD5

| Content-Range

| Content-Type

| Expires

| Last-Modified

| extension-header

; Section 9.2
; Section 9.3
: Section 9.4
; Section 9.5
; Section 9.6
; Section 9.7
; Section 9.8
; Section 9.9

; Section 14.9

; Section 14.10
; Section 14.18
; Section 14.32
; Section 14.40
: Section 14.41
; Section 14.42
; Section 14.45
; Section 14.46

; Section 14.1
; Section 14.2
; Section 14.3
; Section 14.4
; Section 14.8
; Section 14.20
: Section 14.22
; Section 14.23
; Section 14.24
; Section 14.7
; Section 14.11
; Section 14.12
; Section 14.13
; Section 14.14
; Section 14.15
; Section 14.16
; Section 14.17
; Section 14.21
; Section 14.29

= HTTP-Version SP Status-Code SP Reason-Phrase CRLF

- "1 00"
| l|1 01 "
I ll200"

: Section 10.1.1: Continue

; Section 10.1.2: Switching Protocols

: Section 10.2.1: OK




| "201" ; Section 10.2.2: Created

| "202" ; Section 10.2.3: Accepted

| "203" ; Section 10.2.4: Non-Authoritative Information
| "204" ; Section 10.2.5: No Content

| "205" ; Section 10.2.6: Reset Content

| "206" ; Section 10.2.7: Partial Content

| "300" ; Section 10.3.1: Multiple Choices

| "301" ; Section 10.3.2:

Moved Permanently

| "302" ; Section 10.3.3: Found
| "303" ; Section 10.3.4: See Other
| "304" ; Section 10.3.5: Not Modified
| "305" ; Section 10.3.6: Use Proxy
| "307" ; Section 10.3.8: Temporary Redirect
| "400" ; Section 10.4.1: Bad Request
| "401" ; Section 10.4.2: Unauthorized
| "402" ; Section 10.4.3: Payment Required
| "403" ; Section 10.4.4: Forbidden
| "404" ; Section 10.4.5: Not Found
| "405" ; Section 10.4.6: Method Not Allowed
| "406" ; Section 10.4.7: Not Acceptable
| 407" ; Section 10.4.8: Proxy Authentication Required
| "408" ; Section 10.4.9: Request Time-out
| "409" ; Section 10.4.10: Conflict
|"410" ; Section 10.4.11: Gone
|"411" ; Section 10.4.12: Length Required
| "412" ; Section 10.4.13: Precondition Failed
| "413" ; Section 10.4.14: Request Entity Too Large
| "414" ; Section 10.4.15: Request-URI Too Large
| "415" ; Section 10.4.16: Unsupported Media Type
| "416" ; Section 10.4.17: Requested range not satisfiable
| "417" ; Section 10.4.18: Expectation Failed

| "500" ; Section 10.5.1:
| 7600 ;' Section 10.5.2:
802" | : Section 10.5,3:
| "503" ; Section 10.5.4:
| "504" ; Section 10.5.5:
| "605" ; Section 10.5.6:
| extension-code
response-header = Accept-Ranges

| Age

| ETag

| Location

| Proxy-Authenticate

MRS E i s XA, —/~ Request-Line 7] LA R GET http:/www.w3.org/pub/
WWW/TheProject.html HTTP/1.1. #E RFC2616 Wil s, HTTP AX 50 % b A& 1017 sk
HEAD. POST. PUT. DELETE. TRACE.

Bk, £ HTTP/1.1 TP R S 20 N GET.
OPTIONS F1 CONNECT 3t 8 Ff 5k,

Internal Server Error

Not Implemented

Bad Gateway

Service Unavailable
Gateway Time-out

HTTP Version not supported

; Section 14.5
; Section 14.6
; Section 14.19
: Section 14.30
: Section 14.33



GET J5 i3 n Bl RIRHURF 2 B B8, @ HTML M1, JPG BUR L1445 . GET 2
A RIE BAGRRIRECEYE, A mEdE O8m. Mk, BsE .

HEAD 775 GET AiE3REma R — 3, (HZR R S R RS head, A
body. XAJTiEESRBUCE B AER A . B, FHRI—ANHRRAD B
HER, AT ERSHEN NG EPEESEA M, iR EFREIGEEH %
B B 38 S A9 head HEI A,

POST J5 118 3R AR 55 45 FE St B 75135 SRV 5 o BB sk, R LA s B4 B I %
JERE NG 8 72 URL # Web B . 32E7E POST 18 =R 7 & Hh A9 504 mT LA B4 51
F. Web TLHFFHERTHEIE. A5RPIH—FKBEZENE.

PUT 75118 3R B %5 28 418 2R 71 8 b B0 80 SeAR A7 2148 2 URI . W12 URI $§ 1)
CATFEREIE, W IR LA B RO LA BEIR; a8 URI 8 AR EA
FEAE, K B SR 37K 9tk URT 48 7] O 58 95

DELETE 75 V1% 3K P 48 7 i 5% U

TRACE J73ZE1% 3K i) AR 55 254 B B 1 8 SO0 1 =RV B B o i in 203 R v B
N T (45 25 i i B 38 07 SRV U 1 % e i R B 8 B A I

OPTIONS 77121/ K i 55 45 1% [3] e GE 85 SCRF () HTTP 16 =R 77 % .

CONNECT 77244511 3R 46 4. 3055 W ) TCP/IP 3@l , X FEM A B Y208 T ings
H HTTPS i 4E hn 2 1 HTTP RE .

HRUL EAEREMBE, iE2 W RFC7231 fl RFC5789, AHSing : 2%y GET
1 HEAD 8B (3 5K S Ab .
WER S R R 4 3 A k.

HRAT: HRFERY BABFIER B IR URI. #1401, GET/web/index.html
Fonis RIRHUIR 55 %5 8 B R FAEE 42 T web H 3k (1) index.html 4 7T
TERKIRAFR: EFIRAN, FMFERLEHRBIERE S — S IHE,
o ZH RIS IR LI 2 FR . HARER N parameter:value. %1, Accept:
text/plain /2 Accept kI8, HAH text/plain Z& 7 S B o (1) P9 268 AL N text/plain.
—AELT () .

HEE (k) .

T RAT FE R KIRFAT L2 LAFF 5 <CR><LF>45 B . £ 24T 1 R AT 75 <CR><LF>,
AREHI AR . 7E HTTP/1.1 Bhillrh, BR T Host Sk3sAL, HoAd frA 16 SR kI /2 nl ik i
551 SR JE AR N A A AR 55 A8 40 25 P i B0 2 R o e N2 S e T 4 5 2 AR

M RRASAT: PR ARSI AR E M 25 . i, HTTP/1.1 200 OK R /R %)/ i iy
KA

M NSkt 25 W N 2405 B . i, Content-Type:text/htm] & 71 37 78 B A4 o £
R A text/html .

—ANELT () .

THE A Ao S B BRSO -

Blhn, —ANEREE LT RS,




GET /index.html HTTP/1.1
Host: www.example.com

I 55 5 4t B W S 9 JE 9 -

HTTP/1.1 200 OK

Date: Mon, 08 May 2017 22:38:34 GMT
Content-Type: text/html; charset=UTF-8
Content-Encoding: UTF-8

Content-Length: 138

Last-Modified: Sun, 08 Jan 2017 12:21:50 GMT
Server: Apache/1.3.3.7 (Unix) (Red-Hat/Linux)
ETag: "3f80f-1b6-3e1cb03b"

Accept-Ranges: bytes

Connection: close

<html>
<head>
<title>An Example Page<ftitle>
</head>
<body>
Hello World, this is a very simple HTML document.
</body>
</Html>

1.3 Socket Rtz

Socket /&H#RAE RS H SLHL TCP/IP (5 Wil i) APT 8200, BT A Socket At IR
BIFENLZ B S5 . Socket 2 % F i AR K i i R A& . Socket AR %3R4 £
EHFRS BT R B, BLFEN TCP RS 348, Socket 2 11/ FH I 7 Atk
B T HARS “Server Code” Fin. BAHMIBE S, HEbw — M, REHR
BANIPIRE, HHELANBITERE; —BAR I RNERER, B5E P —
fEERIE, HAEXRMBRERBETSE. SEOS5% P TEE, R 5% 5 ik
AE, AT IXANEE A SR G DRSPS S RT LR A, H B R S A T R R .
£ Linux 24t4, ¥ &% TCP/IP MM B4 LI FH:.

1. socket() H ¥
socket() R B 51 TIHIEAAL — AN 3815 1Y Socket 3R 7T . HER/EE SCEII T CiES

IR fopen(), FHATHF—AICHFIFIREI—ANSCHHREIR R, I ERERSRF, REOERT S
TS . DRIE I ot ek BOR B Socket fiid 14 B8 % BE 1T 1815 (5 B LA S N




HRAA pR % R
int socket(int protofamily,int type,int protocol)

IR [B{E A HEEE Socket (IR ST .

Z 4 protofamily 775 it {f A 1 W9 28 bk i, f#F AF_INET. AF_INET6.
AF_LOCAL Z¥{ K7 57 IPv4. IPv6. OB 2528 R0 A5 kb Biltn, 4
] AF_INET {E LR 8 Z 3t , WIAEIE A5 I 75 B 46 E 32 A1f 1Pv4 kA O
5, 11127.0.0.1:8080.

ZH type f57E Socket K%, HHMAHEHFA SOCK_STREAM. SOCK DGRAM,
SOCK_RAW. SOCK_PACKET. SOCK_SEQPACKET %%.

Z 3 protocol K 7~ Socket fi AL iy VX, H#{E4H IPPROTO_TCP .
IPPROTO_UDP. IPPROTO_STCP. IPPROTO_TIPC %, 4355 TCP &4 Frsl .
UDP &4l STCP f&4ithil. TIPC f&%i M.

P

int clientsock_fd=socket(AF_INET,SOCK_STREAM,0)

2. bind()H 8

bind()EREL 11 744 Socket iR FF 548 2 Mok 46 5 - bind() PR B AR %55 8 i s 8,
Kb R im0 5. B P ime 3@ EE Mg 0S5, RIRER wmiEATE
bind() PR %, H Bk #g 0 in T -

int bind(int sockfd, const struct sockaddr * addr, socklen_t addrlen)

® 24 sockfd 9 Socket #iiATF (H socket ERE=E)

® Zf addr AHiNEFRER, FE M1 M sockfd 46w (Il o ik B 450 B 5 A1) Socket
IR 7T Z 48 protofamily —#(. #ll, W protofamily ZH({H A AF INET, NI
addr 81— IPv4 [{JHbhik45 1) sockadd_in; W1 protofamily Z4{ {4~ AF_INET6,
M| addr #& M —A4 IPv6 Hihk%5#) sockaddr_in6; #0153 protofamily Z ¥ {H N
AF_LOCAL, N addr 45 [F— M B&12 4544 sockadr_un.

® Z4f addrlen FHibEKE

3. listen()H &

listen() B8 0 3= % ] T R 55 3 » 95 55 25 HE B 0T K B T48 € Socket R FF T 1174 8.
fEHIsE bR BUa, 15 E R Socket ¥ NMINTRAS, FT55F 7 BEHad R . H AR
g X F

int listen(int sockfd, int backlog)

Hrh, Z% sockfd 7~ Socket fiiRFF: backlog 7t Socket TJ A3 52 HE BN f1)3% 4 B

KA




4. connect()H &

connect() B E R 7 N TERE 1 Socket SUIF AT 55 Al 55 a8 i (10 Huhil 2 SR . 1t oR £0H
TE b, ARRE S w RENS [ IR S5 A A IE . R R B X T

int connect(int sockfd, const struct sockaddr *addr, socklen_t addrlen)

Hrt, Z¥ sockfd Fmn— &AL socket() R A ) Socket iR FF; addr NARS
H bk addrlen MK SE

5. accept()H %

accept() B F AR AR AL THTWTIRZS T Socket fE MBS EIGERIE K, [FI b of F 22 P 2%
HETLRE, HEA% U5 Socket A ER: . R RHUE R

int accept(int sockfd, struct sockaddr *addr, socklen_t *addrlen)

b, 240 sockfd RK7n b T TUTIRAS T B Socket iR 15 ; addr 38 [ 2 7 5 (A st ik
addrlen A%/ s ik iR FE

IR [ A B 45 it 5 2% 7 i T R LRI E0E , BUBT L — A Socket AR, HT 5%
FilfE . N ASB L — Socket FiIBTFE? X J2& B A iR %5 2% AL 7E T IRFE T 1Y
Socket R $1 TSR F i B ERETE 3K, — BRI SR (5 5, accept() BRI HURE B & 37— ™ Socket
5% i Socket BEATIRE . IXFEREWS(ER RS B 52 4% F inFEIN R FHEGEE (—1F
Frifi, MRS58t —4 Socket HHXIR) o

6. read()/write() i &

read()/write()BK #(3t. Socket IR T Y VE SRR RT, 135/5 U8 F -5 SCHFEERAE sl B —#¢,
B4 Socket FEEHER G A(G R, RSCHLH SRR AR Rtz 4b, Socket 4 1k %
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/*Client Code*/

[*The following main code from https://github.com/ankushagarwal/nweb, but they are modified
slightly*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpal/inet.h>

[*IP address and port number*/

#define PORT 8181 // Port number as an integer - web server default is 80
#define IP_ADDRESS "192.168.0.8" //IP Address as a string

/*Request a html file base on HTTP*/

char *httprequestMsg = "GET /helloworld.html HTTP/1.0 \r\n\r\n" ;

#define BUFSIZE 8196

void pexit(char * msg)
{
perror(msg);
exit(1);
}
void main()
{
int i,sockfd;
char buffer[BUFSIZE];
static struct sockaddr_in serv_addr;

printf("client trying to connect to %s and port %d\n",|IP_ADDRESS,PORT);
if((sockfd = socket(AF_INET, SOCK_STREAM,0)) <0) //create a client socket
pexit("socket() error");

serv_addr.sin_family = AF_INET; //Set the socket with IPv4
serv_addr.sin_addr.s_addr = inet_addr(IP_ADDRESS);//set ip address
serv_addr.sin_port = htons(PORT); //set ip port number

/*Connect the socket offered by the web server*/
if(connect(sockfd, (struct sockaddr *)&serv_addr, sizeof(serv_addr)) <0)
pexit("connect() error");

/*Now the sockfd can be used to communicate to the server the GET request*/
printf("Send bytes=%d %s\n",strlen(httprequestMsg), httprequestMsg);
write(sockfd, httprequestMsg, strlen(httprequestMsg));

[*This displays the raw HTML file (if index.html) as received by the browser*/
while( (i=read(sockfd,buffer, BUFSIZE)) > 0)

ayat



write(1,buffer,i);
/*close the socket®/
close(sockfd);
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/*Server Code™/

[*webserver.c*/

/*The following main code from https://github.com/ankushagarwal/nweb®, but they are modified
slightly*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <fentl.h>
#include <signal.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpalinet.h>
#define VERSION 23
#define BUFSIZE 8096
#define ERROR 42
#define LOG 44

#define FORBIDDEN 403
#define NOTFOUND 404

#ifndef SIGCLD
#define SIGCLD SIGCHLD
#endif




