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Abstract

With the popularity of the computer technology and network,
there are a large number of data querying and transaction process-
ing in Internet all the time. Traditional data structure is a data col-
lection organized by one or more specific relations, and its owners
and users are the same entity, which provides highly efficient query
on the data collection and returns the query results. With the ad-
vent of Web Service and Pervasive Computing technology, the own-
ers and users of the data structure are usually no longer the same
entity, which brings on the possibility that the data structure is to
be illegally tampered (eg, data content’s being tampered, data rela-
tions’ being tampered). In a distributed environment, the data
source is usually kept in the cache server (response server) in
close to user, in order to get a higher efficiency of data access. But
it causes new challenge to security issue, namely, how to ensure the
integrity of all the data and transactions, and the credibility of the

end—to—end, which is a research topic urgent to be solved.
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Abstract

Authenticated data structure is a distributed computing model,
where responders or directory make a response to user’ s query re-
quest instead of data source, and provide a cryptography proof that
can verify the response. Data source signs the digest of the data
content (organized and stored by means of certain data structure),
and sends it to the directory. This signed digest and the correspond-
ing query response information and its proof are responded to users
by directory or responders. In order to verify the correctness of the
query response, users recalculate the digest of the data through the
query response proof, and compare the calculated digest with the
original signed digest, to judge the authenticity of response.

This paper makes an in-depth research to a large number of
data and transaction authentication issues in distributed environment,
and proposes the solutions based on the authentication data struc-
ture model. To achieve this new design, from the point of solving
the basic theory and key technical issues, using the method com-
bined by theoretical research and practical program constructions,
we establish the theory framework of authenticated data structure
model and the method of authentication cost analysis and calcula-
tion; construct a authenticated data structure service model based on
Web Service; realize a Secure E-mail solution based on a credible

DNS. There is some research production mainly in the following as-
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pects:

(1) Through the research and analysis of authenticated diction-
ary, give the concept and definition of authenticated data structure
model, and show the systematic definition and description in theory.
We make a research and analysis on the key implement method of
authenticated data structure model deeply, and give the basic opera-
tions of authenticated skip list , the query and authentication algo-
rithms. We also abstract the related calculation in secure transaction
management mechanism to an authenticated data structure model,
which settles the theoretical basis for the further study of secure
transaction management mechanism.

(2) Analyze the authentication cost of authenticated data struc-
ture model in theory, applying the hierarchical data processing theo-
ry and probabilistic statistical methods, and give a theoretical authen-
ticated data structure cost analysis model. These models show the re-
lated definition, theorem and calculation method on the authentica-
tion cost of the authenticated data structure model and give theoreti-
cal analysis and prove using the hierarchical data processing theory.
This model can efficiently do analysis on the cost of authenticated
data, and settles a solid theoretical foundation for further research
on authenticated data structure.

(3) The cost and performance of an Authenticated Data Struc-
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Abstract

ture almost completely depend on the hash function and hash
scheme used in it. So how to design an efficient hash scheme be-
comes an important research topic on building a data authenticated
method. An important conclusion has been drawn by the application
of the hierarchical data processing, namely, under the circumstances
of keeping the data structure itself unchanged, defining a hash
scheme in an independent mode separated from that in a data struc-
ture can effectively reduce the cost of answer. Based on this idea
this thesis designs the construction algorithm of Authenticated Data
Structure based on the multi-way Skip List. Comparing with previ-
ous realization, this algorithm has lower calculation cost as well as
smaller storage overhead.

(4) Aiming at the insecurity factors existing in E-mail system,
especially the overrun of junk mail, we design and implement a
credible DNS-based secure E-mail scheme by the Authenticated Da-
ta Structure model and the credibility authentication mechanism,
which not only guarantees confidentiality, integrity and non-repudia-
tion of E-mail, but also lend strong technical support to prevent the
overrun of junk mail.

(5) We design and implement service architecture of authenti-
cated data structure model based on Web Service for secure transac-

tion management system. Give the four entities in the system struc-
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ture of Web Service, exposit the communication process among the
entities in detail, and make class design for the four entities. We
adopt SOAP message formats as well as XML-based signature au-
thentication scheme, package all the operations into an independent,
fast, highly efficient, stable and flexible Web Service for secure
transaction management. We provide theoretical and technical sup-
port in network environment for the establishment of security, trans-
mission, maintenance and authentication, and can seamlessly connect
and work together with the existing Internet infrastructure, agree-
ments and computing platforms, which is easy to be deployed and

maintained.

Keywords: Secure Transaction Management; Authenticated Data
Structure; Hierarchical Data Processing Theory; Trusted DNS; Web

Service
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