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Preface

Modern electronic communication technology and modern military communication technology
always influence mutually, and promote each other. Very often, it is the demand of military fighting
and operation that give rise to some new electronic information technologies, and the fast
development of electronic information technology has been facilitating the modern war toward to a
new times of information war. A distinctive feature of the modern information warfare is an all-
around utilization of electronic information equipment, and the electronic warfare can be as the
main means of the information war. Meanwhile, those various and complicated electronic
equipment get together in informatization battle field to form the fifth fighting space, namely the
electromagnetic space. To a great extent, whether the one side of operation can control the
battlefield’s electromagnetic space or not determines the outcome of the modern operation, wining
or failure. As a main streaming of electromagnetic space countermeasures, the electronic warfare
plays an important role in this space countermeasures. Communication electronic warfare is one of
the electronic warfare that appeared in the early time and has been thriving. The main contents of
the researching the electronic warfare is how to make good use of radio communication equipment
to carry out a fight for the electromagnetic space. Generally, communication electronic warfare can
be divided into three big parts, namely the communication electronic support, communication
electronic attack and electronic protection. Essentially, however, it boils down to all those three
parts for a preemption of limited electronic spectrum resources. Electromagnetic spectrums are
indispensable for the effectiveness of all wireless electronic devices, which are just like land and oil,
as a sort of necessary resources. Concerning for the war resources, we pay special attention to these
two issues: one is an access of the resources, and the other is the management of the resources. We
might look at the game of these problems as well, always expecting to obtain the highest yield under
the lowest cost.

Among them both, the cost is just a payroll for seizing the electromagnetic dominance under
the complex electromagnetic environment, while the income is the efficiency and effect exerted by
the electromagnetic spectrum resources in the operation.

It is noted that the conventional communication electronic warfare follows usually the
operation pattern relatively fixed, and also pay attention to the countermeasures between the
electronic communications equipment. With the continuous improvement of the modern electronic
communication technology and enhancement of the foe’s operational capability of operational

system, however, the electromagnetic environment in the battlefield is becoming more and more

« 3



complex, so that those traditional operational patterns of communication electronic warfare are of
old and weak power.

The concept of cognitive radio (CR) was first proposed by Dr. J. Mitola in 1999, aimed at
resolving the issue of spectrum resources shortage that is a bondage of the development of
traditional electronic communication technology, which, in recent years, has been a hot research
topic in the field of modern communications.The core of the CR is that CR has a learning ability
itself, and it can detect the surrounding electromagnetic environment and interacting with
information, in order to achieve the sensing properly, utilize the spectrum available in the
electromagnetic space, and limit and reduce the contradiction of spectrum occupation between the
primary and the secondary users.

Compared with the traditional communication spectrum and its usage pattern, cognitive radio
is of a powerful capabilities including the observation and cognition, decision-making and
adjustment, and learning and smart electromagnetic spectrum occupation. As the CR has enough
artificial intelligence, it can also learn from the past experience, in terms of the dead zone,
interference and usage patterns of the spectrum, thus making the corresponding adjustment and real-
time response to the actual electromagnetic environment and situation. CR, therefore, is likely to
give the functions to the wireless system in the battlefield electronic communications, which can
decide for itself to take up the chosen frequency band for fulfilling its own communication based on
the availability of spectrum, location, and the previous occupation. It is the CR’s learning ability
that allows itself to be put into use from its concepts and theories. Also, it is by means of the CR’s
outstanding capabilities that an EW system can be constructed that has the cognitive performance
and adapts to the complex EM environment in the external battle field.

Considering the CR’s internal mechanism, we find there is some correlation between the
cognitive radio and communication electronic warfare. This book focuses on the application of the
CR’s concept of and its implementation scheme to the modern communication electronic warfare
and explores to establish the train of thoughts and schemes for a cognitive type of communication
electronic warfare system. In this book, we make every endeavor to think about how to allow our
electronic warfare systems to own the specific cognitive performances as the CR system that is
already realized and or unfinished not yet. Without a doubt, trying to make the electronic system
machine having the cognitive ability is of great significance. Based on this point, we deals with
specially a question on the philosophical level of war, in the first chapter of this book, that is, the
status of the people and machines in the war. Dating back to the long human’s history, although the
technical contents of the weapon equipment are getting higher and higher, high technology content,
but the operators and fighters are always in a dominant position in the war, which is an irrefutable
truth for good. However, while fully affirming this point of view, we should still realize that every

major changes in military technology can bring people the change of their roles. In the age of cold
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arms, the humans is the direct participants of military confrontation. In the age of cold steel, is the
direct participants of military confrontation, while in the modern war, the vast majority of the
military struggles is carried out by operating the advanced systems and equipment, and of course,
the human is changing to a controller gradually. Since the cognitive radio unlocks the doors of the
cognitive era of electronic communication system machine, the human’s roles will also further into
the decision makers. Accordingly, each kind of work relative to the bottom level may be delivered
to the machines for accomplishment, also due to the higher efficiency and better reliabilities of the
machines. From the point of view of resources, the above-mentioned CR’s cognitive pattern is the
optimization and utilization of the human’s intelligence and artificial smart resources, which are just
the source of writing this book’s idea and the starting point or even the end point.

The structure of this book can be divided into the preface and contents both in Chinese and
English, followed by seven chapters. The main contents are, Chapter 1, which summarizes the
background knowledge about the topics of this book and a few thinking points relevant to the top
layes of modern information warfare, thus laying a foundation for the following expansion of details;
Chapter2 and 3 make a brief introduction to the basic ideas and contents on cognitive radio and
communication electronic warfare, respectively, which are the two cornerstones of the themes in
this book; Chapter 4 discusses mainly the effects of complex EM environment and the applicable
advantages of cognitive radio architecture, thus drawing forth some key issues; Chapter 5 and 6
expounds the schemes of communication electronic protection and support based on CR,
respectively, and explores some concrete patterns that allow the EW system and equipment to have
cognitive capability; and Chapter 7 proposes and sets up an EW attack system based on CR
architecture, namely, Battlefield Distributed Coordinative Cognitive Radio (BDCCR) .

The authors strive to explore a new train of thought, look for a sort of new method, and look
through the operation of the modern communication electronic warfare in the complex
electromagnetic environment and space with a new angle of view. These new ideas and methods, of
course, involves the theories of multi-disciplinary fields. We also refer to more domestic and
foreign technical literatures in the corresponding field in the writing process, and put them flexibly
together, also gain a lot of beneficial enlightenment. Highlighting those new ideas, implementation
schemes and some special advantages of applying the cognitive radio to the communication
electronic warfare, this book focuses on the corresponding system analysis and the specific
algorithm for system implementation.

In the process of this book being compiled, we get the support and help in many ways, which
are specially from Nie Hao, the researcher in the 33rd Base, General Armament Department; from
Wang Liandong, the director of State Key Laboratory of Complex EM Environmental Effects on
Electromagnetic & Information Systems, as their base and laboratory present us a lot of relevant

materials and data as well as the corresponding experimental platform, we would like to thank them
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both especially for their support. Meanwhile, we also would like to thank Professor Wang Yongliang,
Qing Jiangmin and Yang Ruijuan as well as associate Prof. Mei Jinjie and Cheng Wei, for their
presenting a great deal of instructional advices. In addition, our colleagues Huang Meirong, Zhu
Shumei Here, Bao Leilei, Gao Lu and others have also done a lot of auxiliary work for this book.
Modern electronic information theory covers both extensively and intensively, modern
communication technology change with each passing day, and the modemn information warfare and
electronic warfare goes so fast, which can not be dealt with well, based on the authors’ level.
Although we cover very little contents on this vast field, we do expect some big useful functions
served. Of course, there are certainly some mistakes and errors in this book, and we look also

forward to all those colleague experts to make comments and correct them.

Prof. Wu Limin
Special Term Professor, State Key Laboratory of Complex EM
Environmental Effects on Electronics & Information Systems

And Air Force Early Warning Academy, the PLA

Wrote on October, 2014 in Wuhan, China
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