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NP REEESHE

[8 5T % 3] H#R]

> iR BFR
T R BRI AL 4 7 K
T 8 P 48 AR B R AR K.
B3R U TR R A .
T ## Apache Iz 55 28 (I RRCAS
AR 57 K B (1) R B .
HERERARLHHBS.
. TRARGK TR,
7]51“:]*
REARE 75 3K il M 4% 2 2 .
RE A A R3S 7 R S m F2 42 E L.
R85 977 00 19X ks 7 T A B X
AEAR A S [7] 1) Y % B0 35 TG B 917 K 436
B 2% M 28 5% 8 T H RO M 4 w3 AT P TaRe ) .
RERRRAH# TH, TRMg 2 REF/HKEET .
RESS BB A S AT B K= 2 H &
AEfE Bh 38 = 07 SR VRAG M 4% 22 42
. RECEEM S 2Tk, AR B M 2T RN HRE
EY:"‘E%{EM
1 BA & A s ok
2. INEHABH THEESE, BPH L —UMNAP 22Tk EE KRS ER.
3. HBEALA. EH, WiERE

[ERXFEIAEF]

FE A< 570 ARG AR B AN BY Al 70 23 [ % 4, /DB AN P B3 T B SEDL G A 22
2P T, XETAARBEHERE. KD, 8% RN RGRFE R TR S22 5.
ARE W% R R A T SN R 2B RE S, I St 5 1 2 2RO i 3% 4y
BT o 4347 0 ik Al 45 A% i ) 22 BRAR, B P o TR o, R TAEH SN MA RS
BAT T o S Hr AN BRLANL O TR, A8 B K% b A R EAT R, BLAE B K
M2 SN . MRUEPIEE TR, HIE 25N, HCE 58 P K Sl MO A (B
ilisRmRHE . RS Z LR RLIN N R K EELIE), I ki ERg e H &
BATH T VAN B AL Z AP EBUR, 3R MK el TR

[T iE R ]

&SR IRATAEAE 2010 4 11 AEMIFIFIRIZE, HAi MG T

40 & PC, PC & %A Windows XP. 4 PC #B R # administrator I /7, 265K
2%, )N B SO IR 45 28t R administrator W/, FRERMAE AR T L2, ¥
FEMWE N 123456, F — & [ [ 2 P P ik ik 55 2% -
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S BIT— DAY A2 4 B A

1 65 24 N3 100M AZHebl, HLAE KL EAETFRA R TAREE, B TRITE
ORI E RS, BT LAZE A RN B AT Bl O .
XH ADSL #%5 EM, il SOHO B{m#s =z LW, F /4% F0 s i 45 2 BRIA 10
admin; ARIFANSAR KT, A THEFRETE, LLENEIFBANE.
FE& PC #de TANF I ARFERAE, ATAT N 53 ZEATA] sk [R) 0 T LA ) 28 =] 16 IR 45 2% -
P A ESRARAE D M 4 2 A B L, XA B SIS AT (R B YA, A S WL 2B % ek .

[F 3] 3FE]

e IR IR

(1) MZRER: RN .
(2) MBB & ZHHL. Bt Bk, R8s, MMNBME 2L aLBRTE.

IR

BER P LU M A - AR TR . MR RT3 R4 22
204 (MBSA)D.

TAE(ES— hELDHEHNRS
L)

g
N
i

[fESH#HE]

N T IERIRAT AR AR I A ) Z2 4, Ab b B T BTSN B A e AR, XL
TARIBVERRE . AR, B RGIRIFAE 7 TR SN2 B Bt 5038 I 48 IR 3
BRAF B R RS 2 B RE ), T Bt K 2 AR B A AT

[TiERTE]

L. 3 T S 28 3

2. BUARGANR KB

3. A EN RS

4. B RO 2% RROR KA

mH— AT EILRRE

[FEahiiR ]
Al Nmap H#i M 4RE& .
(@=ETE= (D |

—. XTiRiR
HUE K I Internet 25 ANITHIZENS . TAET R T BRI 8, (H[F Rtk 7 —Lk
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M‘HV' .

m"

g N MERESHE

Wy
A2 BRI L, 2% A5 S 22 4 OR ) Ut R L 22— o B AR 1) AP AR R R L
BT HAL ARG IR -

TAErgT, THEVLRERGER —BEp T, KBRS T B & A AR AR B, TR
B b TR R Ty, TR R A E B P AMTIE ¥ AT 1058 B IS 3 . 2R
P PR, ZR . WS E Rl AW M ANREA B TR, FEERAES T R
. R, HHEHRSGARE, RERARE, WEESERTA, MR HENARS
MIER THE. mRBNBE S T HETEN AR RFASEE, RaSERREE L
T3 B A SME X AR G ) Bt o

P 4 L 1) — A R A A R B A AT SEAL I AT R e e T O TR AR A
£ o

Z. PAMEEN,

FREEE — R B SR BT AR S A L% A 59 IR, T I A A s T AAS
B IR b i IR 8 AR R 45 2 K % Bl TCP 3w 1 970 i, SR BEA RS BT IRA, X
9t A L FRATT 1) 2 it U M T A8 S AR L BT A AE R 22 A i A 8 A AR T LR
B B (78 % H b T BEAFAE I N 2 i i HEAT B U &, H AR B TAESG . ik
S5 8% STHNL B N SF & Rl B SRS AR IR SR 4 R 1 AR G B O R A T S
2z i is, AR M 2 e RARKY R R . '

FRAR N %A 3 TThAE: RBLENURM S RN EBAT RS 8 IR 55

=. PR TEE

ﬁ%ztilﬂﬁbﬁ_ N, —REN—HAENREEL; —EREMENW O, R
B 8IRSs s — ] AHERT BT B E RS . Nmap v H THEEAA PIA T A
LAN, HZ 500 /\*ﬁ)ﬁULE’JIﬁJ%O Nmap & RVFH P EHIE#HE 5. @y, —FER
14 F ICMP Bp 3L Ping 4 o] LA & — B 75 3K s 7T LR AERM UDP 83 TCP ¥ 1,
HE XV AERERY: E0 LB FTE HU4 Rl F 38 &R N H &g, sk
— Wt R AE

M. HA#SE

GUI W ThRE AR LR SATRRA —FE, ¥ T2 ANEFEXKH MG ASITRA, K35

TR LAy AT HRA A . & Nmap SCRFH) 4 P A 43 4677 3K
(1) TCP connect()¥i H i (-sT Z%0.

(2) TCP [FF (SYN) i H43H (-sS Z¥0).

(3) UDP ¥ H3# (-sU Z%0.

(4) Ping HFH# (-sP ZH0).

T R Ay i — AN P 4% (1 B AR L, Ping F14H AN TCP SYN 9 fiife KM - Ping $1 4
it k&% ICMP  (Internet Control Message Protocol, Internet # il B M) [AI N i 3k
BAEAF TCP W% (Acknowledgement, ACK) ¥¥afu, #ix EHFPRE, dEHES
T F5 5 P BN IEAE B AT I EHLECER

TCP SYN £ — F FA KL Hf#, (B4 R¥E 5 TCP connect (half connect) 4
beie, RS E HIXFEH )7 N 4FE L. 7E TCP connect HHH, B A HERMER

<«{ 004 »




-------------------------------------------------------

i R

GARGHAREHAITIF — N8 TCP EHE—Hm 2R, AHMBITFTEANATNZ
] () se 4R F ik FE (SYN, SYN-ACK Fl ACK). — RS2 #4738 T ik F2 8 W am 72 3=
Ml 0 24T I .

TCP SYN H#i602 if) 2 ¥4 FF 3% 8z, ‘B 5 TCP connect IR R 2Z &b7EF, TCP
SYN H# &KiE W ZFE AL (RST) frid AR L R ACK Fric (SYN. SYN-ACK & RST);
W R R EHUEE MV B D2 4T/, @ EHLAH SYN-ACK W%, Nmap KiX—4
RST; iRz ENLH I O &K, & RNE K& RST, A Nmap AT —AN .

Nmap XFFE. RIEMM LTS Hlw, WEZEEH 192.168.7.0 M4, 7 LLH
192.168.7.x/24 8% 192.168.7.0~255 W& A4 & 1P Huht 6 [ . 35 % o O V8 B {E H-p %,
WRATE E ERH 5D, Nmap BRIANHEHIA 1 3 1024 0 _E nmap-services %1 t ) ¥
Mo WREAF Nmap BATHVEM LR, RZEH verbose #:, B b-v &%, &
n_b-vww Z2EERE FEIEM /S B . Hli, nmap -sS 192.168.7.1-255 -p 20, 21, 53-110,
30000- -v #74, RAT—IK TCP SYN H##, JBH verbose #, ZEHIH MK M 48 2
192.168.7, #l 20, 21. 53 | 110 K& 30000 LL_E (s E CHR 52 o 3 BB o a) AS 35 4
ANZKE ). HE—AMIF, nmap -sS 192.168.7.1/24 -p 80 H13#i 192.168.0 T/, &7 80
i 1 MG T B AR 45 2% GHELH 2 Web RS 2%).

LR LR %, B, B oMM ITENyL, A AEAE A Bl ue R i 1, A% kX i
WA P BZ R &R YD1 M &AL, -host_timeout ZEIRFH, ER<HE
mFEE], %0, nmap sS host timeout 10000 192.168.0.1 fiv4 i 52 #8 B i 1] /& 10000ms .

W % 1% % b At 3k 30 4 11 g 10— 4 DR K ST B[], i B N S A I T DA
P AR 3148 0 4% T 75 BF 1) . Nmap £ 5575 H W6 0 o] 4% 4% 4% i 2R A, 33 BN /R it AT A e 3
WEMNHAEE, RUEKTEEMEER P EAEE. 244, host_timeout F|JEKAT LT H L
DRI TR], B SR H % b A sk D R g ) R R E .

[E%EE&]

SRE 1-1-1 fi, SBEBRSE.

Switch

indows T e indow:
TR

192.168.1.3 ) 192.168.1.4

Z¥ENmapEHL Windows E#L
A 1-1-1
—. &% Nmap

Nmap ZH B —AMFEA “Windows BHiIRE"” KIIKBFE)F WinPcap—— W R IRE H
M BT AR R, T BE 4 MR X AN DK B AR Fr—— 35 SR A Y 1 b ik R n
F, 0T 3 26 B 5 1) B S b ikt 2 ) 31 WinPcap. WinPeap (I/E 2 BHRARERF (X
H{f) Nmap) 3K i P A& %0 10 R 48 809 . WinPcap S0 XP/2K/Me/9x 4> R 51| 84k &
g, FEMABME—DMPAT M, Wibieede, —BFAEHBRINRERITLLT, 25
ZIEHEERE.
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B PRSI

. Z1T Nmap

BAT S P EE 77 38 Nmap - Zenmap GUI, /833 Nmap, WE 1-1-2 fizx.

#+ Zenmap

Scan Tools Profile Help

Target: =| )~ iﬁ Frofile: ‘Intmse scan L\m 7-17,\“\ 2 ]
Command: nmap -T4 A v - N i | [k CPEEL R T TSR TH S TR 73
! Hosts Services l Nnap Output I}’gt} / Husisjlgg(ﬂ_vg_]b{g_st Dn;;;i:“ié;u;sl L
05 4 Host v A E 8| . S R ] W B |Deteils)

Filter Hosts ] B
1-1-2
/N

Nmap £ — K T2 2K WKE, THEM, FE WinPcap X #.

WinPcap (Windows Packet Capture) Windows # #& @4 3k %, & Windows ‘F & T —
Ny, NEHWWEEFES%. WinPecap R Al TREHENEW—FT R, AT
302 MBREFEBAFNLEEEL, CEETREOHEARE, —MREASHEEN—/
BERGEHE.

=, BERAWFHFRARM

¥ E Target: HAR IP Hubk (EHFHM H AR EH R M B, 172.16.1.0/24,
172.16.1.0~255 %), kK 1-1-3 fi~.

Scan Tools Profile Help

Target: |127.0.0.1

& 1-1-3
Profile: HFHiHIFIZE. UDP 8 TCP. PR#EFAHZE, WwE 1-1-4 Fin.

Profile: ’Quick scan plus

B 1-1-4

< 006 »



I IR NN MR S Eh e

Command: #7447, 55 Nmap K 24T RN (A8 T ## 35 % Nmap iy 217 kit vl BA
% Nmap #4/EF M), WE 1-1-5 i,
Host: KK FEHL, WE 1-1-6 Fizn.

| Services

0s 4 HPit = i 4 ‘
Command: |nmap -sV -T4 -0 -F ——version-light 127.0.0.1 ¥ localbost (127.0.0.1)

 1-1-5 B 1-1-6

Service: Il i A ANHI ARk 55 2 A%, SIEN MK H, B 1-1-7 fis.

[ Hosts IL _ Services 777] lh‘l’ 0“?_’14 Ports / Hosts :Igpg}o_;j[;)(o}t D_euiils‘h Scans|
A ¢ Hostname 4 |Port 4 Protocol ¢ State 4 Versi

@ localhost (127.0.0.1) 443  tcp unknown

kerberos—sec
icad-el
netbackup

nessus =

A 1-1-7

Nmap Output: Nmap #ith, BIEFFMEE. F#E Hir L, Bam 0S5, RE
AR5, W 1-1-8 fis.

Nmsp Output |Ports / Hosts| Topology| Host Details| Scans| = o =y
[omep ~T4 -A -v 127.0.0.1 |

Starting Mmsp 5.21 ( http://nmap.org ) at 2011-01-20 23:01 PEMRENE

WSE: Loaded 36 scripts for scamning.

Skipping SYN suuuﬂ Scan against localhost (127.0.0.1) because Windows does not support scenning your own machine (localhost) this way.
Initiating Service scan at 23:01

Skipping 0S5 Scan against localhost (127.08.0.1) because it doesn't work against your own machine (localhost)

HSE: Script scanning 127.0.0.1.

WSE: Script Scanning completed.

Nmap scan report for localhost (127.0.0.1)

mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns or specify valid servers with --dns

servers

Host is up.

PORT STATE  SERVICE VERSION
1/tecp unknown tcpmux

3/tcp unknown compressnet

4/tcp unknown unknown
6/tcp unknown unknown
7/tcp unknown echo
9/tcp unknown discard
13/tcp unknown daytime
17/tecp unknown gotd
19/tcp unknown chargen
20/tecp unknown ftp-data
21/tcp  unknown ftp
22/tcp unknown ssh
23/tcp  unknown telnet
24/tcp unknown priv-mail
25/tcp unknown smtp
26/tcp unknown rsftp

‘ 30/tcp unknown unknown

| 32/tcp unknown unknown
33/tep unknown dsp
37/tcp unknown time
42/tcp unknown nameserver
43/tep unknown whois

B 1-1-8
Port/Hosts: H#Arug . Wil RE. RS LA,

< 007
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Ld
&
Topology: ZH#H I dEMHEE, WE 1-1-9 Fix.

| Nmap Output| Ports / Hosts| Topology |Host Details) Scans|

| [Hosts Viewer)[Fisheye)[Controls]

Wik L 55 -

: m E

© ecancet

B 1-1-9

Host Details: FHLAGEEWE. @417, EVLRE, MmO, 1P bk, 1Pve
kA MAC HohbSE, Wil 1-1-10 fios.

Jﬂmap Uutput" Ports / Hosts“ Topology] Host Details |Scans

=ilocalhost (127.0.0.1)! 5 gl

# Comments

=) Host Status
State: up
Open ports: e
 Filtered ports: O
iClosed ports: |l Q.,

Scanned ports: 1000

Up time: Hot available
Last boot: Hot available
(=] Addresses

IPvd: 127.0.0.1
IPv6: HNot awvailable
MAC: Not available

(=) Hostnames
Name - Type: localhest - PTR

A 1-1-10
M, [CERAEER
BHEMESRICE TR 1-1-1 .

<{ 008 »»



AN E NN RN A Y RSN A S S S N NS S ESE NN RS

rneassrmssennessssnssssesssessnsassnsssannennee e SUESEHUE SRR ISR

®&1-1-1 BRI ENPABERR

FH AL
FFi R 0=
R ] 8

EHZ ARTHNRKIRRA

[EahiEiR ]

A RAES IR BE 2k Windows XP, 37— N TR, FHMod —2fE s
I, RS =77TH 360 5B T REF LR,

[aTE]

£ MBSA ¥REFHPAH=KREEHIHE.

(D) FARE—NEENL: TRV AREEE 1P bk R S & L, G TR
WAL P 2% P A TR

(2) PR/ EHL: 3 AL ERE 1P bk e BRI 2 & v E L.

(3) AECHNZERE: AFCERNEMLZEME.

[EHE&]

—. 1&{T MBSA

M “IFHR” — “FEF” — “Microsoft Baseline Security Analyzer 1.2”7 , fTJF
Microsoft Baseline Security Analyzer 1.2 F2 /¢ 541, Wi 1-1-11 fiw.

¢ EBSA RE=L2RERBERLA

B Baseline Security Analyzer

+ MBSA BRZLRALGHS XD HMBSAH S Z2RFRET Ex 25 REIL
MBSARARZ2IRIRI T AT EE(T Microsoft Windows® Server 2003, Windows XP,
Windows 2000, 5, Windows NT® 40 SRMERFNR S EHRUIFAEERIR.

SR EFHRITRITE LT » RETHIRETUTRERKRS
Windows Server 2003, Windows XP, Windows 2000, and Windows NT 4.0, {5 : J0RiITHIRE
T Windows XP 3t AR A M BRI AHHE, B2 AREFHETES.

| E,“W“u‘? L
O iEF—TiH il

| O R EEE

O ERREREEE

O SEmaRE

12— A
g
EECANEERE

f-2-3
Il O mesARItF 2RI EMRAERY
O X<F&EF

O wwser

B 1-1-11
—. & EH ¥ MBSA 13k

1. &F B AR &S, BESHA -MAMRENE D, mE 1-1-12
Fiw, WRACRE N AP A RE “EH4L”7 M “IP #ik” , MBSA 2 B3R
AHLVHENZFR, WREERARME T HHEHL, WFHFEE “IP Address” HHAK
i 1P #hhk. £ MBSA H#ENH, A EFIML M REAMMRE LKA

< 009 »



P

%H MR E 50

%D%%C% (%T%), ZAER “BEA-FHEN LK (FHFNED 7 a4, Hid
Al LU N — AN B 2 BRI 2 2 .
WA 1-1-12 frR Ry “Em” FFH 54

AR A E AL

1EEFEFANTENL. 1RRT LS AT E AL B TRaR PHE BE— TR AZEAT AL

HAER: - : o~ {this computer)

1P AL \MﬂﬁﬂWfWﬂMw

ZEIRFTEM: l D C‘ (. T ) 3 N ]
Eﬁ #C% »mm T = Eiﬂﬁlﬂl‘lﬁl IP% = 1P Hutk

R @Elﬁft;’iﬁﬁﬁ?ﬁ

HEIFER
#"E 1SR
#"E SoLiRiE
LEZLEH
O] #5F susiRg
|
BEZ s

&Y s

B 1-1-12

(1) KERERGRT: 0 Windows & 2 77 T 1) % F -

(2) MEFHEL: KERZHFH L.

(3) K #r 1S JRiF: Kl IS & HE 7 1 s, R4t Web k%5, WIw] LA
WP, fEAH T TR Windows XP R4, —MIEGLERE A 24 IS, Khn] DAAGEFE .

(4) ¥e# SQL JRiF: I SQL F2 /7% & & Jy T MU, Wik & 535 7 8o
T, O4RES.

(5) MBELZEEF: KNLEEH, TEHATRINRSERE ZEMKKHT, &
e 3 3 AR ) 1E RSO IE

Hp AT 4 TR AR E T, "TAR YR SE PR S SLE R, BRI B UR R E R
NG, RN TERFER, WERARGBMATE AT AT,

2. B CHREI HAT DAEE D VR B .

. FFERFITHEE

MEEET “THEAR” s, BESMTashER, WE 1-1-13 P, fERH
I o 24— BRINH ), HR A W0 450 1 K S B K/, A IR SERr I ) e, B3I E
FHERRERAS AT AWM, ETHREEPAITERHI CPU SEEEK
(G B, X IEH I, MBSA ¥ 537 F &R A 5 75 Z X 2 e FR g BE4T 5597, Frfr oy
A A 2 B B 3¢ i 1 O

FiaHEH#, HfER)E, BraasBkafms RE D .

<010 p»



LI G N s 2 A

Done downloading security update information.
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Al hard drives (4) are using the NTFS file system.
EfET 4  HEER

Z A FR G 0] 7

AR KB BRAE R RAFAE R

Automatic Update: Windows [ BB EF#<H T, FHIEF “ffE4E” &I
IR 1-1-16 FTos ST

Automatic Updates Check

Issue

Automatic Updates can keep your computer up-to-date automatically with the latest updates from Microsoft by delivering them
directly to your computer from the Windows Update site (or from a local Software Update Services (SUS) server if you are in a
rnanaged environment). MBSA will warn users if Automatic Updats is not enabled on the scanned hi orifitis bled but

is not configured to automatically download and install upd L ilable on Wind: 2000 SP3 machi
and higher.

Solution

Enable and configure Automatic Updates to automatically download and install the latest updates from Microsoft. For more
information on Automatic Updates settings, please refer to the Knowledge Base article on scheduling Automatic Updates in
Windows XP, Windows 2000, or Windows Server 2003 listed below under Additional Information.

Instructions

To configure Automatic Updates to automatically download and install updates on computers running Windows 2000 (SP3 or
higher):

1. Click Start, point to Settings, and then click Control Panel.

2. Double-click Automatic Updates.

3. Ensure the checkbox is checked to "Keep my computer up to date”.

4. Select the setting to "Automatically download the updates, and install them on the schedule that I specify”.

To configure Autcmatic Updates to automatically downlocad and install updates on computers running Windows XP Home Edition,
Windows XP Professional, or Windows Server 2003:

1. Click Start and then click Control Panel.

2. Double-click System and then select the Automatic Updates tab.

3. Ensure the checkbox is checked to "Keep my computer up to date".

4, Select the setting to "Autor ily d load the upd: and install them on the schedule that I specify”.
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