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1. What are the minimum rights required to block intruders?
A. Read-only access to the Log Consolidator component
B. Read-write access to the Log Consolidator component
C. Read-only access to the Monitoring component

D. Read-write access to the Monitoring component

2. Which of the following describes the information on which control decisions can be
made using stateful inspection? (Choose all that apply.)
A. Application-derived state.
B. Evaluation of flexible expressions based on application-derived state, communica-
tion-derived state, and communication information.
C. Application-layer proxying.
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D. Inspection of Layer 2 parameters.
E. Connection table.

. Which of the following protocols is compatible with hide NAT? (Choose all that
apply.)

A. ICMP

B. IPSec

C. TCP

D. UDP

. Which of the following applications can be used to configure security objects?
(Choose all that apply.)

A. SmartDashboard

B. SecureUpdate

C. System Status

D. Visual SmartDashboard

. What is the quickest way to only view accounting log entries in Check Point NG?
A. Use the Account log mode

B. Use the Audit log mode
C. Use the Account predefined log query in log mode
D. Apply a log query to the Type field including only accounting log entries

. You are using SmartView Status to monitor an enforcement module, and you notice
a status of Untrusted on the FireWall-1 module. What is the most likely cause?
A. SIC has not been established with the enforcement module.

B. The FireWall-1 services on the enforcement module have failed.

C. No security policy is installed on the enforcement module.

D. The network connection to the enforcement module has gone down.

. Which of the following best describes the function of a firewall?

A. Provides address translation to connect the internal network to the Internet.
B. Provides stateful inspection to ensure secure remote access communications.
C. Protects the internal network from the Internet.

D. Protects the internal network from external customers networks.

.You hide a rule in your security rule base and install the rule base onto an
enforcement module. Which of the following statements is not true?

A. The hidden rule is displayed as a gray line in SmartDashboard.

B. The hidden rule is not enforced by the enforcement module.

C. The hidden rule can be displayed by selecting Rule»Hide» Unhide all.

D. The hidden rule is logged in the security log if the tracking option is set to log.
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9.

10

11.

12.

13.

14.

What are the advantages of stateful inspection over other firewall types? (Choose all
that apply.)

A. Provides filtering of Layer 3 and Layer 4 parameters.

B. Combines the performance of a packet filtering firewall with the security and
application awareness of an application-layer gateway.

C. Protects clients by proxying connections on behalf of clients.

D. Cheaper than other firewall types.

. Which of the following is true regarding implicit client authentication? (Choose all
that apply.) .

A. It is the same as partially automatic client authentication.

B. Users must manually authenticate to the TELNET or HTTP security server.
C. Users can authenticate via user authentication to authorize the client authenti-

cation rule.

D. Is the same as fully automatic client authentication.

What is the recommended memory requirement for a VPN-1/FireWall-1 NG
enforcement module?

A. 16MB
B. 64MB
C. 128MB
D. 256MB

Which of the following authentication types are transparent from a users perspec-
tive? (Choose all that apply.)

A. User authentication
B. Client authentication
C. Implicit client authentication

D. Session authentication

Which of the following describes the term client side? (Choose all that apply.)
A. When a packet is transmitted out of an interface

B. When a packet is received on an interface

C. Where source NAT is performed

D. Where destination NAT is performed

Where does the ICA reside?
A. Enforcement module
B. Management client

C. Management server
D. External CA
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15.

16.

17.

18.

19.

What are the two types of Check Point NG licenses?
A. Central

B. Local
C. Remote
D. Distributed

What are the functions of an enforcement module? (Choose all that apply.)
A. Store the user database.

B. Authenticate users.

C. Maintain security logs of traffic.

D. Inspect traffic against a security rule base.
E. Provide network address translation.

You attempt to install a policy onto a remote enforcement module from a
management server. You get a connection timeout error. You can still access the

Internet from a PC via the enforcement module. What is the most likely cause of the
problem?

A. SIC is not established with the enforcement module.

B. The implied VPN-1 control connections rule has been disabled.
C. The Check Point enforcement module service has crashed.

D. The stealth rule is applied too high in the security rule base.

A customer phones you, complaining that he has configured automatic NAT for a
security object, added the appropriate security rules, and installed the policy;
however, external devices using the rule can't connect to internal devices
configured for automatic NAT. The customer has checked the ARP cache of his
border routers and verified that the correct MAC address is associated with the
valid IP address configured for automatic NAT. Which of the following could be
the cause of the issue? (Choose all that apply.)

A. The customer has configured hide NAT for the object.

B. The customer has disabled automatic ARP.

C. The customer has configured static NAT for the object.

D. The customer has disabled client-side destination translations.

What are the default objects present in the users database? (Choose all that apply.)
A. Default

B. Default User
C. Default Users
D. All Users

20. An administrator wishes to block access using a security rule, with a notification
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21.

22.

23.

24.

25.

sent to the system attempting access. What action should be specified for the rule?
A. Accept

B. Deny
C. Encrypt
D. Reject

Which of the following types of NAT is required for enabling external devices to

connect to internal devices with private IP addresses? (Choose all that apply.)
A. Destination NAT

B. Hide NAT
C. Source NAT
D. Static NAT

Which of the following requires backup on a SmartCenter server? (Choose all that
apply.)

A. $SFWDIR/bin

B. $FWDIR/conf

C. $FWDIR/lib

D. $FWDIR/state

You wish to configure anti-spoofing for the internal interface of your VPN-1
/FireWall-1 NG module. Three separate networks reside behind the inside interface.
Which of the following must you do to define anti-spoofing? (Choose all that
apply.)

A. Define the addresses behind the interface as External.

B. Define the addresses behind the interface as Internal.

C. Configure a group object that includes each of the internal networks.

D. Configure the addresses behind the interface as Specific.

E. Configure the addresses behind the interface as Defined by the interface.

Users on your network are complaining of slow Internet access to web sites. You
narrow the problem down to your enforcement module. You notice that the web
access rule has a rule number of 100, and that numerous anti-spoofing log messages
are being generated. What should you do to rectify the problem?

A. Place the web access rule near the top of the rule base.

B. Configure a hosts file on the SmartCenter server.

C. Disable NAT rules.

D. Disable anti-spoofing.

What is the mechanism used by Check Point NG to ensure log unification?
A.Log ID



