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F1E HENEELE LB

[5£32 1] % E BIOS AALE#

e g

1. 4+ 4 & BIOS

WENERESE, BERGRESTE T EHOEGER, XEFR NETENAED
H— M EHEENET, A4 BIOS 72/¥ (Basic Input/Output System, A A\ /#H %),
SRR TTHLI ST R & A AT TG AL IR, R B R R B aes IE 3 TAE.
RRWEFE, BELHEE. CrSEhNREHEEL.

BIOS FEFFFFAETE EMR L —RIFFRIE A o, XA #R A CMOS &4 (Complementary
Metal-Oxide Semiconductor, B xMEEEALY ¥ 2146, CRIWEN TR L —HUSE%E RAM

(Read Access Memory, PIEEESWAE). 7E CMOS FiEIE6E T iHENLTE B4R ER R
({35 CPU. frfEiR& W%, NHFS) NREKSH (WHRLHE. BIOS HHEZ),

BIOS 2%/, CMOS £7#f& BIOS B FH#k. iHEHLIY BIOS FFHl %L B 55 kit
RAE CMOS XU A h5e s BHitt, 825 B {3 t3E BIOS FFALEAD 1 BFR 3 CMOS &g
wHE.

2. BIOS #9i% &

BIOS X I HALRER IEH BN EXEE, Wik, %t BIOS K &N+ MEE. —BERT,
ABRF T BIOS KR E, RAEIENALEEERBEEML. CMOS MEENE LB’ R
TARBEFTHTRE. WRAFAFEHAMR G TR EY, 77 CUE 8% E 2/ BIOS
LR TR .

HArm L% BIOS BF £ E R i 3 KA R4, 'E12 Award. AMI #1 Phoenix,
EBREF KL PHERIX 3 AR K7™ F. Award BIOS 7 HRi T - 548 T X RHAL, &
RERA, XFREBFOFEL. FRATN BIOS FBE R BEEME KRR,

AL LAY Award BIOS #HATHRE ], MHAUAE BIOS FFHLEG.

3. BIOS ##
7E BIOS Al LA B /MERS: FI % (User Password) FIREZEH S35 (Supervisor

Password).



e L E D —mERE. X E5RLHGY

a [AP&R) ZFETUATHARERKNE BIOS RERF. R BIOS T&
HXBEBEH P FN, SRZEEEN BIOS RERF ¥ A REERAF EHEATAN
R, WmEREBETHEHEN, NEHAFPELEAN BIOS ®ERFE, REFESMHE
B EIALRR . :

O [BEZAAHERY ZFETUHTFHARERSERE BIOS REEF. FHBRHA
FEMBEN BIOS WERF, RAAHRENR.

EEMEN R, 7€ BIOS RERFET, XHAFBARERTEN. TR E#
G P EBAE S, BUTURRESSHFEREAFEN, EAURERIRE.

BIOS % B 5 F RAmE 1.1 frar.

1.1 BIOS AL E 515
=HRE Thee
EEH P& i ak. 11 BIERZEM RS #A BIOS #EBF
WE TRE REEH EEABR PR
AT System | WEF S EBRBRM S ED | MEA S EBAH R
RE | EE ey sep e R, RERAS
AR System FER P EW FEHPEN, HPE
R E 53 prere—— — g g gﬁigiﬁ&ﬁ}*‘
FRE TR FEEEN B EEH
Dsmm

BIOS: Award BIOS V 4.51PG.

6 K H R

(1) HeBEETENMEREHE, TH# BIOS MERSKUUKFEN BIOS RENTTIE.
R EAREE A, WLMFAREEAE SN R RE R, P aad BIOS KNAS(
K.

(2) —HERF, FRHLE, T4 LM [Dell 8, MATLEA BIOS ®ERF. B
REEENTUERE RN BIOS R ERFHAET A2, WIBM HHENRTERE
3 [F1) 8. FSEIREHH, EAmERE, TR [Del ~ [F1]1 — [F2] 2R
BT ER.

(3) [ 1.1 il AWARD BIOS (B S ifi. 5 BIOS HHL R EH KL HEH:

O [BIOS FEATURES SETUP): BIOS #HEKE.

O [SUPERVISOR PASSWORDY): %A F HEG B E .

_2_



F1¥E HENELLERAME

Q [USER PASSWORD]: A F#HWikE.
O [SAVE & EXIT SETUP): {R7F BIOS T BB tH R BT,

CMOS SETUP UTILITY

AWARD SOFTWARE,INC.
STANDARD CMOS SETUP SPECIAL FEATURES SETUP
BIOS FEATURES SETUP INTEGRATED PERIPHEARALS

POWER MANAGEMENT SETUP SUPERVISOR PASSWORD

PNP/PCI CONFIGURATION USER PASSWORD
LOAD SETUP DEFAULTS SAVE & EXIT SETUP
EXIT WITHOUT SAVING
Esc: Quit t | - <:Select Item
F10: Save & Exit Setup (Shift)F2:Change Color

Bl 1.1 AWARD BIOS i&& F[f

(4> 7£[ 1.1 1%+ [SUPERVISOR PASSWORDY 53, #&HEA BIOS ¥ EREFI
BERPFEE, SEERAFK, ATRPELTIRE.,

(5) 7£/ 1.1 3%+ [USER PASSWORD] 17, AT HREBEEERENEREGAL
MPEE, ERBARK.

(6) 7t/ 1.1 Fi&+ [BIOS FEATURES SETUPY %R, HELWIE 1.2 Fiafd BIOS
FEATURE SETUP ftiHl. 5 BIOS HHA KM EERIN [ Security Option), # A LE T
[Setup] AT [System), MAbZE % [System].

'CMOS SETUP UTILITY
AWARD SOFTWARE,INC.

Anti— Virus Protection: Disabled Video BIOS Shadow: Enabled

CPU Internal Cache: Enabled C8000— CBFFF Shadow : Disabled

""" REH [System] , HELHL
Security Option: System JRBIIR SR P 8
|

1.2 BIOS FEATURE SETUP i

(7> ®E5EHE, 7/ 1.1 Fi%+ [SAVE & EXIT SETUP) 3, {277 BIOS WE IR
HEEREF.

mﬁé%q/ ) "



e LRELD — mERE. FE5LLHY
(8) EFEANTHEM, HERMANTRERNNEH, 4885 Windows BIERZ,

& oo g

(1) WRAERE 1.2 F8 [Security Option) EIN & X Setup, EI{fi%E T [USER
PASSWORD], EHIFFHE AL BEREIAE.
(2) MRELRIPR (4 PREBETHEEHAFAENE, 2L 1.1, FHRIRENBRA

PRI EE B 5 Windows B{E R 4.
(3) 7E#%E [SUPERVISOR PASSWORD] #1 [ USER PASSWORD] i, REIALATH

MR, KENEREBRE.

[3%2) #]8 CMOSPWD #+ # B BIOS #4i8 F 58 55

FwEm

WEIFE AT BIOS FH LG, WUENER ST , ERFNHENL, BEFHEAALNT BIOS
WERRE, —SERITBELEMER BIOS B E T A% (Universal Password). i
AFEsEir LR —A BB B #E.

A Sz FIH CMOSPWD T E#44-3RE BIOS KB A%, JHRETEIRARNK

Dywms

BIERS: Windows 98,
BIOS: Award BIOS V 4.51PG.
g F#E: CMOSPWD 4.3, Bl F#Mit: http://www.cgsecurity.org/cmospwd-4.3.zip.

(1) % cmospwd-4.3.zip LB BT EMMEANEXT

(2) #A DOS @ iTIRA, WHRR Windows 98, AT cmospwd.exe; WIRE Windows
NT, 4T cmospwd_nt.exe. ‘

(3) #HAT cmospwd.exe FIZRWT .

C:\test\cmospwd>cmospwd
CmosPwd — BIOS Cracker 4.3, 16 June 2003, Copyright 1996-2003
GRENIER Christophe, grenier@cgsecurity.org

_4-
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http://www. cgsecurity. org/

Keyboard
/*E L
Acer/IBM
AMI BIOS
AMI WinB
AMI WinB
AMI ?
Award 4.
Award 4.
Award Me
Award 6.
Compaq (
Compagq D
Compag
DTK
Phoenix
IBM (PS/
IBM Thin
Thinkpad
Thinkpad
Thinkpad
IBM 300
Packard
Phoenix
Phoenix
Phoenix
Phoenix
Phoenix
Phoenix
Phoenix
Phoenix
Gateway
Toshiba
Zenith A
C:\test\

. US
xKx/

10S (12/15/93)
10S 2.5

5x/6.0
5x/6. 0
dallion 6.0
0

1992)

eskPro

AO8, 1993

2, Activa ...)

kpad boot pwd
x20/570/t20 EEPROM
560x EEPROM
765/380z EEPROM

GL

Bell Supervisor/User
1.00. 09. ACO (1994)
1.04

1. 10 A03

4 release 6 (User)

4.0 release 6.0

a486 1.03

4.05 rev 1.02.943

4.06 rev 1.13.1107

Solo Phoenix 4.0 r6

MI Supervisor/User

cmospwd>

(]

{21

(2?1

[ 10 f 410f; 1

[ 4B 40/] ‘:41%%ﬁﬁmBms
[213233] [33333200] [200022] I8 R

(333300021 (000033] [031220]
[000100] [33330000] [33330013] [000100]

[ < ul

[ W]

[?][?]

(It 1

[w ][2z0Qja]

[ p?1( £]

[ 6]( ]
[ ]

[

(170 ]

( Wil £]
[ 6]

CRC pwd err[ T 3]

[ 1L 6]

CRC pwd err

[1]

(1]

err

(10

[ £ ]

[ 1t ]
[WETRETR] [QDWQRQE]

(4) FIF B3R 4L BIOS B %G, HIATHEA BIOS % BRF.
(5D IR H A SCHF K BIOS BRAI T, 328 T LUK & 23 EHLI BIOS W& 5 Bt 4T
P, ERMEN, WTLAEBRR BIOS HE R %5,

-5
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wERE, EESRLGP

O Acer/IBM 1.3

O AMIBIOS 1.0

O  AMI WinBIOS (12/15/93) 1.4d
0 AMI WinBIOS 2.51.0 & 2.7
U AMIBios 4.2

O Award4.5x 10&14c&23&28&29
O Award Medallion 6 3.1

O Compagq (1992) 1.0

(3 Compaq 1.4 & 3.0

O Phoenix A0S, 1993 1.0

0 IBM (PS/2, Activa...) 1.3

Q IBM Thinkpad boot pwd 1.5
Q IBM300GL 1.5

&} Packard Bell Supervisor/User 1.4

Q Phoenix 1.00.09.ACO0 (1994) 1.0

O Phoenix 1.04 14

Q Phoenix 1.10 A03/Dell GXi 1.4¢

O Phoenix 4 release 6 (User) 1.6 & 2.2
O Phoenix 4.05 rev 1.02.943 2.6

O Phoenix 4.06 rev 1.13.1107 2.6

Q Gateway Solo - Phoenix 4016 2.4
Q Toshiba 2.1

0 ZenithAMI 1.5

& s0as )k

(1) F|Fl CMOSPWD 3k 58 %M T A —EEERARER, OF—E8IH
i) BIOS E&1EMA.
(2) KA.
CMOSPWD 1.5, EF#Mik: http:/cy.northtimes.com/soft/sy/Cmospwd.zip.
CMOSPWD 2.7, B F#M4k: http://posdy.myetang.com/soft/cmospwd-2.7.zip.

~

[52% 3]  #)F WinBIOS #4383 BIOS # f P % #5

= am

BIOS A A HMRER, MERERTSERENR “Setup”, EHANBRERENATE X

—6—



F1%F HENEALERARM

S, HEEHA BIOS WERFH A ELRTEEZED. R BE T X%,
A LAF|F WinBIOS # 43k KHX BIOS H %8,
ASLHFFH WinBIOS T H 84 4KHX BIOS KA P BB H IR BT ES4HE.

Dscgpmrin

BRIERZ: Windows 98,
BIOS: Award BIOS V 4.51PG.
fEFAEAF: WinBIOS 1.0, B F#M4t: http:/file.mydrivers.com/tools/board/wbios10.zip .

(1) #f wbios10.zip XM EEIHEA R TF.
(2) 21T winbios.exe 31, HIME 1.3 FrmfE, Hi [bios] 4B HIRT %54
RIRIE i
Matthias Bockelkamp’s BIOS utility v 1.34.0
Usage: BIOS [option]
I = information on BIOS
X = information on BIOS extensions
B = information on BIOS beep codes
P = find BIOS passwords (only Award, AMI and PHOENIX)
U = find BIOS universal password (only Award)
S [FILE] = save CMOS data [to FILE] (default: c:\bios. sav)
R [FILE] = restore CMOS data [from FILE] (default: c:\bios. sav)
V [FILE] = validate CMOS data [to FILE] (default: c:\bios. sav)
E = erase CMOS data
D [FILE] = dump BIOS segment [to FILE] (default: ¢:\bios. dmp)
A+/A- = enable/disable Advanced Power Management
L1+/L1-/L2+/L2~ = enable/disable 1st/2nd level cache
C/W/Z = cold boot / warm boot / reset using Int 19h
M/N/O = standby / suspend / turn PC off
Copyright (c) 1996/97,/98/99/2000 by Matthias Bockelkamp
For updates look at www. geocities. com/mbockelkamp

For bug reports and improvement tips write to mbockelkamp@web. de

(3) Hidy [bios i) HHFKEGHEH BIOS HfRA. HHIRBS A,
(4) Bt [bios x) %41 3KH BIOS [RiEgfS &,



ey bzl —mERE. ZEHELGY

(5) #if; [biosb) #%AFKE BIOS ¥ AREMER .
(6) Mt [biosu) EAIZKE BIOS 7275 37 ¥l F # 1 M5 B
(7) Hidi [bios p) #4H3KE BIOS %Y, WA 1.3 Fir.

% iR
R 7 ’l {bios p)
bios CLEE b ‘jfi‘f_ﬂ

& 1.3 #If WinBIOS 3kEX BIOS fi /" ##4
(8) DAZZHSc IR K, B [biospl ¥ B BIOS P # RS {5 B R

/*BAT RERAE R Gi*/

Found Windows 98 running

/*¥biosHIRRA*/

Found Award BIOS 4. 51

/RGP P E R/

BIOS superviser password: aladarzw

/* P i/

BIOS user password: alabatxz

/1. 240 [security option) XETMIB HE*/
BIOS security option: Setup

(9) KA BIOS fil 855 AT LA Shil i v AL E -

L o IV

(1) FH WinBIOS #{43k73f] BIOS WA P B RCE ) BIOS #hY, TiRZ
o TR S, SRR DRI AR AT LOBIE AR
(2) IF] WinBIOS 3k/8f0) [security option] Z¥ANfE IEH Bk BIOS rhiZ S BE
4 [ security option] Z¥{ % & X system f, WinBIOS TARAEM A setupo
(3) #IH] WinBIOS A L\3k73 AWARD. AMI 1 Phoenix BIOS %5, 3K#3 AWARD BIOS
FRART KRB REAEN.
o B



F1¥ AL AR
[£3% 4]  #)/A BiosPwds #44 3£ E BIOS %9 F %4

~swam

5 WinBIOS #A-ThREARLLK) 7 4b— 3K 3K 14 4 4 BiosPwds .. A<3L50HF BiosPwds T H#
43k 3REX BIOS I P #5hs, FHalRAe Bl R SR .

Dywms

BAERSE: Windows 98.
BIOS: Award BIOS V 4.51PG.
I #cft: BiosPwds 1.21, EIF#MAk: hup://sq.onlinedown.net/down/biospw12.zip.

(1) ¥4 biospw12.zip SR EIHHEHAIEANHR T .
(2) izA4T biospwds.exe 3CfF, HILMWE 1.4 Fionftim, #d5 [Get passwords) %4, A
LA SR i) BIOS 5 .. :
[BIOS version): BIOS fiiA.
[BIOS date (mm/dd/yy)): BIOS 5 A [ H#H.
[ Superviser password): #BZFH /%1,
[ User password): F /% #4.
[ Security option): K& 1.2 #1ff) [ Security option] ZEIH ¥ & .

CoO0O0O

1.4 FH BiosPwds 3kEX BIOS g
(3) FIHZREH BIOS H /%05 AT LU Thid it v+ EALIAE .

& sap )k

(1) F|H] BiosPwds ¥ 3K15 1K) BIOS FHLH AR~ HEBE% E Y BIOS #i, MEZ

09—



