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Summary

The problems and techniques of
the security for computer systems,
Will for example, cryptography, security
of database, security of operating sys-
tem, security of computer network, the
protecting techniques against computer
virus, the protecting techniques for soft-
ware, etc. be discussed in this book. We
pay attention to the applications of mod-
ern cryptology to computer systems spe-
cially.

At the end, some source codes are
provided for users including computer
engineers, electronic engineers and com-

munication engineers etc.
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A Brief About the Authors

The authors of this book all are the professors of Tsinghua University, they are engaged
in the research for security of computer systems in the Department of Computer Science and
Technology in the Tsinghua University for a long time.

Professor Lu Kaicheng, the first author, was born in 1930. He has published the following
books:

. Combinatorial Mathematics{2 Volumes)
. Graph Theory with Its Applications (2nd Edition)
. Combinatorial Mathematics(2nd Edition)

Algorithms and Analysis

. Algorithms and Complexity

. Introduction to Computer Algorithms Design and Analysis
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5. Computing Cryptography
6
7. Computer Cryptology(2nd Edition)
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. Single Objective, Multiple Objectives, and Integer Programming
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Preface

Since 90 s of 20 century, computers are developed and become popularization rapidly in
our country and the whole world, the computers networks and systems are also developed and
extended rapidly in the world , especially with the development of the Internet. But accompany
with these new development is that the security of computer systems become more serious, the
crime of computer and virus threaten the computing systems, software are illegal copied, the
information of the computing systems are illegal modified, there exist serious drawback in the
authorization systems, etc. These problems are so serious now , such that the governments of
many countries, many non — governmental organizations and companies are making great efforts
10 solve these problems.

1t is well known that cryptology is concerned by government and security department for
every country. The non - governmental users are concemned their security of their computing
systems. Cryptology is become popular today, many encryption algorithms(DES, IDEA etc) and
data signature standards(DSA RSA)are published, many security protocols are used in com-
puting systems, it is believed that cryptography can play more important role in computing sys-
tems.

The arrangement of the content of the book

The knowledge and theory of computing systems are introduced in Chapter 1.

The data security of computing system is introduced in Chapter 2, this is the main point,
which include modern cryptology and data security technology, such as data signature, identity
prove, security share, hash function and many encryption algorithm (DES, RSA, DSA, etc).

The secure protocols are introduced in Chapter 3. Designation of secure protocol for differ-
ent computing systems is proposed, including basic secure protocols, intermediate secure proto-
cols, and advanced secure protocols, these protocols are based on data security in Chapter 2.

The security of computer network is in Chapter 4. Which include the secure problems in
networks, such as the secure policy in network, network encryption, access control, users iden-
tify, information traffic controlling and datainetegrity. These technology and protecols are based
on Chapter 2 and 3. !

The secure operating system is in Chapter 5, the main point is designing the secure oper-
ating systems. The drawback of the general operating systems is pointed out. The example of

the general secure operating system is given in this Chapter.
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The secure database is in Chapter 6, which include the security problems and security
policy in database, such as the implement of the security, reliability and integrated of data in
database, the multi — level secure database is introduced in this Chapler.

Chapter 7 introduces how to write and prevent virus.

Chapter 8 introduces the protection technology of software , include software eneryption,
the designation of the “finger print” of software, the technology of anti —following tracks of
software and the crack of software.

This book is based on the research of the Theory Group of Computer Science and Tech-
nology Department of Tsinghua University. With the experience of the authors for designation
and implement of the secure computing systems, these secure technology are very useful in re-
al computing systems.

- The C source code of the main algorithms is in this book, users can use them directly.

Thanks for the support of Chongging publishing house to publish this book.

Authors, in Tsinghua University
Jan. 1999
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