~ Mc
Graw Education

“All win w One is All You Need.”
|ALL IN ONEI

CISSP i\ ik % ik i B
(%20

CISSP Certification AllsinsOne Exam Guide Second Edition

# 2% CISSP# it 1t 104
&l ik

It BT N7

I A % 08

BE A2 A4 1A 5] T
- R, WA fERHITE M
0 WA I HA S

RN P

o 850% i B % #1100 525118, I
el % BRI

e Shon Harris il 42
1) 8 1 “ 556 40 1)
9B P

(%€) Shon Harris # ok % BBEH BXE #F I

AERFEHAR




e e N e - Jigi.atuatiatiuns ¢ piSitpa T e o el © Ll LSS

CISSP iANEEiRIE
(2 2 O

CISSP® Certification All-in-One Exam Guide
Second Edition

[£] ShonHarris #
KA BEH RLE #

g N i R
. =



Shon Harris

CISSP® Certification All-in-Ore Exam Guide, Second Edition
EISBN: 0-07-222966-7

Copyright © 2003 by The McGraw-Hill Companies, Inc.

Original language published by The McGraw-Hill Companies, Inc. All Rights reserved. No part of this
publication may be reproduced or distributed by any means, or stored in a database or retrieval system,

without the prior written permission of the publisher.

Simplified Chinese translation edition is published and distributed exclusively by Tsinghua University Press
under the authorization by McGraw-Hill Education(Asia) Co., within the territory of the People’s Republic
of China only, excluding Hong Kong, Macao SAR and Taiwan. Unauthorized export of this edition is a
violation of the Copyright Act. Violation of this Law is subject to Civil and Criminal Penalties.

AASHSCR AT B PR e 56 2 37 - MR B AR (D A RSB ERE HRAEF AR
HRIERE N ORI, BTN P E G A HARRIT. REFTZHD,
MR ARG, MR S8, KRB WA UE BEAFAT, AELMEM T U b ReA
I EFTAR T -

tFHRENEEENAREILS BE=: 01-2002-5671 8

A HEMEAB McGraw-Hill 28 BFARE, EFEZETSHE.
EBEMSB (CIP) BUE

CISSP IF A iRdaw GF 210 7 () HEA « B (Harris, S.) %

KR, B, STCER —dbet R LIREE, 20043

P CISSPY Certification All-in-One Exam Guide, Second Edition

ISBN 7-302-08325-8

1.C 1. Her @ ke @ B @ T L fFRERR- ZEEA-BHREK
-M¥FSEHRE IV.TPI09

b PR A5 CEp B3R (2004) 55 022141 5

H O & AR 0 ub JbEEEE RS
http://www.tup.com.cn 1 Y%: 100084
FEEHL: (010) 62770175 ERR%: (010) 62 6@'
RESHREE: HiR

pra it S VY

HMEEt: ¥

Rt B

ED B . Abst kB REIRIA R 2]
R AT & FEBHERIERRITR

7+ A 787X1092 1/16 EDk: 43.25 FH. 1052 TF
RE R 2004 154 ASS LB 2004 £E 4 A 1 KEDR

H 2. ISBN 7-302-08325-8/TP * 5999

Ef . 1~ 4000

E o #r: 88.00 6 (ICD)

(AHENRREFE, RHEHZHER)



A A RR

ZHELEE CISSP Hiky 10 MR, BFEHET CISSP EE R
THEWEL, URBRINEBITARE. EBIAT, EEULEATEE CISSP 1A
EMERES.

2R 12F, §-FHMMNEEKZES BETSE, 5N %51
ERER, BRELHERER. GIBEURABNRERITESE. RItES
5 850 LRI L BMELZE, L& Shon Harris YH2 BB RS % 5684 BRI EE VIR
4.

AR XA KFER, £ CISSP AiFMRE LR A, T KE IT
ZEMNWARTE, FEBENEITEMSERR,




A I

“BHIXAFBHH B, FRATREKIEth £ AR E) CISSP if$.”
—Owen Creger, CISSP

“KIARLLIETENE % CISSP HRM A S MR IXAERIRE, XA AHEHR
EMEMF THEERLMMS. HSMELR. W4, BRBE TER, RIAFET R
B, BWE4E—FS L.

—Charles T. Danley, CCNA, CISSP, &k ¥ R H$HMH81E 0 E24% %40 +F

“Shon #EH T —R%¥JHEL—REBUIER A MO RERFTERAH. RITAT
90%M) i THIF CISSP iEH, AbAiT100%Hp kit XA+, ”

Richard Hanson, RSA 34~/ 3) &) 5.4

RITIERE W WA, TR R AR F CISSP ik 5 4 13
MR . ERRFEBRSTRTOFHT, ERREMER, ERERAPLE, HEEN
FHEOFBMER. MRS CISSP ZRMAREXASR, WAl 52228150+
R D> EE I —F 4.7

—Daiel Sergile, CISSP, A%%4£4# JF, Cox Comminication Altanta 4> 3)

“Shon Harris KX A REAES CISSP HRAMIERMA L. ©EET CISSP Fifg
CBK, MRS, HEEM XA KRB, AL BEEET. Aam, BEEMN
REERGCHERPHIAE, GIELRELRANEENE, s AT A Hh 47 A e S 2 1E
WER. REOFZRAFREERSXAS, EobEyEg.”

—David Heydecker, CISSP, BMC #1423

“TERFIX AP LA, W& CISSP RS NEM LR, XABIREHATE ABE
FET 10 MRS (CBK) MR, B8 J5 (3R RIZ S SR T LR o
BIOREE. XABREE G OB BT MR 2 B B %R, B FLIHBIEE T
K& CISSP (M HAIMh— bR 22 B4, HHEE CISSP BRI L4 5 A 1. Shon
EHEABREZ. WARE, BEABEXASR.”

—Betty Prince, CISSP, FiR1Z & %40MIF, #5444




LR, FELBRMNERE, BEANE. H4RSKE. 6 RREE msw s 58
KHTE, FINHHANEAE R LS BIE T HA 5 RS 16T, 52K,
MITXHE BRI MRS IBR A, BRREM R, S% Tmmm 2% =K H b
FUES . 20 4D 80 GERAM, AMIFFLLNRE], BB —FHBAAE A R IBTEE B2l
7k, FFUER AL R RIBE RIS, SRER T R AT B A B TS

fERRELELFINE (CISSP) & EFF 15 B 2250 b BAUR M B4 2 4 £k A
RIMEZ —, 1988 E MR EFERRAR SIS, MEABELEHL . £ EHHEH 205
%ﬁ\%ﬁﬁﬂﬁt#H&Em~%%ﬁﬂmgxmﬂﬁMMﬁéﬁﬁ,E%ﬁjT@ﬁ
%E%ﬁiéﬁﬂﬁﬁm&ﬁ_A%ﬁﬁsgﬁﬁé&ﬂAﬁ@ﬁ—ﬁféﬁ%ﬂﬁwﬁu
ﬁﬁﬂﬁﬁ@%ﬁiéﬁﬁ%%ﬁ#ﬂAﬁ,ém%ﬁﬁ%Aﬁ%ﬁ*\%ﬂ\&ﬁ%ﬁ
¢ﬁﬁmmﬁﬂ%ﬁuﬁﬁmmf&ﬁ$m%,@Eﬁ%ﬁﬂ?@%iﬁﬁ%%ﬂ,%ﬁ
NP 2 B HA FRBARA RIR L T H R4

¢#E&%§mcmw%ﬁ%ﬁmﬁéﬁﬂAﬁ%m%~$$ﬁz@m§E§%%Z
—uE$%¢,%%G%P%%mﬂmﬁﬁ%ﬁ%TCmﬁ%ﬁmﬁﬁ\%ﬁ%%ﬁ\%
E%ﬁmﬁﬁz%Eéﬁﬁ%Ta$P%ﬁﬁ%m%ﬁw¢ﬂ%ﬂﬁ%§UBKLMﬁ
éﬁﬂ‘ﬁﬂi‘ﬁé&ﬁ~ﬁéﬁ%\%ﬂfé\%$WE\ﬁ%w&ﬁ%,A?%ﬁ
K@,Eﬁm%ﬁA&m,#ﬁﬁécmw%ﬁ#—%i%,—%#ﬁ”%%ﬁew&%
I&%éWcmw%ﬁ,¢%mﬂu¢ﬁ~¢ﬁsiémﬁﬂ#,&@éﬁ?%ﬁaié
F A TSR o 5 T A 41 A

m%&%%%ﬁm,Wmﬁm,ﬁKEZﬁ%Eﬁ%ﬂ%iﬁW%Eoﬁmﬂﬁﬁﬁ
VU A-BAME K 52 RO BA ] TAER H B

FEH M\

%E,ﬁﬁiﬁﬁﬁﬂﬁlﬂﬂﬁ¢bﬁﬁ,£$M$W%ﬁﬁé@ﬁ%ﬁ%\ﬁﬁ
ﬂ%ﬂlﬁyEAE%W\ﬁﬁﬁﬁ%fﬁﬁﬁﬁiﬁ%%,E@W%Eﬁiﬁﬁwﬁﬂ
Y ERFRIZRE.

&ﬁﬁJmmh%@K%ﬁﬁﬂ%lﬁﬁﬁ*@ﬁﬁﬁ,ﬁi,EEMﬁﬂﬁﬂ%
BRAMES. RIS E T, P EBE R AL S SN2 (CCERT) fii A

EIE,G&W,M$%E§émﬁ%ﬂ$&I¢,igm%ﬁﬁ%mﬁﬁﬁ\ﬁé
Hit, FRLEEHAER USMS). W& TN,




B & @ N

%% MCSE Fl CISSP i) Shon Harris £ — 2242 5ija], #th 0 & Fh AN 7 g b 2 =] 3 4t
REVERSHT. MSSHEIRAARR T . MR % F 55 BR300 TRIF, %58 1E
AR PRATBBARIES), It BT .

Shon HILELH KRFE Information Security Magazine F! Windows 2000 iX P 2 24 &

#th & Mike Schiffman B3 ) Hacker’s Challenge: Test Your Incident Response Skills Using 20
Scenarios CHZTIBAIRINI DA (BEAPE 2) ©HEEASL BRI T 2003 4R —
B EEEL—, BEH Mike Meyers’ CISSP Certification Passport (McGraw-Hill/Osborne,
2002) —F3. Shon MEFE 2% K% BLHHFFILE 224 A CISSP 77 (R . 3038 AT LUl
H-F#E {4+ shonharris@hotmail.com [FIfbEEZ .

BEIEY Sam Tomaino, 7ERZIRLIELINT, MARIHR T TN ER TR, &
SEU Dan Ferguson, K] i K455 B84 B i A3k B A 10 2 W T 5 1 44042, T L
EREFR T RAKT AL BRI 7 ORR K. REKB Joe Kowtko, PGAARNIL TRt i
SRR MW, XA P SRR E TR T REEAS.

BB BB RIS K David Harris, Sl —  DURASTRAIE . B RO E
Ry, BARATIEIAR B 37088 .




7

FELA M RE, FREZEXMABEH AJLAMFPE. HENHAMRGHE &
Eim, MULFEA N EAEFHENH LSRRI, AFEM CodeRed Fl Slammer 3X
RO2KG, BRAERBNABIRMNFBTEESHRAL T H2em @, HE2L 2N\ ENFYE?
XA RS, BERERMRE, BERABIITLSHERNMIT REFRZERH.

McClure. Scambray #1 Kurtz 75 1999 £ LA Hacking Exposed (McGraw-Hill, Osborne ) (i%
FrhiFAk (BB AL hEEXEHREHR, HERE 3R —PBHIT ANHAT R
% (hacker) [/BBk. fhATOARE T — M IEASHRER™ELWER, JFHRETE—
HER MBI ESR . HEHUESWNY4 (Computer Emergency Response Team, CERT)
BT 1988 4, ZEABAIRRCLIE —FEBME T 6 By AERLZENEIFM, TAE 2001
R =R, XA FHEIND) 85334 i, X—4 NAELLEE NS THEF AR
BERBATEN T « BRBERKEALE, %8304 K. 1T WA E R 7 RITEE®
BEMIZEFEHEE. BAEE IT EXMREANRE “RI” Hil) 2R maREr
BRIBE/D T, 1l A RAF S BRI R ANEL T RATLHU IT ExRMETA,
i 2 RGP MG B RE, XA A R FA RS FMARE LR E L&
ME EYVEMSTF M. RATBMBIX — AR HE— 7 B RES BE IR REE T
E.

LN AWM 22T RERERM B AL L . MEXLEHPE, HLEE—
ABEERNZ WAL E RS, LAMER BOR Al e ik 5555 XU (A R AP 1X — [ L 45 Y
LW RNHE. 76 CERT KoL 5 1 8, —HERA AR R, SCMgES 22K
BREE MR HRELSTHROMUARENSE, & T HRMEERALZEWIE
Bt (International Information Systems Security Certifications Consortium, (ISC)*) IR,
(ISC)* & CISSP i St . CISSP 2B —F5IAE] IT FME LRI L] LRI L
AiiE.

H AR %5 77 THT R4 H X 8 22 b ) 75 5K, 3 5 A 1) B A& A T AN S R BT S
BAT—EEHERE AABEEREBEL AR . BMNTEERS BAAEMNAXEFERHA
Z BRI, AR AERRINNE. RETE, RITMSTAR. TL®
EL—H, BAERE T EZIMRBAE KB, BN T .

TR EEDIXEBEMEE “FEEM” FEMME 2. 1FE A5 EMNL%
MNAZSFTHRNEEERAEMBE TIXAS, KLLRRIF T b EHRRIT LK TR
VARAEZE G B ERER . XML T 8IS . b b3 &2 3 fo 8 JAA
W WRER BinRB MY CERT ZA&FRSWHFTH—R, MAKCEENHT T .

Joseph Kowtko
4% 8% 4% K, Financial Solutions Group Logistics Getronics #9 P ¢4 K shi% 3.4 32




2001 £ 9 A 11 HBRIRAZ G, WHEHL. FRMWE %20 EEHA I ER
Wi, AELEMJLER, BEE Web B m R, HELAMFSBEHHL . FHFEREE. A
ATREORE TR R TR, DA RN 4w B RATIE B R K E R, T EALAGE R ke
BB DL R/ B AMNIKIAR,

ARZ A T ABATER L H T vHRISRTURHE BRI L B R, IR AL A
JIvHRSRTE R & A, BEBU, FFREISRRT RN AR p s . (HRE
2001 £ 9 A 11 HZ G, XRZLREKLEEMEEWSE TH R . Xt aT s
HIELATLL BB R E A A FIRRM B, BOF. BRI RIS 1218 1 5 5%
Ko HSBFAEE RS R RERTIEE, eI E R A HRAE KL kR
B, XERE, BEBUNASHERPHAR, HRARRARITHIILARMIE &4,
IXFEA BEfRY AN E K

XRRR RS B L R BRI ER M BE RIS, T HAA 2% | 19 95X — A B
FET L. HEARBRATFZ AR KGRI — AN, XEFURA R T A R 2 AR
£ 9117 2J5, BAIBRGAEARFIRR FRM A, HORIFRA, EE%E T HRRI1T 5
THZEHEBIAER, EFE T MR IX L 551 7 e R S




memzew £

[RBHB. Hacking Exposed J2EE&Java
E&. Art Taylor %

BE. 7-302-07649-9

k. 372

REHT: 43.007T

WFz=:. BYE, EAMERT; E5F, RRMEMRK., £H4E
HFEIRBEALHRHKERG, BREEWE; Java HEREY
FEMFE, FRHRUNNAE, BEARASE. £A—%.
FHERAX JavaREMAMER, XFTS5HAFEEEEELY
B, & J2EE #Java Web AR A +HIRIF%K.

[RP3: Hacking Linux Exposed, Second Edition
{E&: Brian Hatch, James Lee

PBS: 7-302-07655-3

gy 557

EfT: 59.0075T

AVRIBIF Linux BEMMHBEL

TETERNEBHEGEREE. BEEF. #IRARESEH0SH
%, FAHBENRRAR.

BB T PR AMBIES 8 H A NSRBI,

[RBT: Hacking Exposed Web Applications
fE&: (%) Joel Scambray, Mike Shema
HBS: 7-302-07486—0

¥y 378

REM: 39.007C

ABHEEMER AR REHR RRBRIER T 5 Webligsa &
HISBTSRR RRHTLME. BRBTTNBENEEE. SIEE5. &
RIETER. REUZHRERRTN 2T, TR ERETH b
REBEFHEIMEEMOME, BERRLER Erk Oison FikH “
Web ZRAQIFFIRIER A9 E2 1€,




i/’;m E JE\ § é %%

[RP: Hacking Exposed, Third Edition
E&. (%) Joel Scambray & Stuart McClure
& George Kurtz
PS: 7-302—-05026—0
oay. 750 “
Y. 79.005C (1CD) 'x E Y
m  —

T S#HMEERREXLSHES, TENRLTENATHSE.

I RBATAT L P B K 5 i R ELAR %5 Wik (DDoS) , ##CD- P s
ROM, B&0¢HIRE. MARLIAY,

© b} ,,:'
ARRLRELENMEERRNAAEBERNBEZ S, DI RAGNBENEEhE MRS,

s [BB: Hacker’'s Chalenge 2
hu‘ ?.;"r}t EE: () Mike Schiffman, Bil Pennington
uu. = BS: 7-302-07207—-8

a¥. 323

EMN: 39.007C

0 E‘Jﬁ]ﬁxi%ﬂmu{n 112
\“.\\Ey)‘;\b&w\

REREBPRENBIFRNEALHIE, NELLE WA RN (PR
B

FAREVRMEIT, MB—FLHNHE, Eh, SBFrsE

MR

SRR, F£1HIRAERGITAR, B Sk F2HHE
F1MIREREHRRE R,

[RBT: Hacking Exposed Windows Server 2003
fE&: Joel Scambray, Stuart McClure

A 420

{&i: 40.007%

SHHE (BREXRA) HAR—EEZF.

Windows Server 2003 & 4 \ Bkt & | 2EFRPEFIWindows
Server 2003 R4 % RFRBEMMIE MRS, BhLanmEs
BIFMRBTHIY R QML R, A G EETIGSEEE LS EE
BEXTREK,

mWindows{Server:2003




Shon

Harris’ CISSP

Certification Package

Practical, Comprehensive and Extensive

In this video edition of her acclaimed
CISSP seminar, Shon Hatrris presents
her effective and proven methods for
passing the CISSP exam. All objectives
of the exam are addressed, along with
real world examples, understandable
explanations, full reviews, test-taking
tips and question and answer sessions.

¢ Study with Shon on your PC at home, at
work or while traveling for a fraction of
the cost of attending her course in-person.
Replay any section, anytime.

e Not just a training video, this package
contains the new edition of Shon's best-
selling CISSP All-In-One Study Guide with 1,000
new gquestions and answers; a CD-ROM with
1,500 more study questions; and 30 hours of
classroom time presented on DVD-ROMs.

Fully covers all ten domains in the
(1SC)? Common Body of Knowledge

Security Management Practices

Access Control Systems & Methodology
Security Architecture & Models

Business Continuity & Disaster Recovery Planning
Cryptography

Physical Security

Telecommunications & Network Security

Law, Investigation & Ethics

© O N LA WN =

Applications & Systems Development

_..
o

. Operations Security

“Thoroughly covered all topics with expertise. This
was a great experience.” —J. P, Joint Staff Pentagon

“Great presentation skills... addressed all issues,
questions and concerns” —W.S., U.S.Army

“A wealth/breadth of... real world examples.” —R.S.
“Shon is a natural and dedicated teacher.” —J.B.

“Exceptional, beneficial; super training!” —W.S. WorldCom

Shon Harris, CISSP, MCSE, is an independant security
consultant and an engineer in the Air Force's Information
Warfare unit.She has authored two best-selling CISSP
books, and was co-author of the book, Hacker’s Challenge.
Shon has taught computer and information security to

a wide range of clients, including RSA, Dept.of Defense,
Dept.of Energy, NSA, Bank of America, Microsoft and BMC.

Place your order at www.intenseschool.com
or call 800-330-1446.

s Ao

Example from Law, Investigation & Ethics.
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