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PREFACE

is age of universal electronic connectivity, of viruses and hackers, of
Fonic eavesdropping and electronic fraud, network security has
assumed increasing importance. Two trends have come together to make
the toplc of this book of vital interest. First, the explosive growth in computer
systems and their interconnections via networks has increased the depen-
dence of both organizations and individuals on the information stored and
communicated using these systems. This, in turn, has led to a heightened
awareness of the need to protect data and resources from disclosure, to guar-
antee the authenticity of data and messages, and to protect systems from net-
work-based attacks. Second, the disciplines of cryptography and network
security have matured, leading to the development of practical, readily avail-
able applications to enforce network security.

1t is the purpose of this book to provide a practical survey of network secu-
rity applications and standards. The emphasis is on applications that are
widely used on the Internet and for corporate networks, and on standards,
especially Internet standards, that have been widely deployed.

The book is intended for both an academic and a professional audience. As
a textbook, it is intended as a one-semester undergraduate course on net-
work security for computer science, computer engineering, and electrical
engineering majors. The book also serves as a basic reference volume and is
suitable for self-study.
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The book is organized in three parts:

L. Cryptography: A concise survey of the cryptographic algorithms and protocols
underlying network security applications, including encryption, hash functions,
digital signatures, and key exchange.

II. Network Security Applications: Covers important network security tools and
applications, including Kerberos, X.509v3 certificates, PGP, S/MIME, IP Secu-
rity, SSL/TLS, SET, and SNMPv3.

[I. System Security: Looks at system-level security issues, including the threat of
and countermeasures for intruders and viruses, and the use of firewalls and
trusted systems,

A more detailed, chapter-by-chapter summary appears at the end of Chapter
1. In addition, the book includes an extensive glossary, a list of frequently used
acronyms, and a bibliography. There are also end-of-chapter problems and sugges-
tions for further reading.

There is a Web page for this book that provides support for students and instruc-
tors. The page includes links to relevant sites, transparency masters of figures in the
book in PDF (Adobe Acrobat) format, and sign-up information for the book’s
Internet mailing list. The Web page is at http://www.shore.net/~ws/NetSec.html. An
Internet mailing list has been set up so that instructors using this book can exchange
information, suggestions, and questions with each other and with the author. As
soon as typos or other errors are discovered, an errata list for this book will be avail-
able at http://www.shore.net/~ws.

For many instructors, an important component of a cryptography or security course
is a project or set of projects by which the student gets hands-on experience to rein-
force concepts from the text. This book provides an unparalleled degree of support
for including a projects component in the course. The instructor’s manual not only
includes guidance on how to assign and structure the projects, but also includes a set
of suggested projects that covers a broad range of topics from the text:

* Research Projects: A series of research assignments that instruct the student
to research a particular topic on the Internet and write a report.
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* Programming Projects: A series of programming projects that cover a broad
range of topics and that can be implemented in any suitable language on any
platform.

o Reading/Report Assignments: A list of papers in the literature, one for each
chapter, that can be assigned for the student to read and then write a short
report.

See Appendix B for details.

RELATIONSHIP TO CRYPTOGRAPHY AND NETWORK
SECURITY, SECOND EDITION

This book is on spin-off from Cryptography and Network Security, Second Edition
(CNS2e). CNS2e provides a substantial treatment of cryptography, including
detailed analysis of algorithms and a significant mathematical component, the whole
of which covers over 300 pages. Network Security Essentials: Applications and Stan-
dards (NSE1e) provides instead a concise overview of these topics in Chapters 2 and
3. NSEle includes all of the remaining material of CNS2e, with updates. NSEle also
covers SNMP security, which is not covered in CNS2e. Thus, NSEle is intended for
college courses and professional readers where the interest is primarily in the appli-
cation of network security, without the need or desire to delve deeply in to crypto-
graphic theory and principles. ‘
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CHAPTER. 1 / INTRODUCTION

gone two major changes in the last several decades. Before the widespread

use of data processing equipment, the security of information felt to be valu-
able to an organization was provided primarily by physical and administrative
means. An example of the former is the use of rugged filing cabinets with a combi-
nation lock for storing sensitive documents. An example of the latter is personnel
screening procedures used during the hiring process.

With the introduction of the computer, the need for automated tools for pro-
tecting files and other information stored on the computer became evident. This is
especially the case for a shared system, such as a time-sharing system, and the need
is even more acute for systems that can be accessed over a public telephone or data
network. The generic name for the collection of tools designed to protect data and
to thwart hackers is computer security.

The second major change that affected security is the introduction of distrib-
uted systems and the use of networks and communications facilities for carrying
data between terminal user and computer and between computer and computer.
Network security measures are needed to protect data during their transmission, In
fact, the term network security is somewhat misleading, because virtually all busi-
ness, government, and academic organizations interconnect their data processing
equipment with a collection of interconnected networks. Such a collection is often
referred to as an internet.’

There are no clear boundaries between these two forms of security. For exam-
ple, one of the most publicized types of attack on information systems is the com-
puter virus. A virus may be introduced into a system physically when it arrives on a
diskette and is subsequently loaded onto a computer. Viruses may also arrive over
an internet. In either case, once the virus is resident on a computer system, internal
computer security tools are needed to detect and recover from the virus.

This book focuses on internet security, which consists of measures to deter,
prevent, detect, and correct security violations that involve the transmission of infor-
mation. That is a broad statement that covers a host of possibilities. To give you a
feel for the areas covered in this book, consider the following examples of security
violations:

T he requirements of information security within an organization have under-

1. User A transmits a file to user B. The file contains sensitive information (e.g.,
payroll records) that are to be protected from disclosure. User C, who is not
authorized to read the file, is able to monitor the transmission and capture a
copy of the file during its transmission.

2. A network management application, D, transmits a message to a computer, E,
under its management. The message instructs computer E to update an autho-
rization file to include the identities of a number of new users who are to be
given access to that computer. User F intercepts the message, alters its con-

'We use the term internet, with a lowercase “i,” to refer to any interconnected collection of network. A
corporate intranet is an example of an internet. The Internet with a capital “I” may be one of the facil-
ities used by an organization to construct its internet.
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tents to add or delete entries, and then forwards the message to E, which
accepts the message as coming from manager D and updates its authorization
file accordingly.

Rather than intercept a message, user F constructs its own message with the
desired entries and transmits that message to E as if it had come from man-
ager D. Computer E accepts the message as coming from manager D and
updates its authorization file accordingly.

An employee is fired without warning. The personnel manager sends a message
to a server system to invalidate the employee’s account. When the invalidation
is accomplished, the server is to post a notice to the employee’s file as confir-
mation of the action. The employee is able to intercept the message and delay
it long enough to make a final access to the server to retrieve sensitive infor-
mation. The message is then forwarded, the action taken, and the confirmation
posted. The employee’s action may go unnoticed for some considerable time.
A message is sent from a customer to a stockbroker with instructions for var-
ious transactions. Subsequently, the investments lose value and the customer.
denies sending the message.

Although this list by no means exhausts the possible types of security violations, it
illustrates the range of concerns of network security.

1.

3.

4.

Internetwork security is both fascinating and complex. Some of the reasons follow:

Security involving communications and networks is not as simple as it might
first appear to the novice. The requirements seem to be straightforward;
indeed, most of the major requirements for security services can be given self-
explanatory one-word labels: confidentiality, authentication, nonrepudiation,
integrity. But the mechanisms used to meet those requirements can be quite
complex, and understanding them may involve rather subtle reasoning.

In developing a particular security mechanism or algorithm, one must always
consider potential countermeasures. In many cases, countermeasures are
designed by looking at the problem in a completely different way, therefore
exploiting an unexpected weakness in the mechanism.

Because of point 2, the procedures used to provide particular services are
often counterintuitive: It is not obvious from the statement of a particular
requirement that such elaborate measures are needed. It is only when the var-
ious countermeasures are considered that the measures used make sense.

Having designed various security mechanisms, it is necessary to decide where
to use them. This is true both in terms of physical placement (e.g., at what
points in a network are certain security mechanisms needed) and in a logical
sense (e.g., at what layer or layers of an architecture such as TCP/IP should
mechanisms be placed).

Security mechanisms usually involve more than a particular algorithm or pro-
tocol. They usually also require that participants be in possession of some secret
information (e.g., an encryption key), which raises questions about the creation,
distribution, and protection of that secret information. There is also a reliance
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on communications protocols whose behavior may complicate the task of
developing the security mechanism. For example, if the proper functioning of
the security mechanism requires setting time limits on the transit time of a mes-
sage from sender to receiver, then any protocol or network that introduces vari-
able, unpredictable delays may render such time limits meaningless.

Thus, there is much to consider. This chapter provides a general overview of
the subject matter that structures the material in the remainder of the book. We
begin with a discussion of the types of attacks that create the need for network secu-
rity services and mechanisms. Then we develop a general overall model within
which the security services and mechanisms can be viewed.

To assess the security needs of an organization effectively and to evaluate and
choose various security products and policies, the manager responsible for security
needs some systematic way of defining the requirements for security and character-
izing the approaches to satisfying those requirements. One approach is to consider
three aspects of information security:

* Security attack: Any action that compromises the security of information
owned by an organization.

* Security mechanism: A mechanism that is designed to detect, prevent, or
recover from a security attack.

* Security service: A service that enhances the security of the data processing
systems and the information transfers of an organization. The services are
intended to counter security attacks, and they make use of one or more secu-
rity mechanisms to provide the service.

Services

Let us consider these topics briefly, in reverse order. We can think of information
security services as replicating the types of functions normally associated with phys-
ical documents. Much of the activity of humankind, in areas as diverse as commerce,
foreign policy, military action, and personal interactions, depends on the use of doc-
uments and on both parties to a transaction having confidence in the integrity of
those documents. Documents typically have signatures and dates: they may need to
be protected from disclosure, tampering, or destruction; they may be notarized or
witnessed; may be recorded or licensed, and so on.

As information systems become ever more pervasive and essential to the con-
duct of our affairs, electronic information takes on many of the roles traditionally
performed by paper documents. Accordingly, the types of functions traditionally
associated with paper documents must be performed on documents that exist in
electronic form. Several aspects of electronic documents make the provision of such
functions or services challenging:
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Table 1.1 A Partial List of Common Information Integrity Functions [SIMM92b]

© Identification s Endorsement
» Authorization ® Access (egress)
# License and/or certification = Validation
e Signature * Time of occurrence
& Witnessing (notarization) e Authenticity-software and/or files
* Concurrence * Vote
* Liability : ¢ Ownership
* Receipts * Registration
¢ Certification of origination and/or ® Approval/disapproval
receipt * Privacy (secrecy)

sk
.

It is usually possible to discriminate between an original paper document and

a xerographic copy. However, an electronic document is merely a sequence of

bits; there is no difference whatsoever between the “original” and any num-

ber of copies.

2. An alteration to a paper document may leave some sort of physical evidence
of the alteration. For example, an erasure can result in a thin spot or a rough-
ness in the surface. Altering bits in a computer memory or in a signal leaves
no physical trace.

3. Any “proof” process associated with a physical document typically depends on

the physical characteristics of that document (e.g., the shape of a handwritten

signature or an embossed notary seal). Any such proof of authenticity of an
electronic document must be based on internal evidence present in the infor-
mation itself.

Table 1.1 lists some of the common functions traditionally associated with doc-
uments and for which analogous functions for electronic documents and messages
are required. We can think of these functions as requirements to be met by a secu-
rity facility.

The list of Table 1.1 is lengthy and is not by itself a useful guide to organizing
a security facility. Computer and network security research and development have
instead focused on a few general security services that encompass the various func-
tions required of an information security facility. We return to this topic after a con-
sideration of security mechanisms and attacks.

Mechanisms

There is no single mechanism that will provide all the services just listed or perform
all the functions listed in Table 1.1. As this book proceeds, we will see a variety of
mechanisms that come into play. However, we can note at this point that there is
one particular element that underlies most of the security mechanisms in use: cryp-
tographic techniques. Encryption or encryption-like transformations of information
are the most common means of providing security. Thus, this book focuses on the
development, use, and management of such techniques.
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Table 1.2 Reasons for Cheating [SIMM92b]

1. Gain unauthorized access to information (i.e., violate secrecy or privacy).
2. Impersonate another user either to shift responsibility (i.e., liability) or else to use the other’s
license for the purpose of:
a. originating fraudulent information,
b. modifying legitimate information,
¢ using fraudulent identity to gain unauthorized access,
.d. fraudulently authorizing transactions or endorsing them.
3. Disavow responsibility or liability for information the cheater did originate.
4. Claim to have received from some other user information that the cheater created (i.e., frandu-
lent attribution of responsibility or liability).
5. Claim to have sent to a receiver (at a specified time) information that was not sent (or was sent
at a different time).
6. Either disavow receipt of information that was in fact received, or claim a false time of receipt.
7. Enlarge cheater’s legitimate license (for access, origination, distribution, etc.).
8. Modify (without authority to do so) the license of others (fraudulently enroll others, restrict or
enlarge existing licenses, etc.).
9. Conceal the presence of some information (a covert communication) in other information (the
overt communication).

10, Insert self into a communications link between other users as an active (undetected) relay
point.

11. Learn who accesses which information (sources, files, etc.) and when the accesses are made
even if the information itself remains concealed (e.g., a generalization of traffic analysis from
communications channels to databases, software, etc.).

12. Impeach an information integrity protocol by revealing information the cheater is supposed to
(by the terms of the protocol) keep secret.

13. Pervert the function of software, typically by adding a covert function.

14. Cause others to violate a protocol by means of introducing incorrect information.

15. Undermine confidence in a protocol by causing apparent failures in the system.

16. Prevent communication among other users, in particular, surreptitious interference to cause
authentic communication to be rejected as unauthentic.

Attacks

As G. J. Simmons perceptively points out, information security is about how to pre-
vent cheating or, failing that, to detect cheating in information-based systems
wherein the information itself has no meaningful physical existence [SIMM92a].

Table 1.2 lists some of the more obvious examples of cheating, each of which
has arisen in a number of real-world cases. These are examples of specific attacks
that an organization or an individual (or an organization on behalf of its employees)
may need to counter. The nature of the attack that concerns an organization varies
greatly from one set of circumstances to another. Fortunately, we can approach the
problem from a different angle by looking at the generic types of attack that might
be encountered. That is the subject of the next section.

ATTACKS

Attacks on the security of a computer system or network are best characterized by
viewing the function of the computer system as providing information. In general,



