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LABEEBEMIYSSL (Secure Socket Layer) £t F M ER N ZHEETN, 88—
B b 0] 28 AR & 28 ERE K A BB I SSLR L L &M Web R 5y o MR “Z2H” Web
T FEATEYLR M (20005E 128738 5 AT K HER 20012 @D B, JLRWLEE, REE
fF FHSSL.

RAESSLEH WA Hig R FIEWebBFENZ 42, B EEtuR—Fa 8RBl
FEATEPHAELHSMESERENZSE. Hb—=&, XH4EH (FTP). TEXR
#EL (RMI. CORBA. IIOP). E-mailfs%i (SMTP). mHE&%AR% (Telnet) LAK B RFR
(LDAP) M B {# FISSLEL H JE 44 TLS (Transport Layer Security) R{REZ &M —F 45N
H.
{RUE T X S T e R A D RANTRR TS EEMNHEN. Bk, BRMEGH
{8 FISSL/TLS{RF — R Pl i 224, BB XSSL/TLS I TR R B FAH UL L aI B . &K
A FT HE T B A48 SSL/TLS 4 BN 4%, IR R AN AT REMTENEE.

Bk, RESHNEAMEARR, BLESHERIERL 22NN ARERE AR
RAERE. i, BRAEFERERHERIE—RNADFARLESZEBRARNTFILAKN
. REFHXERESREEE —BHRR TR, BREITMAZENBEFTREEETFI
K — 48 P SSL/TLS R fi# v H K ] MR ) A HE R

HAVE # O LIRS IS U BE R X B N T — R R R R P b . AR EBF, BAT]
EFR T —EH TR IF M &4 % i, (design pattern) . RIFRARX SRR K —E#4 L
R IR 5 EEFHNRERANNRNER, REHEXAMENPER.

AR ER R IIXH AN T RITHE. ARTXABZSE, RELTREMES
RIS th R4k 250 FISSLTLS -2 & R4 B4R, fRB4 T AL USEMSSLITLS
FHeIR (it LA R R A REIR LR B P 22 2 AR, oAb, ESRBH FISSL/TLSHIH Wit
PR, FERER AT CAZERT I T R A X R

FHARBHBINE

A3 A AR T A B B AR AN E FISSL/TLS B 3ESE

MR E R, ABAMERGET CEEERNBORE, ERET ERSSL/TLSRE T
EEMAEXRRER.

o T8 FISSLTLS AR AR Bk, ARG T A XRBEER N TANLE, BLEIR
R 48 B SR BR S AR T A . EELARGSCE A T 0ot TR P B 52 R T Ok X N A R R R
K-

W TFSSL/TLSHISCELE KU, ABALAVENIRREZ SMOFBIBOR, REIARBER R HI1ER .
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FHBREFRNTCPAPHMI TR REH HEEN T . MENTCPIPA B 3 BT
R B H — AP TCP/IPHIIFF . TCP/IP Nlustrated, 55 —3%[Stevens 1994] & — A& & 1%
¥ . RFC791[Postel1991a). RFC792[Postel1991b], LA &XRFC793[Postel1991c]${t T H X TCP/IP
R Z% . RELMEZEBETCP/IPHAEEBRARABF N —SAA, BEAEBTCPHITH
AR B KB S EH CRITHE.

B FSSL/TLS & —FhZE AL Wil (cryptographic protocol), FTLAEAR FAfHh R ARE A
NMEERBHLEEE (cryptographic algorithm), FHHAIEAABHAMBLESE (public key
cryptography ). XFRINZEH Y (symmetric cryptography) DL RIE (digest) Hik. $—&EH
MHAFREHERE, BHTRBHRRG, EERESENHER. BI1RE S H5HEMASSL/TLS
FibJBRIFAEMFERZAY . Ait, AXMENE HEm AN SRR RN Y5
A BRI BAE, 0 [Schneier1996a] BY, [Kaufman1995].

AHEREH

KBRS BHENRI KRG, XE5ERINTEABARNHEA BiR: BEL LR 6
BB, arEa, AE1FBeFE X EHASSLATLS., BATEE RO RESSLATLS T/
ARG, FrFiHEENNResSHaRt.

MEABRGEES, NE7ERENE, R T I SSLTLS R FE 24 # v
WHINFRG L. HAHEMFEHSSLITLSH —BHEHRS, REITRILACLFHSSL/TLS®
R AP .

FIE—5242FXNBE, BETHEENEX5EFXENNE, HERTEE
SSL/TLSHHINA. MR R CLBBHBGEZENMXRER, BamT B3|, k2,
RN HFHRFRARE, UaeBlEaRmms.

$28E—SSLAE, HBSHERE T SSL/TLSHI LA J e Bk i & Fh e 2450k . oAb,
AR T 740 S 415 8 F SSL/TLS R AR 224 i & P U BRI

FIFE—SSLER, Pk T HFHMSSL/TLS#/ER L (operational mode). FATTM LE]
AR TR/ SSL/TLSHER S K . REA] AR BRI ASSL/TLSH LR T/ERE, —
BHEETABNAR, KRS S SEEE LR,

FAE—RESSL, i T HAFERRERER . BT S1EKE (session resumption ).
& F 3 A1E (client authentication), UL & JLF T RAESSL/TLS H A # K H U 83, WiDH/DSS
FlKerberos.

BSE—SSLRY LA, #iR TSSLATIREHI 248, UL AREIREEH —EMFAk (X
WHAEZFELEE), AIHNEYEEEEABET/ERE L, 7oA 00K E U R
E{F FSSUTLSH R 2T E MM TE L.

BOE—SSLEIMERE, #R TETTLSRAMMERERIN . KFTAM, REBHERER
HTRERHRESR, BEEFXMERME TR ERTHIAHLE . BITEITEXE



AR, HFERTERESERERNFN4EFRIFRZEY.

W7E—(FASSLEITERT, BEXMFEFSSL/TLSRFEN MM 24tk BRI
BRI RN ZE R, R B L X R R T ROR.

BT —ITSSLERE, IR T wmEMFASSLITLSHMERAFRE LEmEER

(programming idiom). BATRML T TR FKFOpenSSLMPure TLS T HAH, ACHIJavaii &

W THEEIRER. |

#oE—SSL EAJHTTP, #tid T FFEISSLIM . SSLAE 5t /& Fi Netscape Wit FIk 5
HTTP— R T/ER, BRATEXEHR T ek THEMEGET N, FRNEHR T 2808 in
BRI

H10E—TLS_EHISMTP, #FiR 7 4 F TLS R ARE 8 s fs A& 5 il (SMTP) &4 H)
M7, SMTPE I FABE-mail )il . SMTPSTLSHFAARFR, M4 E2H| 3 7 SSLETLS
f— BRI

BNE—ZK TR, #BRT HAMARIENHZENTE. SSILSHA BRI
HIfRR TR, TN RE T AU E TR . AR B RS —
FTHMBSEE. RAO1HE T BRSSL/TLSZ #3475 : IPSEC. S-HTTPRIS/MIME.

pILL e e

ABE S EFBA T RASAREE A ME RIS . R LA EER A OBXEHET, &
WLAMRYE H T E, BEUERSERET L.

BRI AR

4 B R A W — T O S 2 P B FH SSL/TLS R R IE — M SRA i K R 2, B
W 34 (8L — B B I~6E N A, LMEXSSI/TLSH TAEREAEAN KRBT H. RiaHT4HA
B ST X SSL/TLS Wit B MFeRs . R ARAITE LI A Bt B LBk SR8E,
BRE—FEREEIEMNEIE., AHREEIIHSHR ML F, THRELFEHT
R 4 ERE R 248 BB FSSL/TLS . EFF At 2 87, NI RENERNARTLRE
SSL/TLS:E &R T, LARE B KB Mzt aTHEER .

FAREFR

MEARE ARG KSSUTLS TRMRENA, Ml RO ETE - 26HHNA.
PROER MRS E Y B EE, REEREN TR T SSUTLS REERBAR. ZEAE
o R AT MRSSL/TLS SERUE TR TAEH 2655 B RN S AR TENRSE, ERHE
EEIEHTIT IS MG R A . WRARRAESSL ELHMHTTPESMTPRIE, &N 5 kS XS
AT R E

SSL/TLSEMH

IR AR R TE MK SEBISSL/TLS, BUMY 4 A B M A . MR R ELRBERFZNE,



AT LB SR8, R0, R B RE BAN T, NN M@ sEmAE. RNy
WAERB2BMORM AR, XLEEIRGE T XSSLTLS I R ikfig, DR AIBHETI 4
I SCER BT R E IS R IR R

UL F 75

MBAR R RAEXSSS/TLSH BT 7 4%, Wal LB B &5 . BUREART
AT NN, A REEIFNSMAE. K5 IS 2F g6 bl T #SSLTLS
TR . BT LA S b s B 4 5 RGBT . B8 T #RSSL/TLS 55 KAty
ZEHZ MK HEKNIE, F1ERGFEB .

SSU/TLSAY M

i, FURCERME TERSSLITLSEXANFR. BAT—H4 BTl ik kBRI E
REHVIRA . LT R AR KISSLA 72 8528 SSLAR A2 (SSLv2) HISSLAR 453 (SSLv3).
TLSRSSLv3H—F3 4k, PN TEAESLE (ETF) fE1999E MR, BT MG 7
A AAB BN AF 24N, SSLv25SSLV3R M EBRFFIM UMY, TTLS 5SSLv3 LML,
SSLv2SL i F BN, MERBEXABM UL, THEEEH S HETLS. Rz,
BAR A SSLIX A F R B F4RSSLV3/TLS . HEIER MR, BATS Bk,
N FIR B SSLAR A 2005, RATESEHSSLY2.

HERR 449 7E

FHAUEH L ELSSLETLSSENIMEREER. ERFLKBESEN, RIMEH
FRFBRETREFHE (CONSTRUCTED), #RSMERTZEHANER (Comment).
ERLE RS B BRIt SRS SR oy, B M B SEaE4k (01 02 03) 3k
BrR. EUBCRBERMELHE AR, BIEEASELMERET (data).

IESC, MATHARHE (41, REFRREC) 3L H 5 X 2 P9 2 Llsans serif F &k
B~ (helvetica), T B 7~ Al e 47 M Times 44k . AR R BLIZ T FAE (int) kB,
ENIHRER T, FETTERBRKNIT, SHERT, RITEERTHTRERGE
SRR T H 2 ZAT B XA,

P 52 SCRR I AR 35 6 & LRI/ AR 4R B SR B %

% BRER{E 2

FHHHIMEREG R ESWE T EEMEIE (session), AWM REMELFBHLA
P LR . AT &M ERENE P AR S BES, 3443 OpenSSL. Netscape
Navigator. Internet Explorerfllgmail. X45ERERM5 82 FtcpdumpfE Fitk, H{AE7EmifY b
K. X ERKRER S RFES RS K SSLAR S £ ssldump = 45 1 . 447 67 BA M
http://www.tcpdump.org/Zkf3tcpdump, Mhttp://www.rtfm.com/ssldump/4b#% % sstdump .
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FBAETTHEHEABAR. B3ENBIENHRALEHEEREK, 01999-2000. 4

T4 BN, RETURRERNE L, BERIFARUEEMMERIER. RATUAEE
(KT Webti £ http://www.rtfm.com/ssldump/3R 84188 Al R R A= .

5 5% bR Java Y5 A0 T8 & PureTLS Java SSL/TLS SEH ) — & 2+ . R A LA
htp://www.rtfm.com/puretls#3 B . ZIRAFLEA T FIRRAL

Copyright {(C) 1999, Claymore Systems, Inc.
All Rights Reserved.

ekr@rtfm.com Tue May 18 09:43:47 1999

This package is a SSLv3/TLS implementation written by Eric Rescorla
<ekr@rtfm.com> and licensed by Claymore Systems, Inc.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1 .Redistributions of source code must retain the above copyright

notice, this list of conditions and the following disclaimer.

2 Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution,

3.a11 advertising materials mentioning features or use of this software
must display the following acknowledgement:

This product includes software developed by Claymore Systems, Inc.

4 .Neither the name of Claymore Systems, Inc. nor the name of Eric

Rescorla may be used to endorse or promote products derived from this
software without specific prior written permission.

PHIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ‘‘AS IS'’ AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOCDS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABRILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.




B FABSSLEIE B K F 1 BRalf S. Engelschall (rse's) Himod_ssIEKH-H, #R7]

LA M http://www.modsslorg/ZR73 B, X BEFARBRAR2.6.1-1.3.12. ER T FIRR
B 1«

Copyright (C) 1998-1999 Ralf S. Engelschall. All rights reserved.

Redistributicn and use in source and binary forms, with or without

modification, are permitted provided that the following conditions
are met:

1.Redistributions of source code must retain the above copyright

notice, this list of conditions and the following disclaimer.

5 Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following
disclaimer in the documentation and/or other materials
provided with the distribution.

3.aAl1 advertising materials mentioning features or use of this
software must display the following acknowledgment:

"This product includes software developed by

Ralf S. Engelschall <rse@engelschall.com> for use in the

mod_ssl project (http://www.modssl.org/)."

4 . The names "mod_ssl" must not be used to endorse or promote
products derived from this software without prior written
permission. For written permission, please contact
rse@engelschall.com.

5.products derived from this software may not be called "mod_ssl”
nor may 'mod_ssl" appear in their names withour prior
written permission of Ralf S. Engelschall.

6 .Redistributions of any form whatsoever must retain the following
acknowledgment:
“This product includes software developed by
Ralf S. Engelschall <rse@engelschall.com> for use in the
mod_ssl project (http://www.modssl.org/)."

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL ‘‘AS IS’’ AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL RALF S. ENGELSCHALL OR
HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT



NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTICN)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.
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¥ 5] /B John Banes. Steve Bellovin, Burt Kaliski. Paul Kocher. Bodo Moeller. Dan Simon
FMIRobert Zuccherato, BRI TEL TRMMINEF Q. SLHE R Terence Spies, A
FRRW T ER/IRMIP, RS T REH XHKSSLELIA A [ E .

AT KB FFHOpenSSLK =4 SSLEFHER. WHREFErc YoungMTim Hudson?E Il
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