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Introduction

Information exchange in the European Union (EU) constitutes an essential part of
the different policies of the EU. In many policy fields, information sharing is crucial
for decision making and does not necessarily include the exchange of personal
information.! However, in certain fields, information exchange contains personal
data and therefore affects the rights of individuals. In areas related to law enforce-
ment and judicial cooperation, such as the Area of Freedom, Security and Justice
(AFSJ), horizontal information sharing, including the exchange of personal data,
has become an essential tool in the internal security policy of the EU. The process
of European integration and communitarisation has considerably supported the
establishment of Union bodies, agencies and information systems in this area.’
Traditional national law enforcement and judicial structures are complemented by
horizontal EU arrangements increasingly governed by a network type of gover-
nance.’ Personal data are therefore not only exchanged between Member States
and with third states, but also between EU bodies. Analysing the information
exchange taking place at EU level between the relevant EU actors is therefore a
challenging task.

Post 9/11 policy concepts, such as the Hague programme and the Stockholm
programme promote an enhanced cooperation and coordination of law enforcement
agencies and other agencies within the AFSJ.* Under their influence, formerly not
related policy areas, such as the prevention of crime and immigration, are linked

! Compare Hofmann et al. (2011). Chap. 12, pp. 411—490.

2 Mitsilegas (2009), p. 161.

3 Den Boer et al. (2008).

“On this subject: The Hague Programme: strengthening freedom, security and justice in the
European Union, Council doc. 16054/04 of 13 December 2004, point 2.5, p. 25, in the following:
The Hague Programme, Council doc. 16054/04 of 13 December 2004; The Stockholm Programme —
An open and secure Europe serving and protection the citizen, Council doc. 17024/09 of 2 Decem-
ber 2009, adopted by the Council on 10/11 December 2009, point 4.1, pp. 35/36, in the following:
The Stockholm Programme, Council doc. 17024/09 of 2 December 2009.

F. Boehm, Information Sharing and Data Protection in the Area of Freedom, 1
Security and Justice, DOI 10.1007/978-3-642-22392-1_1,
@© Springer-Verlag Berlin Heidelberg 2012



2 Introduction

and lead to an intensive cooperation between AFSJ actors of a completely different
legal nature, vested with different powers.> In absence of a unified approach to data
protection in judicial and criminal matters® and without being limited by the former
pillar constraints, legally and structurally different bodies, equipped with different
tasks, exchange and transfer personal data within and outside the EU. The result is
that data collected for one specific purpose may be transferred and used for other
purposes completely unrelated to the original collection. This ever increasing
cooperation at multiple levels touches upon different data protection regimes.
While information and personal data exchange has been identified as a priority in
this field, data protection guarantees risk to be undermined by this practice.” The
central question of this research is therefore “Does the EU internal data exchange
comply with its own data protection standards?”.

This research examines the inter-agency cooperation between AFSJ actors such
as Europol, Eurojust or Frontex as well as the Commission’s anti-fraud unit, OLAF,
which led to the conclusion of agreements providing for mutual information
exchange in recent years.® In addition, the access of law enforcement and judicial
agencies to data stored in the European information systems, such as the Customs-
(CIS), the Schengen- (SIS) or the Visa Information System (VIS) and Eurodac
occupies an increasingly important place in the AFSJ. It is therefore analysed in
detail.

When considering the increasing cooperation between the mentioned AFSJ
actors, tensions between the rights of individuals and security interests’ are bound
to occur. The current development in the AFSJ calls for maximum cooperation in
terms of data exchange between the actors involved, the rules regulating such
exchanges however vary to a great extent and are far from being harmonised.
Questions relating to the coherence and the respect of data protection rules within
this cooperation network of the AFSJ actors seem to be pushed into the background.
This unbalanced situation can have a profound impact on the rights of individuals.

> Mitsilegas (2009), p. 223.

® Council Framework Decision 2008/977/JHA on the protection of personal data processed in the
framework of police and judicial cooperation in criminal matters, OJ 2008, L-350/60, in the
following: FDPJ, OJ 2008, L-350/60, represents a first step towards a comprehensive framework in
this area; the FDPJ is however very restricted in scope as it is for instance not applicable to the data
processing of most of the AFSJ law enforcement agencies, such as Europol and Eurojust, as well as
at other AFSJ exchange systems, i.e. the SIS or the CIS; moreover, excluded from the scope is also
the internal processing of the Member States in police and criminal matters; the scope and the
guarantees of the FDPJ are illustrated in more detail in Chaps. A III 1 ¢ and A III 2.

7To the general necessity to establish an effective data protection framework with regard to former
third pillar bodies, see Paeffgen (2006), pp. 63—86, in particular pp. 77-79.

8 Compare note from the General Secretariat to the Standing Committee on operational coopera-
tion on internal security (COSI), final report on the cooperation between JHA agencies, Council
doc. 8387/10 of 9 April 2010.

? For the understanding and the importance of the term “security” in the EU, see Kotzur (2009):
Mostl (2009); Grabenwarter (2009b).
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It is worth pointing out that, even though the context in which information is used is
changing rapidly, no evaluation or overview of the existing data collection,
processing and data-sharing systems, including a thorough assessment of their
effectiveness, their possible overlapping effects, proportionality and their respect
of data protection rights have thus far been carried out.'?

In the light of these considerations, the data protection rights of the individuals
concerned by the increasing AFSJ cooperation play a decisive role. The establish-
ment of a strategic approach for the exchange of information in the AFSJ is urgently
needed to balance the rights of individuals against the multiple and still increasing
possibilities that personal data will be exchanged by and between AFSJ actors.''
Therefore, analysing the different data protection regimes and the existing
arrangements providing for personal data exchange in the AFSJ is an essential in
order to detect possible shortcomings in this complex cooperation structure.

I. Brief Background on Data Protection in EU Law

Data protection in EU law constitutes a relatively new individual right
encompassed in Article 8 Charter of Fundamental Rights as well as in Article 16
TFEU. It protects against the potential misuse of information by governmental and
non-governmental actors.'? The basic concepts of data protection are included in
Article 8 Charter of Fundamental Rights stipulating that:

1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of the
consent of the person concerned or some other legitimate basis laid down by law.
Everyone has the right of access to data which has been collected concerning
him or her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent
authority.

Article 8 (2) Charter of Fundamental Rights includes basic quality standards and
individual rights which have to be respected when processing personal data. In
addition to the prohibition of data processing for unspecific and undefined purposes,
the fairness of the processing and the access to and the rectification of personal data
are crucial elements in data protection law. Independent supervision is a further

' Communication from the Commission to the European Parliament, the Council, the European

Economic and Social Committee and the Committee of the Regions — Delivering and area of
freedom, security and justice for European’s citizens — Action Plan implementing the Stockholm
Programme, COM(2010) 171 final, in particular p. 6.
1 .

Ibid.

'2On the general risks of data processing in databases see Simitis (2006), p. 65, para 10.
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important element to make data processing legitimate. These rather broad
principles need to be specified in the different contexts of processing.

The current understanding of data protection as a fundamental right under
Atrticle 8 Charter of Fundamental Rights is intrinsically linked to the right to private
life included in Article 8 European Convention of Human Rights (ECHR).'* While
private life is a broad term which embraces issues concerning the protection of an
individual’s personal space which go far beyond data protection'? such as the right
to be let alone'> or the right to develop personal relationships with each other,'® the
protection of personal data is one important aspect of the right to private life. '7 This
historical background is the reason why, prior to the adoption of EU data protection
instruments, such as the Data Protection Directive 95/46,'® Article 16 TFEU and
Atrticle 8 Charter of Fundamental Rights, public international law instruments of the
Council of Europe played the central role in interpreting data protection principles
in the EU context. The first instruments specifying the right to data protection at
European level were therefore not EU instruments, but instruments of the OECD
and the Council of Europe.

The economic orientated OECD Guidelines of 1980 governing the protection of
privacy and trans-border flows of personal data (OECD Guidelines)'® and the
Convention of the Council of Europe for the Protection of Individuals with regard
to Automatic Processing of Personal Data (Convention No. 108) were the first

'3 Both concepts (data protection and private life) are twins but not identical; compare Siemen
(2006); De Hert and Schreuders (2001), p. 42; for the coherency between ECHR and Charter of
Fundamental Rights see Schneiders (2010), pp. 145-245; Steiner et al. (2006), pp. 115-144.

!4 Kuner (2009), pp. 307-317, in particular p. 309.

!5 The first description of the right to privacy was made by Warren and Brandeis in their famous
article in the Harvard Law Review in 1890. They described the right as “the right to be let alone™,
see Warren and Brandeis (1890).

!¢ Compare ECtHR case law: Niemietz v. Germany, Application no. 13710/88, of 16 September
1992, para 29. »

7 Compare ECtHR case law: Z. v Finland, Application no. 22009/93, judgment of 25 February
1997, para 95; Peck v. United Kingdom, Application no. 44647/98, judgment of 28 January 2003,
para 78; L.L. v France, Application no. 7508/02, judgment of 10 October 2006, para 43; Biriuk v
Lithuania, Application no. 23373/03, judgment of 25 November 2008, para 39; I v Finland,
Application no. 20511/03, judgment of 17 July 2008, para 38; S. and Marper v the United
Kingdom, Application nos. 30562/04 and 30566/04, judgment of 4 December 2008, para 103;
C.C. v. Spain, Application no. 1425/06, judgment of 6 October 2009, para 31; see also:
Breitenmoser (1986), p. 245; (Kugelmann 2003) pp. 16-25; Meyer-Ladewig (2006), Article 8,
para 11; Moreham (2008).

'8 Directive 95/46/EC of the European Parliment and the Council of 24 October 1995 on the
protection of the individuals with regard to the processing of personal data and on the free
movement of such data, OJ 1995, L-281/31, in the following: Directive 95/46 OJ 1995, L.-281/31.
' OECD Recommendation concerning Guidelines governing the protection of privacy and trans-
border flows of personal data of 23 September 1980.
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international instruments which included data protection rules in Europe.? In
addition to these first instruments, the interpretation of Article 8 ECHR by the
European Court of Human Rights (ECtHR) contributed to the specification of basic
data protection principles inherent to the right to private life. The relevant case law
of the ECtHR is further detailed in Chap. A.

Due to the former pillar structure, different rules exist in EU law for the
protection of personal data. Prior to the adoption of the Lisbon Treaty,”' Directive
95/46, Regulation 45/2001?% and Article 286 EC Treaty> (now Article 16 TFEU)
guaranteed data protection rules in former first pillar matters.”* Excluded from the
scope of these instruments was data processing in former second and third pillar
matters.”> Data processing in these areas was for a long time exclusively governed
by the aforementioned public international law instruments of the Council of
Europe.z(’ In November 2008, the Data Protection Framework Decision 2008/977/
JHA on personal data processed for police and judicial cooperation in criminal
matters (FDPJ) was finally adopted with the intention of covering data processing in
(former) third pillar matters.?’ Its scope is however, very restricted and does not
cover data processing of Europol and Eurojust,”® nor of the data exchange systems,

20 Convention for the Protection of Individuals with regard to Automatic Processing of Personal
Data, 28 January 1981, CETS No. 108. In the following: Convention No. 108.

2! To the general changes in the different policy areas through the Lisbon Treaty, see Fastenrath
and Nowak (2009).

22 European Parliament and Council Regulation (EC) 45/2001 of 18 December 2000 on the
protection of individuals with regard to the processing of personal data by the Community
institutions and bodies and on the free movement of such data, OJ 2001, L-8/1 (referred to as
Regulation 45/2001, OJ 2001, L-8/1 in the following).

23 Brief comments on the scope and the content of Article 286 EC Treaty can be found in Callies
and Ruffert (2007), pp. 2332-2334; Léger (2000), pp. 1849—-1851; Lenz and Borchardt (2006), pp.
2495-2504.

24 For more details see Chap. A III 1.
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