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ecent financial crises have proven that risk management practices are
Ressential for organizations large and small. Publicly traded companies,
privately-held firms, and nonprofit organizations were all wounded by the
events of 2008 and 2009. Scars from these largely unanticipated or “black
swan” events continue to manifest themselves in the growing national un-
employment rates, low levels of consumer confidence, and the contracting
U.S. gross domestic product (GDP). However traumatic these events have
been for our economy, they also provide business leaders and risk practi-
tioners with insights into how we can heal these wounds and prevent them
from recurring in the future.

We believe the process of risk management fits within the broader con-
text of organizational management. Risk itself is a driving force in strategic,
operational, reporting, and governance decisions. It is a critical cog in the
organizational machine—one that can operate with little fanfare, or one that
can cause a critical failure. In today’s highly competitive world, it is impera-
tive that board members, executives, managers, and employees are involved
in the risk management process. The knowledge possessed by each of these
individuals allows unique perspectives to be married into a single assess-
ment designed for safeguarding the organization against the many forms of
risk.

Until recently, risk management was not generally seen as a component
central to the operation of many firms. While detailed risk management
activities took place in areas of many organizations, holistic risk management
has only recently come into vogue. Many professional organizations such
as the National Association for Corporate Directors (NACD) are pushing for
significant changes in the way board members and executives evaluate risks.
These changes are being made largely in response to recent crises that began
in the financial services sector. Indeed, the banking sector is also advocating
change in risk management policies with the recent finalization of the Basel
Committee’s second capital accord (Basel II). While the document was not
finalized until 2006, the initial capital accord touched off a discussion on
the importance of risk management that began nearly 10 years ago. It is our
hope that this text continues this discussion of risk management, highlighting
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its importance to directors and executives while also providing insightful
information for practitioners.

This book is organized in two sections. In accordance with the afore-
mentioned emphasis on risk management at high levels of the organization,
we have grouped material relevant to directors and executives in our first
section, “Organizational Risk Management.” The second section, entitled
“Quantitative Risk Management,” is catered to risk management practition-
ers. We have authored both sections as standalone entities: Readers can elect
to focus on either section, or read the book in its entirety.

The first section examines risk management at a macro level. In
this section, we emphasize risk management practices most important to
board members, C-suite executives (e.g., CEOs and CFOs), and high-level
managers. We focus on risk management from a top-down perspective,
emphasizing the manner in which executives and directors can cultivate the
culture necessary for an organization to possess effective risk management
policies. Many pages are spent discussing how these individuals can set an
appropriate “tone at the top” that will foster a culture of risk awareness. We
have purposefully emphasized understandability over mathematical mod-
eling within this section, given our potential audience members’ diverse
backgrounds.

The second section details a quantitative framework for analysis that can
be used by risk practitioners who perform risk assessments of enterprises,
divisions, systems, and processes. This section presents mathematical formu-
lations as well as example assessments of various systems for the practitioner.
While the models in this section are mathematical in nature, our goal has
been to emphasize practicality over mathematical rigor. The tools illustrated
in this section can be employed by practitioners looking for a framework
that demonstrates how enterprise risk management policies, similar to those
presented in the Committee of Sponsoring Organization’s (COSO) Enterprise
Risk Management framework, may be implemented.

Our hope is that this book provides a comprehensive resource not only
for those in corporate America, but also for individuals in the public sector;
risk management practices for governmental organizations are inarguably
equal in importance to such practices in private industry.

Many governmental agencies are receiving funds through the American
Recovery and Reinvestment Act of 2009 (ARRA). The Obama Administration
has made transparency and accountability a primary goal of ARRA in hopes
of mitigating risks associated with waste, fraud, and abuse. Decreasing the
chance such risks occur will require considerable planning and oversight by
administrators, from program inception through conclusion. We believe the
quantitative models and framework for an:ilysis contained within this book
can help administrators of governmental bodies ensure program goals are
achieved, and greater economic impact is realized.
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Our risk management framework can also help directors and executives
of private companies receiving stimulus funds to mitigate risks. Many private
infrastructure companies are receiving major infusions of stimulus dollars for
new, capital-intensive projects. Our quantitative models can also assist these
firms with mitigating risks associated with cost and time-related overruns that
sometimes plague such projects.

Finally, we wish to note that this book is not a comprehensive treatise
on risk management techniques or models. Complicated probability models
and distributions are not our central focus in this text. Rather, we endeavor
to introduce models and risk assessment procedures to the reader that are
easily understood and practical in nature. Our goal throughout the authoring
process has been to present the reader with a text that is thought provoking,
accessible and understandable.

We sincerely hope this book is able to assist the reader in assessing
risks irrespective of his or her position or employing organization. We
also hope that it will encourage readers to further their knowledge in this
essential twenty-first-century discipline.

Harry Cendrowski
William C. Mair
Chicago, IL
September 2009
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Organizational Risk
Management

isk management is a necessary part of our lives. Risk is present in any
Rsituation in which decisions must be made under uncertainty with imper-
fect information. Our minds constantly assess risks as we drive our cars and
even pay our bills. In each of these instances, the mind enumerates the risks
associated with the activity, quantifies the risk, and then compels us to make
a decision based on this assessment.

When operating a vehicle, we are never sure that surrounding drivers
will operate their cars in a rational manner. However, we enter such a sit-
uation with an a priori belief that other drivers are indeed rational. After
all, they must pass a test to obtain a driver’s license. When we’re driving
down the road, our minds are continually evaluating and updating this a
priori belief with respect to every car that is within a personal “envelope of
concern.”

Driving at a steady speed on the highway, we are not very concerned
with the actions of those far behind us. While we can see other cars in the
rearview mirror, the likelihood that such a driver’s actions impact our own
decisions is low. If a far-behind driver loses control, it does not impact us,
although it could impact a group of drivers behind us. However, we are
very concerned with the actions of those in front of us—most particularly,
those immediately ahead of our own vehicle—and those to our side. If
these individuals make an error in judgment, the consequences to us could
be severe. Our envelope of concern is thus concentrated to the front and
sides of our vehicle rather than behind it.

With this simple example we have introduced two central notions of risk
assessment: probability and magnitude. The probability that a random driver
loses control is identical no matter where this driver is located with respect
to us. However, the magnitude of the risk differs based on the location of
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the driver. Our minds evaluate both magnitude and probability when we are
assessing risks. This assessment is then used to make decisions based on
information we perceive. Whether or not we are conscious of it, our minds
quantify these risks, and we make decisions based on this quantification.

Although risk management might come naturally to our minds, it is not
an involuntary process within an organization. A business must establish,
utilize, and monitor risk management procedures to effectively perceive
changes in the firm’s environment. Returning to our previous example, it
is essential that management and board members develop an envelope of
concern for the business’s strategic objectives. This strategy should focus
on risks caused by competitors within the business’s immediate operating
environment as well as risks posed by potential future competitors, should
the organization’s environment change.

Organizational Risk Management - N
Organizational risk management has evolved considerably in the past few
decades, from a nascent stage in the 1960s to very complicated modeling in
the current day. Risk management within the United States developed pri-
marily in response to the globalization of the U.S. economy. At the turn of
the twentieth century, many U.S. businesses focused on selling goods to geo-
graphic areas within the country. Few finished goods were imported from
overseas or sold across our border. As transportation methods improved in
both speed and efficiency through the 1960s, U.S.-based companies began
exporting goods abroad. Foreign companies also began selling their goods
within the United States.

Prior to this occurrence of global trade, many U.S. industries operated
in an oligopoly: The production power of an industry was concentrated
within the hands of relatively few corporations. Within such a framework,
corporations were able to obtain healthy profits, primarily due to the lack
of competition in the marketplace. However, as international competition
increased within U.S. markets, the profit margins of manufacturers began to
erode. From 1960 through 2008, the U.S. economy shifted from a small net
exporter of goods and services to a major importer. (See Exhibit 1.1 for more
information.) This shift is reflective of the fact that many U.S. corporations
began to face increasingly stiff competition from overseas competitors over
this time.

Especially susceptible to foreign competition were those manufacturers
producing goods with no discernible quality difference from their overseas
counterparts. Many U.S. industries began to experience consolidation and
hardships that continue today. Witness the current tumultuous environment
faced by the U.S. automotive industry and its suppliers as both recently
received tens of billions in loans from the federal government.
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EXHIBIT I.1 Historical U.S. Goods and Services Foreign Trade Deficit, 1960-2008

Source: U.S. Census Bureau.

Modern risk management arose out of this increasingly competitive
environment faced by many corporations. In the 1960s, risk management
primarily took the form of purchased insurance against force majeure events.
Today, many corporate executives are worried about not only these types
of events but also many others. As shown in the survey results presented in
Exhibit 1.2, within the United States many corporate chief financial officers
(CFOs) are worried about consumer demand and the cost of labor within

EXHIBIT 1.2 Top Concerns of U.S. CFOs (Higher Score = Greater Importance)

Rank Concern Avg. Importance Score
1 Consumer demand 0.82
2 Cost of labor 0.73
3 Credit markets/interest rate 0.59
4 Cost of fuel 0.58
5 Cost of health care 0.56
6 Housing-market fallout 0.50
7 Skilled-labor shortage 0.48
8 Regulation 0.39
9 Cost of nonfuel commodities 0.30

10 Currency values 0.27

Source: Duke University/CFO Magazine Global Business Outlook Survey.
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the United States.! Natural disasters—a primary subject of risk managers 40
years ago—did not even make the list of CFO’s top concerns.

Contemporary risk management takes the form of hedging against
shocks in the currency, stock, and commodities markets; evaluating orga-
nizational strategy, reliability of financial reporting, and risks in operations;
and assessing risks in corporate governance procedures. Accordingly, many
professional standards that focus on risk management have been introduced
within the past two decades.

In 1995, Standards Australia published one of the first modern risk man-
agement standards with AS/NZS 4360: 1995. Canada soon followed suit in
1997 with the publication of CAN/CSA-Q850-97, as did the Institute of Char-
tered Accountants in England and Wales with their Turnbull Report, released
in 1999. This latter standard called for stronger internal controls in financial
reporting and better monitoring of risks throughout the organization.

Risk management standards within the United States largely took a back
seat until the financial scandals of the 2000s (involving Enron, WorldCom,
and Tyco, among others). These events forced the passage of the Sarbanes-
Oxley Act of 2002 and in 2004 led to the creation of the enterprise risk
management (ERM) framework by the Committee of Sponsoring Organiza-
tions (COSO). This latter framework will serve as the foundation of our risk
management methodology introduced in the second section of our book.

The Risk Assessment Process
The risk assessment process consists of five steps:

. Enumeration of risks

. Qualitative analysis

. Quantitative analysis

. Implementation of risk management strategy
. Assessment of risk management strategy

R N -

Risk assessment in organizations is the domain not only of the auditor
but of operating managers, board members, and C-level executives. As stated
in the Preface, all four of these groups comprise the intended audience for
this book.

Auditors assess risks when they perform an examination (commonly
called an “audit” when it involves financial statements). In performing an
examination, an auditor must select a combination of information from a
large body of evidence that limits the risk of a material misstatement. Oper-
ating managers must assess risks associated with the internal operations of
the business. If performance metrics begin to indicate that the organization
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is struggling to achieve its mission, managers must prioritize initiatives
according to the risks they pose to the organization’s health. C-level exec-
utives examine risks to the organization’s strategic plan from external and
internal threats. This also falls within the domain of the board of directors.

Risk Management at the Board Level

The recent economic crisis has put a renewed emphasis on directors’ over-
sight over the day-to-day operations of their organizations. In the words of
the National Association of Corporate Directors (NACD), the board:

is charged with selecting and evaluating senior executives; planning for
succession; monitoring performance; overseeing strategy and risk; com-
pensating executives; approving corporate policies and plans; approving
material capital expenditures and transactions not in the ordinary
course of business; ensuring the transparency and integrity of finan-
cial disclosures and controls; providing oversight of compliance with
applicable laws and regulations; and setting the “tone at the top.”>

This is no small order for individuals who often serve as executives at
other companies. Though this list of responsibilities is rather long, all its
elements essentially fall under a single umbrella: risk management.

Although directors must principally look out for the interests of share-
holders, they are also accountable to employees, regulators, suppliers, and
customers. Balancing responsibilities to these individuals is no simple task.
In the words of the NACD, “Serving as a director is demanding and—in
addition to significant substantive knowledge and experience relevant to
the business and governance needs of the company—requires integrity,
objectivity, judgment, diplomacy, and courage.”® Moreover, shares of many
organizations are held by diverse groups of investors, including individual
investors, pension funds, hedge funds, and university endowments. Each
of these investors may have different investment horizons, expectations of
returns, and opinions on risks the organization should bear in generating
returns. Catering to each of these investors can prove difficult without a
proper risk management plan.

Sound risk management practices enable board members to fulfill their
fiduciary obligations to all stakeholders of the organization. Such practices
ensure that information systems properly assimilate data from different parts
of the organization, that this data is critically analyzed, and finally, that plans
are verified or modified because of the data. Performance measurement,
strategic goal setting, and establishment of corporate policies are all outputs
of this process, the result of which is increased value for all stakeholders.



