Microsort WWinDows
Server 2008 R2

The Administrator:s Essential HeTerence

QuSTIN HAnnTin



Microsoft Windows
Server 2008 R2

Administrator's Reference
The Administrator's Essential Reference

Dustin Hannifin

—Nq'cm'r:!“ Ipern
ﬁ )“}\ €Nz ‘j tJ’o;‘ey}Ipern
Aa or#&msu%f’reckﬁleal Editor

AMSTERDAM ¢« BOSTON « HEIDELBERG * LONDON SYNGRESS
NEW YORK « O RD ¢ PARIS « SAN DIEGO :
SAN FRANCISCO « SINGAPORE * SYDNEY * TOKYO




Acquiring Editor: Angelina Ward
Project Manager: Paul Gottehrer
Designer: Joanne Blank

Syngress is an imprint of Elsevier
30 Corporate Drive, Suite 400, Burlington, MA 01803, USA

(© 2010 Elsevier, Inc. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or by any means, electronic or mechanical, including
photocopying, recording, or any information storage and retrieval system, without permission in writing from the publisher.
Details on how to seek permission, further information about the Publisher’s permissions policies and our arrangements with
organizations such as the Copyright Clearance Center and the Copyright Licensing Agency, can be found at our website:
www.elsevier.com/permissions.

This book and the individual contributions contained in it are protected under copyright by the Publisher (other than as may be
noted herein).

Notices

Knowledge and best practice in this field are constantly changing. As new research and experience broaden our understanding, changes
in research methods or professional practices, may become necessary. Practitioners and researchers must always rely on their own
experience and knowledge in evaluating and using any information or methods described herein. In using such information or methods
they should be mindful of their own safety and the safety of others, including parties for whom they have a professional responsibility.

To the fullest extent of the law, neither the Publisher nor the authors, contributors, or editors, assume any liability for any injury
and/or damage to persons or property as a matter of products liability, negligence or otherwise, or from any use or operation of

any methods, products, instructions, or ideas contained in the material herein.

Library of Congress Cataloging-in-Publication Data
Application Submitted

British Library Cataloguing-in-Publication Data
A catalogue record for this book is available from the British Library.

ISBN: 978-1-59749-578-3

Printed in the United States of America
10 11 12 13 14 10° 9 V8T 6 54 3 2 1

Working together to grow
libraries in developing countries

www.elsevier.com | www.bookaid.org | www.sabre.org

ELSEVIER ,I:(\‘" hre Sabre Foundation

For information on all Syngress publications visit our website at www.syngress.com



Microsoft Windows
Server 2008 R2

Administrator's Reference
The Administrator's Essential Reference



This book is dedicated to my grandfathers. Two men who will
forever be the greatest of role models.



About the Author

LEAD AUTHOR

Dustin Hannifin (Microsoft MVP—Office Communications Server) is a systems engineer
with expertise in various Microsoft technologies, including SharePoint Server, Office
Communications Server, Exchange Server, Active Directory, and System Center Operations
Manager. He currently works on projects related to unified communications, collaboration,
systems management, and virtualization. Dustin regularly contributes to his blog (www.
technotesblog.com) and other technology communities, including leading the Northern
Indiana Microsoft User Group and the Microsoft Unified Communications Virtual User
Group (www.ucvug.org). Dustin holds a bachelor’s degree from Tennessee Technological
University. Dustin, a Tennessee native, currently resides in South Bend, IN.

CONTRIBUTORS

Joey Alpern currently works as an independent consultant specializing in web development
and database component integration. Since the start of his technical career, he has worked
in various industries, ranging from the creation of internal systems for technical staffing
agencies to dotcom start-ups, with his most recent adventure occurring in the luxury cruise
industry. Joey holds a Bachelor of Science in Computer Science from Florida International
University. With over 13 years of development and coding experience, he is comfortable with
multiple languages, including C++-, Java, Visual Basic, .Net, and even Pascal. Additionally,
he is Java certified and often prefers working with computers rather than people.

Naomi J. Alpern currently works for Microsoft Consulting Services as a senior consultant
specializing in unified communications and IT architectureand planning. Naomi engages
face-to-face with Microsoft business customers, assisting them in-the successful planning
and deployment of Microsoft products. Since the start of her technical career, she has worked
in many facets of the technology world, including IT administration, technical training, and,
most recently, full-time consulting. Naomi holds a Bachelor of Science in Leisure Services
Management from Florida International University. Additionally, she holds many Microsoft
certifications, including an MCSE and MCT, as well as other industry certifications such as
Citrix Certified Enterprise Administrator, Security+, Network+, and A+. Naomi lives in
Charlotte, NC, where she spends her spare time along with her husband, Joey, chasing after
their two young sons, Darien, 5, and Justin, 2. On the odd occasion that she runs into some
alone time, she enjoys curling up with a cheesy horror or mystery novel for company.

TECHNICAL EDITOR

Aaron Tiensivu has more than 15 years’ experience in the IT industry. He is a Microsoft
MVP and SME for numerous Microsoft projects, including books, certification exams, and
white papers. Aaron likes to keep up-to-date on all the latest products and betas. His current

Xix



xx  About the Author

passions are Windows 7 and Server 2008 R2, Exchange 2010, Office Communications Server
2007 R2, and Windows Mobile 6.5 devices. His Microsoft-centric blog has been featured in
the Detroit Free Press and other various media outlets.



Acknowledgments

This being the first book of mine as a primary author, I feel the need to thank those who
helped make this possible for me. I first thank my parents and family for always supporting
me and encouraging me to strive for the best, even when they do not understand the work that
I am doing. I also thank Gary Byrne for keeping me on track and giving me encouragement
when I most needed it. Thanks to all the great folks at Syngress for believing that T would
make a decent author. Special thanks to Aaron Tiensivu for making sure that the content
was technically correct (and providing some great suggestions along the way). Thanks to
Naomi and Joey Alpern for writing two really tough chapters in this book. A big “thank
you” to the GCC Tech Ops team (Ed, Jason, and Justin) for always encouraging and inspiring
me. You guys rock! Thanks to my manager, John Pozivilko, for understanding those mornings
when I walked into work late after spending most of the night writing. I also thank Carolyn
Blanding for reviewing every chapter and giving me awesome feedback. Thanks to all of
my friends, colleagues, and mentors whom I failed to mention. You inspire me to give it
my all every day! I thank my creator and my God, who never ceases to bless me, even when
I am so undeserving.

Dustin Hannifin, March 2010




Contents

A OITE R E ATIEION ... 25essos snessreseussupsnsssesatbess taupessasesasiipossonsanisosssnsereasas saperhs STssFEFATESSTUANTH Xix
ACKNOWIEAZIMENLS ......cuceeicsecscussincseressrenssanssnisusizsessissssssonsssssmassassssssonseiissrsadsssesessansassansis Xxi
CHAPTER 1 Introduction to Windows Server 2008 R2...............ccccooomviininnniinnnnss 1
What is new in Windows Server 2008 R2..........cccoevemmiiiniinsirmnsenesnnnens 1
VirtualiZation (HYPEI=V )i ssmgerssscesssssssssinissassssssasssassassessasnsssavsrasnsosasan 1

BranChCaTNe ot oo i sreserisivsansssonsssssasstnsastesdsrssassssannsivonnbussnssnsssanssssssns 2

ACHYVE, DAXCCLONY svcnresvinsirtisiaiisssisnssausssstsssansasnissdonsansassisnrunssasasnsrtsss sasss sos 2

Internet InformatiOn SEEVEI 1.5 s it crcizomsssmragridossoapssssososssssasisssnsansis 3

POWET Sl i st sostiidovensensssascbusnnsadssniobonsasssssbosspansdons sasinasinnssiibassonsass nss 3

DD Gl A @88 5v v vannssnosiions svsnssssnisssiossmmsnstass sisathsssasanins FARISERUSRTONSIT AT TS oS RH 2 <4

File Classification INfrastruCture......c.c.ccversursissuiseesesnsssissassosnesnsnnssssnsanacs 4

Remote DeSKtOP SEIVICES uuwsimisassassssssnisassossansansrasssnssnsussnansonssasssssrasnsses 5

Windows Server: 2008 R EAIONG £ i 555 vaesrrpegsesosiyasssssdisassessasossasinisssioss 5

Planning a Windows Server 2008 R2 deployment.........ccccoviiininnneciunianene 6

Making the business case for Windows Server 2008 R2..........ccoccu.c.. 6

Create @ Projeet PIN ..cciviieussssrsessssisisnisomnsrsasacnssasssasssssonstsnssrssnsasassssases 9

Document the existing network and server infrastructure............ccc...... 9

Security and legal planning............cocescerereenaneenencrnesssssiisansissssasassnsnsssse 10

Planning for backup and diSaster TECOVETY ......ccuummerererussnnsisssnsseseieans 10

Planning for licensing and activation ..........ccccceeennennsnnesnsniisscnns 11

Design your Windows Server 2008 R2-infrastructure..........cococeeuenee. 12

Test your design and project plan ...............: Boxgeomsnpetanssris rp R ARSI 14

SUMIMALY ... -oveousessesssenssesssessasisssssssnasasesssnssvssssssasvasasnsnsibsgssssssssssassssssssasssness 15

CHAPTER 2 Installing and configuring Windows Server 2008 R2............................. 17
Preparing to install Windows Server 2008 R2...........cooveiiiiiiiiiiniininnns 17

Hardware reqUITEIMENLS ........c.coeesicarsseivsssssnsorsasssasssssosassnossosassassasspsnsasss 17

Preparing the DArAWATE ......c..sussusssissssasisessassassnsnsassnssansussssssnsassssssesases 19

Choosing to upgrade or perform a custom installation ............ccc.c...... 19

Selecting the edition and installation OPLON.........ceviveieinenncscrennanacns 20

Installing Windows Server 2008 R2..........cococerueresssrsnsnsssnessssnsnensssnsenenss 22

Installing Windows Server 2008 R2—Server Core.........ccccvireiinnneens 27

Upgrading from previous Windows VETSIONS.....coovuesinesencueusiscssussenns 28

Performing postinstallation tasks ......cc.curvereveesesssssinsnsnssesesssnssessssscssesasenss 30

Configuring initial SELtNES..........ccccrviviveresrissussnsarisneninssssissssssssssssisssssses 32

Understanding roles and features...... ..o 35

vii



viii  Contents

Windows: Server 2008 R2 T01EB ...ccucnivissersissorsmssssesssossssesassonsnsassasensanse 36
Installing additional SORWATE......c..ccccniecoeriiivecsisancsnsosessesesranassossansances 36
Confipuring /Qisk ATIVEE i oismismss bssasrsmsnssismonsisisses s issnspssmssasinsarassay 41
Finalizing: the cONfIgUIation .....:c:sicssesosssavessnonssnssassassnssessssspsnsenssnsassas 49
Product activation and Key Management SErvices..........ococoevemreririensennenns 49
Understanding Windows Server 2008 R2 product activation ............. 49
Overview of Key Management SeIviCes........ccuieirriveserisnivenserasseresuanns 51
Designing 2 KIMS INfrASICIHIE .. covmississiasssosssonsssnessassrsnsossarsissmsnans 53
Installing and ‘configuring KMS ... oo nmiiniisiisssonsaconinses 54
Automating the installation ProCess.......cccuviemirneiieniniinineraesiessesssesenaseesess 55
Overview of Windows Deployment Services ........ccoovevemrusveererasanians 55
Installing and configuring WDS ........ccocoviiiminiincinnsiii e 56
Unattended installation and automated deployment ..........ccocoeveeururenene 61

A B N B O T A £ e L L e ie et s esmoveonsaabinediiva srsevanasibaek 61
Microsoft Management Console 101.........cccniminicnnnniennisncnennnen 61
Overview of Setver ManBger. < i iresrossacasssssssosasasssaisansiyissssssornsonte 64
Introduction to POWErShEll .....cccoocvevveenninerncncciciicisiniisiinsiniens 66
Windows Server 2008 R2 administration t00lS .........ccooeveevereerererinnnnee 67
Installation and Configuration Checklist..........ccooociiiiiiiiiivininiiininensnnnnans 71
SUMMIANT L. ... e e thees oo R essnyotas Feishevired rorons nasssnaantassessvs scassasabssses 72
CHAPTER 3 Windows Server 2008 R2 networking................cooocuvvviciciiiiiiniinninins 73
Overview of Windows Server 2008 R2 Networking......c.ccccomvuerieerunranas 73
Network and SHaring COnter: i «susoseissesussssossosi ssses ovpennsisoaessrinsosavests 73
Redesigned TCRAPNEIWOLK STACK ;.. issisressrssssessnsiangimrocssasasensonssszasnin 74
DINS eNNANCEIIBNLS .oy0 57 essasonssn Srarannsossspraisssasbiosss sstisiyvssissssssnsssrsaszons 74
Policy-based QOB . ..c..ssossmsissessssrossssomsopisssposssnpissaassnssnssasssssnsiaasane 75
SMB- 2.0 oo i i Sasieussivnsimorsssesiaiastensissdastosisdvases cesdnenpestointais fins hiaeraeds 75
b8 2 (o) S a0 1L Mk oo o ydemes el oot el Bkt prer i P e e 76
PPV DD coveniirs toyle e et tuasase s a0 svenencansisagvonvasss sremtontrered SIAFs S VATALTINES 76
INCLWOTK AW ALCIIESS. . Joureesriansslersssrbisssossssrassytraassssasesasonysvsss vssmassrssonsaarsuss 77
Network: Access ProtECHON ;. i iizetessesssscvusiearssssassassusssssnossussassaseassbersars 78
PIPCCEACCENS - ootossanosmrsavssoonsninimomasnsonsasosbobaniosss sesssssatosmesrsss b ingeerachnasins 78
Exploring Network and Sharing Center ...........ccocoeeieeiiiinienniincnncnens 78

I O O K PIOS T S e R svescstesessrsassensressanthsrsbeshansivsthossasassansasssanss fusssvanasss 81
Planning and Deploying a TCP/IP Network Infrastructure.............c.cco.... 82
ARTOINCHON 1O T R I 0 e aoressaseeantciacessoupsitrnsssessrinfrars SToiTadtorsalssunomios 82
R O S T T S i et et bt easentn thl shoessriaasnabontBissessyot rytodurd 82
Inroduction o TPvE S a . i ey ieiths rrovasatensohiossessvnsssvsmssrinorons 86
Designing TP nNetWOorKS! [l s s sscsecormmsageastorsrosnassansasensasassnsnsssonses 87

HOTCY=bASEA JON .: revveisimesaseiriiaavimesssoassssanasissassonesantantasisnstessasthsonsrioie 88



Contents ix

Routing and RemOte ACCESS .......ccrueueriemiiirunnrnsiseieiesissisesisisisesisasnssnaes 95
Installing Routing and Remote ACCESS........cceuerininieniinininiiincsisneneacnes 96
Configuring Routing and Remote Access to support
Remote  ACCess VPN ... 100 dic Sy ieciastasksssdores 2ot tinrashasshussansossasosassnsses 98

Planning and Deploying DNS.c...ccccccouniiiinminiinniainmniansiins s 105
Overview of name resolution and DNS ..o, 105
DN S ZOBES oowisste S MR, oot s N S R i 2y S TR S et 106
| I o = )41 e B L (R S TP P BRSNS TR A R R 108
Designing a DNS infrastruCtire....ccccoueuesiansscsaessnsnsssscnsonssscassssssns 109
Deploying DINS . iacvisusiscsnssassissnassionssassst astarerssasionsansassnssossessssaass 111
Installing the DNSISEIVer 10le ittt biteateresasasssesssssssssions 111
Configuring DNS SEIVELS .......iceviiiitiunninsssisaiinisssmsmsessesssissssssssasaosens 111
Setting up DNS ZONES ...icvicuiviiiusssssessisasasnsaasssariassiisianssssssssasssnsnssoas 115
Dynamic: DNS TECOTAS - cesssisaresscuiiotivmsonsassisisnssansitsssnibassesrsssssansassesess 122
DNS i andrActive Diretiori il S B Sl i T A e sasassacstonsess 122
Securing DINS .. cecsiam e S QR R o T R G sasirmsssssnios 123
Monitoring and troubleshooting DNS ... 123
Overview: oFWINS w5 G iR bl dlidisssethssnrsensasesdssassasss 127

Planning and Deploying DHCEP. . ... it.coiimistibai iisinisiailassinmmansnensasas 129
OVeEiEN O DR s oo S R R T L B et 129
Planning ifor: DHCP .. siiatitiin disietueisioisesinaiaiivishsasisssiassusisisisnssssers 131
Deploying DHEP..........h.ccvmineitboniiiistinmmssisesnirssrosnssssssnsasissearssusssnsns 133
Administering and troubleshooting DHCP......c..cccoiiiiiiniiveiiennnns 136

Network Monitoring and Troubleshooting Utilities..........cccouverereeecnenes 137
Using ping, PathPing, and NSLOOKUD...5u..ceceiiiieineececnceeeicncieanns 137
Overview of Network Monitor ...........c..c.c..... By VT L7 SRR PO 138

SUMMNATY cceeenooiisneionsiorhassiinisasiusassssaseisessasrsos sussoaronsnsnansibassassatassossasssassessss 140

CHAPTER 4 Feature focus: Active Directory................cccoococvcuvninicnicciiciiciciieinnnns 141

What is new in active dir€Ctory?..........ccuiciiisiivisenrsnsisanisssasiassessassssassnss 141
Active Directory Recycle BiM......ccicionisrecssisseastassassassensonsansnsorsassoasese 141
OFfHNe TIOMAIN TOM . i ol suarrosssssissavssarsisissaorasesnssavstomssessesssnssosmannaisses 145
Active Directory module for PowerShell...........oooveiinniiiiicininns 148
Active Directory Best Practices Analyzer...........cccocoviniinninoeniens 149
Active Directory Web SEIVICES ..iccciumsssseisuvsserasisnsanisssbasssassarssasiss 151
Active Directory Administrative Center...........c.ceeivenienneesunesisesnniens 151
Managed SErviCe ACCOUNILS....cueusiirirriseserasseessaressssassonsassessorsassesesesnnss 151

Planning fOr actiVe difectory......c.c.ciuiibiviriivensisasmsassesssivasiassvsinsassinssioise 152
Active Directory Dasiesiu. . .oivmoniiisnissisinierosssissassissssroansasss 152
Planning for Active Directory forest and domains..........ccooovueueinnees 153

Active Directory 'and/ DNS .l liiceeioniiisminsbiioinimessasiisse 156



x  Contents

Planning for domain cOntrollers ..........c.coevieevirinresircsieesenrseesenesenns 158
Planning for Active Directory sites and replication ............c.ccceevereene 158
GlobaliCatalogsenversusar. Lamy, Sl i Dl cusssserssarssa 159
Planning for operations MasterS........ccueeeriesiernresereerensssesssennssesessens 161
Planning for domain and forest functional levels ...........c.ccocvevruuneeee 161
Installing and configuring Active Directory domain services................ 162
Active directory adminiStration BasiCs .........cecereerereireimereressenensessesnasans 170
Active Directory Users and COMPULETS.......c.ecvevereeieruereseraereesssisnnans 170
Administering user and COMPULETS ........cccuereererirseressaresssaessssnssesesesasnesns 175
LBF:< T 0 PR OB W NS SO e p i v, e/ L AU o 175
Account usernames, passwords, and security policies..........c..cc.r.... 176
Administering COMPULET ACCOUMNLS ......c.eoueruerrerrersereeasrusreessrsesseesessesans 182
Administering groups and organizational Units.............cccecveveerrerenerennne 182
eV oI {10 e) 1 C MR SPREO U on ot s ) L ST R e O S 182
Administering organizational UNitS............ecoceevereuiurusseseinseeesesessseninns 184
Administering group POLCY ....cc.eveveruerrererreriienreesreesiesesaeseseesaeeaesesesens 186
Overview of | SroupTPOHEY = dinisiiiniiomesmitsimesiitsissnrmepsmsssssion: 188
Creating and managing Group Policy ObJEcts..............rvrermrrerrerrennn. 190
Troubleshooting . Group PoliCHiis. il et srtosisinansssssvadanssn 191
Other active directOry SEIVICES .......uiwiibonsosebesiostismsassmotssnssasosasnsnssnsns 194
Active directory certificate SEIVICES .....cceruervierernerereiserersseeseersesessesessens 194
Planning for Active Directory Certificate Services ...........cocecerurrencne 194
Deploying Active Directory Certificate Services..........cooveeerecerrennnn 198
Active Directory federation SEIVICES ...........ccvimerereriresisrersierersererenssannas 213
Planning for Active Directory Federation Services ...........c.ccceeuennnen. 214
Deploying Active Directory Federation Services .............cvvvveveereruens 216
Active directory lightweight directory SErvices ...........cccoeeeereruereruerenenss 241
Installing and configuring Active Directory Lightweight
O C IOy N CTVICES vires eroyr s s s s S45mmrs S8Rt S e s B ma o B 241
Active directory rights management SEIVICES .......c.ocevverrreerererseseranserens 246
Commonly used active directory powershell commands ...............ccuv.. 246
BAIRATY . . .......scnsiimesistese 5 g iein  serEaser eares bais iy s ag p st seesik onsssonaets 246
CHAPTER 5 Windows Server 2008 R2 file and print services............................. 249
Overpiew of file and Prt SEIVICES ..l i it aresinisiosasasssssssiobisassass 249
Administering file/ Shares .\, /i ibiviiiitiomiimmnstoeessossdossssonsnsassansodncssess 250
Creatigishared folders|. .S, st il sk 250
Securiniesharted FOIARIS . L. Mliv s st s T T s rnndonsits 252
Publishing shared folders to Active DIir€Ctory ...........covivrerererersinesenie 263
Administering distributed file system SEIViCes ........c.cooevreierrirereriresnenns 263

Configuring and administering DFS Namespaces ..........c.c.eervrvevenen. 265



P g I gy T T N I O N R o S r  worTgry ~ =2
Contents  xi

Configuring and administering DFS Replication.........cccoerevviieneincns 271
File Server ResoutcSmnanapers. il i iabinminasein 280
QOuol# Thansfemenb MR R ORI i he sasins s 281
File:scteening managemeRt st tinsiiiscaiisnydinsssirssssmnsssss 282
STOTAEC TOPUELE s couvreetvo s ogyits b i esds do it nisdadesssoteds s isssToMEusosstonso sais 283
Classification ManagemMenElms S d dui b ani bl Beiamanen 283
File managementaaskiiss Lol 30 i R L D nE R o erensssabbuohosse 284
Services for network file SYStem ......l it Sictamaesivssesismnsnsssssrasass 285
WINAOWS BEaTCH SCIVICE i\ s uresssirtsssnvmrarsuessutivi cosstSosbinsnisotdosssasssndsarassssan 286
Branch' cachie formetwork files &l vt sl oo 287
Administering print and document SEIVICES ........ccvcvvirurimrueiruererreresuesenns 287
Installingsprmt-seivicesehsn, S s ASn Ergnal L i et 287
AGmInIStering & PrinL SeIVer . s dinveisistivasiissvmestssssssesissvsssessson 289
Line Printer DacmON BETVACR t2ii.eshtis dvid e stoeiteiietibuon sesssansisssesaassas 297
Internet PristiiE a IR0 S e S i L B e eenessan 297
Disiributed  scantservepss L i e ml 298
VLI U F T R o epl T P B L PR A fhe oy B ST o Dt I R G 300
CHAPTER 6 Internet Information Services 7.5 feature focus ...................c.....cc...... 301
Overview of Internet Information services 7.5 ......ccocvvinvirnnrcncsueriniannns 301
Request Filtering MOAUIS ... .icimmosmisisuesisiassssiois tersiasidesobiverasnruasassis 302
B P e A I O . o e ciosxsonsorasrinensernsihunssaiio Mressasases 302
PowerShell MOdule .. . i senesietusonsisensarcasstbonnenensen 302
Support for managed SErvice aCCOURNLS ........ccovrecveviuimsvsessessssessssnnens 302
Planning to deploy IIS 7.5 wWeb Servers ... i 303
Installing and configuring TS 7.5......c..cciueueioniiesnsnssessesssensesessensens 303
A IS TS T W R B SIS -l teers i Cosehoers DruaoticesBaseusassunensansssrsiass 311
16 bl D L o S e s o ile. e el e k.1 oot S S 311
APPHCAtION POOIS - ii.ot icin sassmassansassasssssssassasorssasssssmsssmsmssassosassssassss v 311
e L R et e R e P R B AT 311
Administering the IIS 7.5 FTP publishing SErvice ........c.ccovveriuiiiunnnns 314
T L R cesostessebromneonmsimdbare smsnsssesnsaros 317
CHAPTER 7 Hyper-V feature fOCus...............coovviruiiiicicccreciccrn e, 319
Introduction to virtualization and Hyper-V........cccocvevennvnvencniincnnene. 319
HYPET-V CHANEES ... uscciiicsssasns sssssssaaraasssasserssvesissveds sasssststs sissosssia sesvsnsiissses 321
EAVE VI OTALION . (2255 cinveaisncondrbanaisitusessosnsarsssssasss shus stunsrnssss sasvasiiessassseses 321
Processor SNNANCEIIEIIS .. .veersrrinisserssssovenenssrosrassesrisnsassncssevsasassasonsanse 322
Storage enhanCemMEnts ........uevieveeeeieeieesressirenesissreesassssssssssssesaesanns 323

Network: enNanCeICIIS o uisesswismrissinimsmissimsmisssesmmisssasimmessims 323



xii  Contents

Blanningebori s e A s R B e it e S v s nnspa s 323
Licensin . conSid Sealions). it e oy Lol R i s nasies 323
Hyper-V system requirements and capacity planning .........c.cccoveeuns 324
Planning for fBatISs - ...ttt tiiatotesss Sadvores issaev susshisasavossrgassossaosan 325

Installing and administering HYPEE-V . iuiciiinbhomiiitomsemsenssssasns 326
Administering: virtual RetWorks SRR Lol aliin. Kl i siecs o 327
Administering Hyper-V host Settings ..........cccoeeeiiiiiiuciecreciisnniicniens 331

Creating and administering Hyper-V virtual machines ...........cc.cccoceueneee 334
Nirtual anachine B8 o S BRaE R il hestait msieitssvessessatine 335
Vittaalanachine disk fype st Rl sl o it K e vessnisinss 335
Creating and configuring a virtual machine............cccoovciiininnnicens 336
Supported virtual machine operating SyStems..........ccceeuevemvramriniverens 340
Installing the guest operating SYSLEM ......c.ccciiiiervcsseerierasserserserseressen 341
Updafiog virtual machinefsgttingsnsnmd Lust i sl b Singsnesiaasin 343

High availability, Live Migration, and snapshots............cccccccoviniiiininnns 348
Live M gratiOm i dioiini cusscsinssvassrssuassobomossssversssiassots dhudus sissagevnsrammasss 348
Configuring Hyper-V to support Live Migration.........ccoccvueuerevsnenens 349
SHANSHOAT,, S T i e DO P NEMOO .- v crin e o asion sasesadivmo oo 350

Introduction to system center virtual machine manager 2008 R2 ......... 351
System requirements for system center virtual machine manager.... 352

SUIMIMATY 5o vivescomssivaomiosssssisosir mabiratraa o WisesApoaso e s son s SoravaLwss odassnsivsnasnss 352

CHAPTER 8 Windows Server 2008 R2 Remote Desktop Services........................... 353

Overview of remote desktop SEIVICES.......ccuvveeviriinimivmsnnsirsininsarsnssevaeans 353

What is new in remote desktop SEIVICES........cvrreiiriresrsserissinsesrninsssnnns 354
Remote Desktop Session Hosk. i rdiich ot soaifivstontossanvenmiees 354
Remote Desktop Virtualization HOSE........ccoveviiivioeneninninccnncrinincnanns 355
RemoteApp and Desktop Connection.........c.ccruminiaeneniessniesninesinns 355
Reniote Desktop Connecton BIOKET . u.sueioitmssicsssionisnssuasasassontss 356
BRemoteDeskiop At WAy il ok s s s siaesaafipes s sadisimssasadeds 356
Remote Deskiop Web XGOS . 2 mti ol i iouesscis idtsossiamaots sivasissnasasadyann 357
Remote Desktop Client EXPErience.........cocoueveviiisiensuninsminisucsnsaiaans 358
Remote Desktop Services PowerShell module and Best
RTACHCENEATAINICT .\ . o vt sra i masiesinvorioaliosiiEs Sisyiptassist s A SR 358

Planning to deploy remote deskiop SEIViCes..........ccouimruieneninrresnmsvesnnes 358

Installing and configuring remote desktop Services..........c.cwimiviirenrins 359
Installing and configuring Remote Desktop Session Host ................ 359
Installing and configuring Remote Desktop Licensing...c........c.ccu... 372

Installing and configuring Remote Desktop Web Access ................. 374



Contents  xiii

Installing and configuring Remote Desktop Gateway ..........cccccvvveune 377
Overview of Remote Desktop Virtualization Host.........c.ocoeeuciinninnen 384
Planning fora VDL AePIOYMEONT, . . oo corsrripves isidsassnsssssissgivasiniessdissins 386
Installing and configuring Remote Desktop Virtualization
Host, Connection Broker, and Session Host for VDI......cc.ccocivinnin. 387
SUMAIIATY e somestsstridvessnses B gl ms s oo oo v s smisa hsmas g apsanssbsaaaSogsssvanion 398
CHAPTER 9 Windows Server 2008 R2 high-availability and recovery features.... 399
Introduction to high availability ..........ccceveiirieriinieninciiieicisesesicsenes 399
BallOVer- CHISIERS . S sirarsesedovmorss smsimsarsensissyassisssvsroatpassasrndbniavesnisneio 400
Network 1-0ad. Balancmg (CIUSIES c...uesesssssss coansimisessonsanssssonssnsssnsonsos 400
New high-availability and recovery features.........ccccccoovvvvivincnuiruennnnnn 402
Failover Cluster PowerShell SUPPOIt........ccocecivieriiimeinininsicniinnns 402
Cluster-Shared VOllINeS ... issiiinmmsisssmnssassssrassssssissssassassassssssossassss 403
Inproved CIIBter -MAARON, .- imonesizsionisssdesessningssmssinasssassiasbasses 403
Support for additional cluster aware ServiCes .........ccevevrmiueiinsvrnennnae 403
Ability to backup individual files and folders ..........ccccocvuiviicinnnnns 403
Planning for high availability ..........cccoevninnniiciinsisinninniemi. 404
Understanding how Failover Clustering Works.........ccoccoiviiiniicnnnie. 405
Planiimig; for 3 BailOVer CIUBIEL, .o umuomtimmssessisssssonsssonssissssassssmsaosion 406
Installing and administering Failover CIustering...........cccoeccvicveiiincninns 407
Failover Clustering prerequiSites .........ooeumevivuerernienieimesecesiisensesnenes 408
Adding Failover Clustering feature ...........c.cciiiimnininnininiiimni. 410
Configuring SETVEr MEIWOTKS . ::.i-vovasgsseessssisessansscsnsinassssstsisonsasisnsnisassn 411
Connecting cluster nodes to shared StOTAZE .........ocoevvviiersneensiannens 412
Verifying cluster configuration using the Cluster Validation
WiZAL. c...vovereereeererenes s sssasssesessssessessssesensssnns i o o 422
Creating.a new Fallover CIUSIEr...iccsmermsssisssvassossssvassisssassessassanivoss 425
Administering: 8 FaIlOVEr CISIET. . ....vitesesnssinssensassanssissassnssssssassassoons 437
Installing and administering Network Load Balancing .........ccccoceueuunee. 441
Network Load Balancing prerequiSites..........coeoueveeuerieseresenensesuennee 442
Adding Network Load Balancing feature...........cccccvciiiiniiniiiiuninn 442
Creating a Network Load Balancing CIuster..........cccovviscrinievisiennns 442
Adding an additional node to the NLB cluster.........ccccnvnericinnnnncee 448
Planning for backups and diSaster TECOVEIY .......courumviirenrirueriesisreesssrennes 449
IS As e I C O eIV AP ATNIN B oy i ot atrense fpiariomssgoqsrarmabntssimt iinsseassastn 449
BACKUDS 4153tk mensranasss bochavmssis sue diss psemasasb ssiionsa s simssavesionfassassvemvarss 450
Installing and administering Windows backup ..........ccccecerveriiiireircsnennns 452

Installing windows server backup.........cccvevucveeciiviinniccncniincninens 452



xiv  Contents

Creating and managing backup JObS........ceveiinniinniiniiiinnns 453
SUMMATY «.vvuaveecnsieinsssssisiseserssinssssanssoresssenssmuassssasssssssssassssssssistasasasssssssonasss 459
CHAPTER 10 Securing Windows Server 2008 R2.................ccoonviiininiiiniinens 461
APPLOCKET ...c.oviviirimnisrnismisssississsssssnssssssssssssssssssansse s snssasassasssssssssssassssane 462
Enabling APPLOCKET .......cccouuimrumuereriinmransessisissesessssssnessasasisssassanesssnsses 463
Configuring APPLOCKET .....c.cvevivuiieiriinininisssmsisnssisin i ssssaseses 464
SEIVET COTE 1x.vv.evnsnsnsssssissssssnsrssssisassorsmnnsussissansanssastesssssusstosssonsarasaas shastsss 473
BIICOCKET 1vss0s crs i eiss s ee oo oo s s skt sk by tagesashegsedensonsdniopmen s STRsT S4TSR BETITE 475
Preparing for BitLOCKET .....ccc.cioiieiiiictiniiesnninsisisnesisssssansnnnas 476
Managing BitLOCKeT.......ccceorurieertiiiinisinisiessinnirsises s 478
Security Configuration Wizard .........c..cooveemiiniiniinnsiins 483
Best practiCe analyZer ........covverueversiseneiiesinsinsnis s ssssssss s 486
BPA from PowerShell..........cccoccievinvmnnnienrinseensensssseasiasissssostsianssssanse 489
AUGIEITE ,...vceeveeeeeresarsesecesersisisssnesesssesenssssssassisessssusasemissssssasassssssssassassss 491
Encrypting file SyStemM.......couiieiiiiminmniiinisinsiisinis s 496
EFS keys and algorithms ......ccoviiieeniiencccccininiinseneseennas 498
CIPRBL-ERE iiriicuimnssssnnssssssnssrnasss TNl S e Pl R e 499
File classification INfrastriCture........ccovevurrrerueireisaiiniesinsassinsissssssissernnes 501
Planning for FClL.......ccccoviimmimireisisismerenisstsssssnsiss st ssssnsnss 502
Configuring FCL ......ccocviremimmninmpinssssisssisisssesssisissssiinssresessssnsnasese 503
Managing FClL......ccoceuiimiririnerimninieieseisnsissesscstcsssessssssmssasasssssssssssnsas 507
Read-only domain CONTOLIET ........cceeininieiniciiiniininiisinsnsn s s 508
Network policy and acCess SEIVICES ....ocuiuvmrmiieimiiiiimimimimesseiiieeesnnssssns 511
INBS ... omoes ooesevisstessatsarss sravatlvass saiensnssensssssuisossrachsonssnsmoonsnanmeiotssss srasestes 514
INAP . s ssosessmagsnssnsssioossimmnssh triisanssnssonsonssinsdineosssiinsssissnsgssninvensinnas 515
Active directory reCycle bill......cceeeeeeieiniinieiisinnns s 521
Enabling the Active Directory Recycle Bin......coovvirnriiicnicninccnnns 522
Restoring deleted Active Directory ObJeCtS......cccevmmiviiinmriniinnininins 524
DITECLACCTESS +ssovsssesernonsansissncainivassnsanssassessssnnssasiussaseraarasgsnssssassasisssoginsssnens 527
DirectAccess infrastructure reqUIremMents ......ccecevieiesiusmsorisssssisasesenis 528
DIreCtACCESS PIOLOCOLS ...cuveverrrinrssenensissesessssssssasssssssnsannsasasssseniusnses 529
Selecting a DirectAccess MOdel ...c...oevuimiiveiiiciiiniiiiinicieiiins 529
SUIINATY ....iverervassssesiesssssseassinsnsasrsssnsansnsasesansasssssssssssssssrsssssassesspsssassasasss 531
CHAPTER 11 PowerShell V2 feature fOcus................ccocoommminniincniiciiccnionens 533
Introduction to powershell .........ccooieeiiniiiiiiiiiii e 533
What isnew in PowerShell V2 ... 534
Installing POWETSHEll ......ccocrriirmriiieriosiiii i s 536
Introduction to powershell SCHPNG ....covceiviiveniiirinisnsnisisens 537

Windows server 2008 R2 powershell cmdlets .........ocoviveninnnciniininnnens 539



Contents xv

Active Directory cmalets . st ininmisimsorsisisssmmonisssesnssnision 539
AppLackermndl o e e e ooans e rness b R s s ssas 549
Pailover Clusten cmalelth ok it - im s bl i s cnesnss 554
Gronp PONCY-CRIGICIS s Nt S PN EFeras o s3msamegiessTessieai o v Gon TRt 559
Server Managern emAIels ol iimismaistossasssuis ssossasssysoimsssssssassuass 564
Windows Server Backup cmdlets icccc.vcuiniiiiiniiniinniinnninnisineinnisnnnes 567
SUMHACY e W o e AL R e i i P T A A s 573
CHAPTER 12 Windows Server 2008 R2 monitoring and troubleshooting ............... 577
Perl oM ANCE TR DD EOTATIE 1o a0t v tox P s AT e e ek Toadsa NN 501 sws s s comessosas 577
Understanding Performance Monitor.............c.coccodeviveninsninnccicicnnens 577
Using task manager and resource mMoOnitor.........coueuerieeieniernsessessnassesens 583
TASK MIBNBEET v svs sreivis svssvesiren rebeiess srobivkssss ssasd s sionss s rasiaisssssesassssss 583
REBOUICE IMOIIILOR 5vs:viriobrs sonidsers seces ¥ovin msenswiven sivesseobvbassivaisassssivarsasne 585
BVt VieWEE . fato cnrsrisiraiimiiissmston bnaiasiissniivsi v o b s s cassaatsurnpsamhsses 586
Applications: andiServieesJ80gs. e X L At 592
PataCollecton Sels i B0 e e e vearstsmesrmsmnbrsss 594
Windows memory - diagnostie wk. iia s imiirnsiimsmisiiernsmisisesossmmerissins 598
System Center Operations Manager 2007 R2..........cocceveniiiiccnninncnnaenns 598
AR REY o eie e b LU T sb e 3 AE Tt A IhL e DL E 0o d6oehoo Lhoenh s bbutassons dogsonsanchonns 600
CHAPTER 13 Windows Server 2008 R2 and Windows 7...............cc.ccoovviccrcnnnnnnna. 603
Overviewrof BrafCHCACHE uispssssmssesinssamssassassasrsnsaisssspazsoabosnsthasniiaioss 603
Planiiing.to deploy BranchCachio. . . i iussaxsnsisinusnsiiiusormsizsntomisssas 605
DeploymeEnt OPLi 0N i f b ity oS aasmss sxosssossopsnss ogssssonpsrosnssrcassas 605

B OTCUASIICR . mv s oens s ninngerdinaateiisns oo i Sosisoe s P ogas S B EIwvs brsesirasness sivs 607
Designing a BranchCache deployment.............. T i RS 607
Deploying BranthCache.. ... cidecusmeserbivasiasensesiasiosossassiuicassnsssissasiasass 608
OVEINAON OF DT CUACCEES I i cansrpsssuansionssormmsassssasiavsaspedonsosas sassnnesessss 623
Planning to deploy Dir€CtACCESS.......ccerrurrermrrereeiionesnrsineneenrnanesessesnes 626
DirectAccess ReqUIISMENts. s csu smsiissuninsmsmsasssisasissssusssassisssssaies 627
Designing your DirectAccess deployment ........ccccoueveiiireiieiicsiiiincane 629
Determining which access model to deploy.......c.cccceeirveerererrevesienneae 630
Planning for network firewall configuration..........ccccoccvvvcveniiinnnnne 631
Designing your DirectAccess server 1ayout ..........ccecveeeeeercrcrueceennens 631
Deploying DITeCtACCESE wiitismssssmissmmiasgrissvimsssinsess s aevwisrms sacomiis 632
Creating a certificate template for computer autoenrollment............ 633
Removing ISATAP from DNS global block List ......c.cccevevienucnvccnnne 633

Creating a certificate revocation list (CRL) distribution point
on the DIrectACCESS SEXVET ansssusrssssmumsrivimssssirisrmisssmisessessssss 5assss 634



