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Preface

In this book, we aim at introducing the main concepts of routing applied to
wireless networking environments. We focus on networks that can be
deployed within an urban scenario, which is vertiginously gaining importance
given the recent efforts toward smart cities. We first review physical medium
characteristics and the main underlying access methods. Then we move on to
present basic concepts related to routing. In the following, we introduce the
main metrics and protocols used for routing in ad hoc, mesh, vehicular,
sensor, and delay- and disruption-tolerant networks. Throughout the book, we
discuss the main differences between the approaches.
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Introduction

Wireless networking is widely used in everybody’s daily lives.
Nevertheless, not everyone has considered the reasons for such increasing
utilization and nor have they understood the consequences. In this
introduction, we provide a brief background regarding wireless networking
evolution and the main scenarios where these networks are currently
deployed.

1.1. Wireless networks

Wireless communications started a long time ago, even before the
organized society we know today. If we consider that talking was the first
rudimentary type of communication system, this analogy permits us to
conclude that the wireless medium has played a fundamental role for
mankind since the beginning. Intuitively or not, the wireless medium was the
very first substrate for communications because people were able to use it
instinctively, without the need of any device, besides their own bodies and
voices. If we continue along this line of thought, even at that time, signal
propagation was an issue and, consequently, the communication range was
limited. To circumvent this obstacle, new alternatives were developed,
starting from written letters, culminating many years later in wired
technologies. This last alternative, the wired technology, is more sophisticated
since it requires suitable equipment to transmit and receive information
through the wired medium. The evolution of such wired systems, firstly
pushed by the telephony industry, has allowed long-range communications at
real-time. This, of course, is neither possible with human voices, limited by a
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short range, nor with written letters, which can take days or weeks to reach
the final destination.

The relatively recent explosion of the Internet, and the possibility of
“connecting” people from different cities or even countries, has reinforced the
importance of the wired medium. Hence, this substrate became preferred over
the wireless, which was not, however, totally left behind. Wireless
communications have experienced some advances, but with less impact, or
with an impact restricted to certain specific scenarios where no other
technology was suitable, e.g. satellite communications. This condition,
however, has also changed again, because of the Internet. The success of this
network was so huge that people started to require communication capability
not only on their desktops. The need for networking services has gone beyond
confined places during work hours, such as during the day at an office or
during a class at a university, and has moved to “no matter where or when”. In
this direction, wireless networking has again emerged as the single possibility
that is able to provide, at the same time, ubiquitous connectivity and mobility.
All the known challenges regarding wireless communications cannot hoid
back the advances of upcoming wireless technologies, which are still being
proposed at a fast pace.

Nowadays, wireless networks can be viewed as part of the Internet in
scenarios where users are mobile or in scenarios where no other alternatives
are possible, as a consequence of a lack of infrastructure. For example, in
Figure 1.1, we can observe a city where people may be interested in:

— reading their e-mails while they are walking on the street;
— receiving information regarding traffic jams while driving their cars:

— exchanging a video of a previous good passage of play while watching a
soccer game;

— receiving depth information of a lake near the city:

—sending a message to a distant area where no other communication
infrastructure exists.

Although there are many wireless technologies capable of fulfilling almost
all the above list of interests, the one currently attracting attention is the [EEE
802.11 [IEE 99a]. The IEEE 802.11 standard, also known as Wi-Fi, is a huge
success for Local Area Networks (LANSs), given its worldwide acceptance
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and low cost. Nevertheless, as a LAN technology, its communication range is
limited to a few hundred meters. In addition, in wireless networking, this
communication range can dynamically change since transmissions are
governed by wireless medium propagation laws. Indeed, the signal
attenuation is large and can be influenced by many characteristics, such as:

— presence of obstacles;
— mobility of nodes;
— level of interference;

— directional antennas;

— transmission power, etc.

Figure L.1. Ciry-wide scenario where many different wireless networks
adapted to their specific use cases can coexist

In wireless networks, the presence of obstacles for transmissions imposes
many propagation phenomena, such as reflection, diffraction, etc. These can
reduce the signal power at the destination, hindering the correct reception of
packets. Besides these physical issues, node mobility can also impact on
wireless communications. Indeed, this is a great challenge for wireless
communications since the ever-changing network topology requires
adaptations on-the-fly. If the network dynamics are too high, such adaptations
may not be simple. The level of interference influences the signal-to-noise
ratio at the receiver, which is an important parameter for wireless signal
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decoding. All of these issues can lead to connectivity problems, since two
communicating nodes may not be in range during the whole data exchange.
There are techniques, however, that have been made commercially available
to improve wireless communications. The presence of directional antennas
and the possibility of transmission power adjustments can be used,
respectively, for increasing the transmission range and for controlling the
transmission power. In both cases, they can further influence the final
communication range.

The solution for the wireless connectivity problem was partially inspired
by the Internet. Since the days of telephony, the participation of intermediate
entities has always existed. In telephony wires were switched in central
stations to permit a more scalable infrastructure, as well as longer ranges.
Imagine if communications always involved a pair of nodes connected by a
single wire. This would not be feasible since wires connecting all possible
pairs of nodes would be needed. In addition, although attenuation is not as
strong as in the wireless medium, it also exists. Therefore, one cannot
indefinitely lengthen a wire to connect a pair of nodes, simply neglecting the
wire attenuation. On the Internet, this problem is also addressed by the
utilization of intermediate nodes in charge of connecting source—destination
pairs. Unlike telephone networks, however, these nodes do not play the role of
wire switches, but of packet forwarders. The utilization of routers again
permits better system scalability even at longer distances. In local wireless
networks, intermediate nodes can also be introduced for packet forwarding. In
this case, however, they play a subtly different role since they are more
important for maintaining the network connectivity than for allowing more
scalable designs. This is a consequence of the limited range of these
networks, which is more severe than in the wired networks.

In a local wireless network, for example, if a node A cannot directly
communicate with a node B, it can use an intermediate node / lying
simultaneously within the range of A and B. This node I can be used to
forward packets from A to B and vice-versa, maintaining the communication.
This means that node I has to receive the packet, obtain the identification of
the destination node (e.g. the IP address), perform a forwarding table lookup.
and finally send the packet to the node selected to intermediate the
transmission toward the destination. In the communication between A and B,
upon receiving the packet from A, I sends the packet to B. In our example,
the next intermediate node coincides with the final destination and, therefore,
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the packet is delivered. If, however, node B was not in the range of I, the
packet would have been forwarded to another node between I and B. Note
that this procedure could be recursively repeated by a sequence of nodes
connecting the source—destination pair. This sequence of nodes can be found
in advance or on-the-fly. Nevertheless, independent of the strategy, there is
always an algorithm to compute the sequence of nodes and a protocol to
permit information exchange regarding the current network status. Typically,
the routing algorithm is related to the routing protocol.

Let us take a deeper look at the urban scenario in Figure 1.1. The presence
of routing protocols is of the utmost importance since wireless nodes may not
always be directly connected. Again, the following situations may arise:

—On a sidewalk, a routing protocol is needed because wireless users
sharing a file may not be in contact at a given moment of time.

— On the streets, a routing protocol is needed because cars not near to an
accident can be warned before going in that direction.

— In a stadium, a routing protocol is needed because a user who has just
downloaded a video can share the file with other users not necessarily seated
close by.

—1In a lake, a routing protocol is needed because a scientist may be
interested in measurements collected by a sensor node in the middle of the
lake.

—1In a rural area, a routing protocol is needed because taking a car and
traveling large distances to leave a message may be the only way of delivering
a given content to a far way region.

These different scenarios suggest the utilization of specific routing
protocols, tailored to each case. Note that the routing protocol running on the
nodes inside a stadium can be different from the protocol running on a node
inside a vehicle. Inside a car, the node speed is much higher than within a
stadium when watching a soccer game. The node speed, for instance, can
dramatically interfere on contact duration, since the distance between a pair
of nodes can change very quickly. These differences hinder the utilization of a
single routing protocol, no matter which wireless scenario is in use. Of
course, we cannot ignore the possibility of using a single protocol, but we
must bear in mind the impact of that on the network’s efficiency. What we
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have observed so far in the literature is that authors always aim at improving
the wireless network performance using specific protocols. This would likely
permit a higher gamma of applications, even those with quality constraints,
such as the real-time applications. In this direction, considering the specific
characteristics of the deployment scenario can make the protocol more
suitable to a given environment or to a given application. Consequently, the
more assumptions we have, the more optimized the routing protocol becomes
for a particular case. This rationale has been used so far for motivating the
proposal of several routing protocols adapted to each specific situation. These
routing protocols have been evolving over the years from adaptations of
previous protocols to totally new ideas.

I.2. Wireless networking scenarios

Many scenarios can be envisaged as candidates for wireless network
deployment. These scenarios have different characteristics that must be
considered by the many routing protocols, as briefly discussed in the
following.

1.2.1. Ad hoc networks

The IEEE 802.11 standard defines two basic types of operation:
infrastructure and ad hoc. Whereas the former employs access points, the
latter does not count on the existence of any infrastructure. Ad hoc networks
were designed for catastrophic or military scenarios, where the infrastructure
was destroyed or accessible by enemy forces; and to temporary settings, such
as a stadium where a game happens once a week.

If no infrastructure is around, users must play the role of communication
infrastructure by relaying packets to and from other nodes. The participating
nodes collaborate with the network operation, routing packets between any
source—destination pair. In Figure 1.2, users in a stadium have set an ad hoc
network during the game so as to exchange data related to the ongoing event.
These nodes have to run a routing protocol so that they can forward data back
and forth.
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Figure L.2. Ad hoc network composed of users watching a game in a stadium

1.2.2. Mesh networks

One of the main problems with ad hoc networks is the lack of connectivity.
For instance, if users start roaming, the network can easily become
disconnected. If we consider the infrastructure mode of the IEEE 802.11, we
come across other problems, such as the network range. In the infrastructure
mode, only users in range of an access point can communicate, since access
points must intermediate all communications.

Mesh networks can be seen as an intermediate solution between ad hoc
and infrastructure networks, as they extend the connectivity of access points
by using a stationary backbone of wireless routers. These routers then must
run a routing protocol to permit communications. Figure 1.3 highlights a mesh
network backbone used by roaming users to communicate. The backbone can
be installed on top of buildings or street lights.

1.2.3. Vehicular networks

In big cities, the time users spend within vehicles is growing rapidly, mainly
due to traffic jams. Therefore, staying connected even while driving a car is
an appealing option, not only for info-tainment applications, but also for safe
driving. The problem, however, is how to deal with the connectivity problem,
which is far more severe among cars than among roaming users (pedestrians).
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Taking into account that cars can move at high speeds, the network dynamics
become even more challenging.

>
Backbone
routers

Figure L.3. Wireless mesh network backbone serving as an extended
infrastructure for users walking on the streets.

Vehicular networks are investigated as a different case, if compared with
ad hoc networks. Although, in both cases, nodes participate in packet
forwarding, the former has to deal with a larger range of speeds,
predetermined trajectories confined to streets and roads, and driving laws.
Figure 1.4 depicts two possible scenarios: the first scenario, where vehicles
communicate only between them; and the second scenario, where vehicles
communicate only with the infrastructure. In the first case, vehicles need to
run a routing protocol to reach the destination and can also count on auxiliary
information such as city maps.

1.2.4. Sensor networks

Sensor networks are somewhat different from all the previous networks,
since they are deployed for a specific task. Unlike ad hoc, mesh and vehicular,
users do not use sensor networks as an underlying infrastructure for
intercommunications. Instead, they use these networks to collect and send
data to a predetermined point (the network sink) with higher communications
capability. Users then access this point to obtain the monitored data. The idea
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is to use sensor networks in areas where the human access is not easy or in
areas where permanent monitoring is needed.

Inter-vehicle P
communication
S

Vehicle to
infrastructure

communication
. g

Figure 1.4. Vehicular networks can communicate via an infrastructure
deployed alongside roads or streets or can communicate as in ad hoc mode

Sensor nodes have stringent restrictions concerning hardware resources.
Because they are used for a well-defined task and are typically deployed in
large amounts, they must be inexpensive. As a consequence, resources are
limited and saving them becomes the main concern considered by all routing
protocols proposed so far. Figure 1.5 shows a typical sensor network deployed
for a single task, which is monitoring the lake depth to predict possible
floodings. Sensor nodes must execute a routing protocol to send the
monitored data toward the network sink.

1.2.5. Delay- and disruption-tolerant networks (DTNs)

All typical wireless networks rely on the existence of an end-to-end path
connecting source—destination pairs. This assumption, however, is not always
valid, representing a great issue for wireless communications. Whereas ad hoc,
mesh, vehicular, and sensor networks only send data packets upon end-to-end
path connectivity, DTNs send data packets even if such a path is unknown.
To this end, these networks use persistent data storage and forward data using
message switching.



xx  Advanced Routing Protocols for Wireless Networks

Figure L.5. Sensor networks communicate via multiple hops to send the data
toward a network sink

DTN are suitable for scenarios where no other infrastructure is available
and thus data forwarding needs to be conducted upon contact opportunities.
These opportunities can be deterministic or stochastic depending on the
available information. Figure I.6 shows a communication between a node in a
house at a rural location and a node in an urban scenario. The car is used to
forward the data from the farm to the user as the so-called “data mule”.
Finding the destination, however, may not be trivial and requires a routing
protocol suitable for this.

I.3. Organization

This book is organized into seven chapters. Chapter 1 reviews some
fundamentals of wireless communications and of the IEEE 802.11 standard.
Chapter 2 presents two classic algorithms for route computation:
distance-vector- and link-state-based algorithm. Chapters 3, 4, 5, 6 and 7
present main metrics and routing protocols used in ad hoc, mesh, vehicular,
sensor and delay- and disruption-tolerant networks. Final remarks are
presented in the Conclusion.
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Figure 1.6. Delay- and disruption-tolerant networks (DTNs) rely on persistent
message switching to overcome the lack of end-to-end connectivity guarantees



Contents

PREPACE .. ...cvocemsevmeamns @bt minsssssssss ix
INTRODUCGTION . i 5 s o v o oo s oo s o 5o 6@ fios o sm s i i o Xi
CHAPTER 1. WIRELESS NETWORKING BASIC ASPECTS . ... .. 1
I.1. Introduction . . . . . . . .. e 1
12 Link layer . . . . . . o oo 1
1.2.1. Contention-based protocols . . . . . . T m R B AR S WS KA 2
1.2.2. Contention-free protocols . . . . ... ... .. ........ 5

1.3. Physical layer . . . . .. .. ... .. .. ... 6
L4 IEEE 802.11 . . . . . . 9
l4.1.Linklayer . . . .. ... 9
1.4.2. Physical layer . . . . ... ... . ... .. 11

1.5, SUMMATY o s wn o oo s ssssswsmmesnsseossssss s 12
CHAPTER 2. BASIC ROUTING CONCEPTS . . ............. 13
2. 1. Introduction . . . ... 13
2.2. Distance-vector-based algorithms . . . . . ... .. .. ...... 14
2.3. Link-state-based algorithms . . . . . ... ............. 15
24.5Ummary ... oL e e 15
CHAPTER 3. AD HOC ROUTING . ... ................. 17
3.0 Introduction . . . ... 17
3.2 Architecture . . .. ... 18

33.Routingmetrics . . . . . ... 19



vi  Advanced Routing Protocols for Wireless Networks

34.Routing protocols . . . . ... 20
3.4.1. Proactive protocols . . . . . ... ... ... 21
3.4.2. Reactive protocols . . . . .. ... ... oL 24
3.4.3. Hybrid protocols . . . . .. ... ... ... L. 28

35.Summary ... 30

CHAPTER 4. MESH ROUTING . . .. .. .. .............. 31

4.1. Introduction « = ¢ & s @ o 5 5 5 85§ 8w s e v e s s s e e 5 x .6 s 31

4.2, ATCHItECIITE s « v s v s w s s m m e mm s o 55 6 8 8 8 6 o5 5 5 5 5 33

43 Routing metrics . . . . . . . . e 36

4.4.Routing protocols . . . . . ... 44
4.4.1. Ad-hoc-based protocols . . . .. ... ... ... L. 44
4.4.2. Controlled flooding protocols . . . . ... ... ... ..... 47
4.4.3. Opportunistic protocols . . . .. ... ... ... ....... 49
4.4 .4, Traffic-aware protocols . . . . ... ........ ... ... 53

4.5.8ummary ... .. 56

CHAPTER 5. VEHICULAR ROUTING . . .. .............. 57

S5.1.Introduction . . . . . . ... ... 57

5.2. Architecture . . . . ... ... 58

53.Routing metrics . . . . . . ... 58

5.4.Routing protocols . . . ... ... .o 58
5.4.1. Topology-based protocols . . . . .. .............. 59
5.4.2. Position-based protocols . . . . ... ... ... L. 61
5.4.3. Opportunistic protocols . . . ... ............... 64
5.4.4. Information dissemination protocols . . . . .. ... ... .. 67

S5 SUMMALY & o s 6 50 5 0 @5 @ 6 o s w o s ms s o5t o s s e v 70

CHAPTER 6. SENSOR ROUTING . . ... ... ... ... ....... 71

6.1. Introduction . . . . . . . ... 71

6.2. Architecture . . . . . . . . ... 72

6.3.Routing metrics . . . . . . .. .. .. 73

6.4. Routing protocols . . . . .. ... ... 75
6.4.1. Data-centric protocols . . . . .. .. ... ... 76
6.4.2. Hierarchical or cluster-based protocols . . . ... ...... 81
6.4.3. Location-based protocols . . . ... ... ... ... ... 85
6.4.4. QoS-aware protocols . . . . . ... ... 89

6.5.SUMMALY . . : s vnwvnonmsssaonsesssscnsess 92



