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PREFACE

Today’s power grid is a system that supports electricity generation, transmission,
and distribution operations. It is composed of a few central generation stations and
electromechanical power delivery systems operated from control centers. Power
flows mainly from the central stations toward the medium and low voltage custom-
ers. One prerequisite for grid stability is the balance between energy consumption
and generation. Presently, energy generation follows the time variant consumption.
With the increasing integration of renewable energy generation facilities, for
example, utilizing solar and wind power, the energy flow is in some cases reversed.
Energy may flow from the customer into the grid, leading to a more complex grid
structure. Besides, many renewable resources reveal an intermittent and unpredict-
able nature of energy supply. This makes their integration a challenging task and
requires an upgrade to the aging electricity infrastructure.

Fostered by growing governmental support, it is expected that the world’s energy
infrastructure will undergo a major transformation in the coming decade. This trans-
formation is commonly referred to as Smart Grid. The evolving Smart Grid com-
bines the electrical power infrastructure with modern distributed computing facilities
and communication networks. It is a collection of complex, interdependent systems
whose key functions include reliable and efficient power delivery facilitated through
wide-area situational awareness, peak energy curtailment through demand response
schemes, widespread integration of intermittent renewable energy resources through
real-time control and energy storage, and the shift from a largely fossil fuel driven
transport system to electric transportation.

One important concept within the Smart Grid is demand response (DR). It allows
managing electricity consumption in response to supply conditions and electricity
demand. To enable DR a remote advanced metering infrastructure (AMI) is cur-
rently being implemented in various locations worldwide. At the heart of AMI are
smart meters, which are among others capable of measuring and recording usage
data in real time. The smart meters have bidirectional communication links to the
utility’s central server. This allows transmission of the recorded metering data,
and the reception of configuration as well as energy pricing information from the
utility. Communication can be established using an IP access network, over digital
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subscriber line, power line, or wireless network infrastructure. A common flavor of
DR schemes counts on household appliances, such as refrigerators or air condition-
ing units that are informed in real time about the energy price. Dependent on the
user’s choice, these household appliances could respond to a price increase through
a reduction of power usage. Recent studies on DR and the tightly related concept
of time-of-use pricing reveal that energy cost awareness alone can lead to changing
habits and therewith to a reduction of energy usage on the order of 14%. Dynamic
pricing may also be used to prevent transmission and distribution network bottle-
necks. This postpones upgrading costs and decreases the risk of grid instabilities.

Furthermore, it is largely believed that plug-in electric vehicles (PEVs) will form
an important part of the Smart Grid. On the one hand, charging periods can, to a
certain degree, be scheduled to times of abundant electricity availability. On the
other hand, on-board batteries can be used to administer electricity to the grid in
periods of high demand or low production.

This book gives a profound introduction to the various aspects of Smart Grids
that have already started to influence many areas of our lives. It contains four major
parts: Applications, Communications, Security, and Cases Studies and Field Trials.

In Part I, it starts out with a detailed introduction to Smart Grid applications,
spanning the transmission, distribution, and customer side of the electricity grid.
Issues like fault detection, isolation and restoration, wide area monitoring protection
and control, as well as demand response/demand side energy management, and the
integration of plug-in electric vehicles are discussed, to name a few.

In general, grids become smart as electrical devices are empowered to collect and
exchange information. Advances in communication technology are key. Wireless,
wireline, and optical communication solutions are discussed in Part II from the
physical layers up to sensing, automation, and control protocols running on the
application layers.

Due to the immense importance of the electricity supply in our everyday lives, it
is crucial that Smart Grids are at least as reliable as the energy grids we know today.
Smart Grid security has therefore to penetrate every aspect of Smart Grid deploy-
ments preventing nonintentional faults, like instabilities and natural disasters, as well
as intentional faults (e.g, due to cyber attacks). Part III deals with cyber security,
raising awareness of security threats, reviewing ongoing cyber security standardiza-
tion, and presenting methods for authentication and encryption key management.

The book is rounded-off with Part IV, presenting self-contained chapters on Smart
Grid case studies and field trials. These chapters allow the reader to benefit from
lessons learned in situations where the Smart Grid of tomorrow has already become
a reality.

Not only the Case Study and Field Trial chapters, but all chapters are written as
far as possible in a self-contained manor. Additionally, chapters are cross-referenced,
allowing each reader to encounter a personal reading path. We hope you enjoy the
diverse and rich contents contributed by experts from industry and academia, making
this book one of the first of its kind in the world of the Smart Grid.

LARS TORSTEN BERGER
KRrzyYszTOF (KRIS) INIEWsK]



CONTRIBUTORS

Claus Amtrup Andersen, EURISCO, Denmark

Peter Bach Andersen, Centre for Electric Technology (CET), Technical University
of Denmark (DTU), Copenhagen, Denmark

Ana Garcia Armada, Department of Signal Theory and Communications, Univer-
sity Carlos III, Madrid, Spain

Lars Torsten Berger, BreezeSolve, Valencia, Spain
Paul Choudhury, BC Hydro, Vancouver, British Columbia, Canada

Panayotis G. Cottis, School of Electrical and Computer Engineering, National
Technical University of Athens, Athens, Greece

Jacob Dall, EURISCO, Denmark

Athanasios E. Drougas, School of Electrical and Computer Engineering, National
Technical University of Athens, Athens, Greece

Xiaoming Feng, ABB Corporate Research, Raleigh, North Carolina, USA
Pedro Marin Fernandes, Cisco Systems, Lisbon, Portugal

Maria Julia Fernandez-Getino Garcia, Department of Signal Theory and Com-
munications, University Carlos III, Madrid, Spain

Nigel Fitzpatrick, Azure Dynamics, Vancouver, British Columbia, Canada
Steffen Fries, Siemens AG, Corporate Technology, Germany
Dieter Gantenbein, IBM Research, Zurich, Switzerland

Juan José Garcia Fernandez, Department of Signal Theory and Communications,
University Carlos III, Madrid, Spain

Victor P. Gil Jiménez, Department of Signal Theory and Communications, Uni-
versity Carlos III, Madrid, Spain

Einar Bragi Hauksson, Centre for Electric Technology (CET), Technical Univer-
sity of Denrnark (DTU), Copenhagen, Denmark

xvii



Xviii CONTRIBUTORS

Hans-Joachim Hof, Munich University of Applied Sciences, Munich, Germany

Kris Iniewski, CMOS Emerging Technologies, Vancouver, British Columbia,
Canada

Bernhard Jansen, IBM Research, Zurich, Switzerland

Mats Larsson, ABB Corporate Research, ABB Switzerland Ltd., Baden-Dittwil,
Switzerland

Alberto Leon-Garcia, Department of Electrical and Computer Engineering, Uni-
versity of Toronto, Toronto, Ontario, Canada

Wenyuan Li, BC Hydro, Vancouver, British Columbia, Canada

Wolfgang Mahnke, ABB Corporate Research, Industrial Software Systems,
Ladenburg, Germany

Anthony Metke, Motorola, USA

Salman Mohagheghi, Engineering Department, Colorado School of Mines, Golden,
Colorado, USA

Hamed Mohsenian-Rad, Department of Electrical and Computer Engineering,
Texas Tech University, Lubbock, Texas, USA

Petros 1. Papaioannou, School of Electrical and Computer Engineering, National
Technical University of Athens, Athens, Greece

Anders Bro Pedersen, Centre for Electric Technology (CET), Technical University
of Denmark (DTU), Copenhagen, Denmark

Angeliki M. Sarafi, School of Electrical and Computer Engineering, National
Technical University of Athens, Athens, Greece

Wenbo Shi, Department of Electrical and Computer Engineering, The University
of British Columbia, Vancouver, British Columbia, Canada

Troels B. Sgrensen, Department of Electronic Systems, Aalborg University,
Denmark

James Stoupis, ABB Corporate Research, Raleigh, North Carolina, USA
Jun Sun, BC Hydro, Vancouver, British Columbia, Canada
Alec Tsang, BC Hydro, Canada

Vincent W. S. Wong, Department of Electrical and Computer Engineering, The
University of British Columbia, Vancouver, British Columbia, Canada

Wilsun Xu, Department of Electrical & Computer Engineering, University of
Alberta, Edmonton, Canada



CONTENTS

Preface XV

Contributors Xvii

PART I APPLICATIONS

1 INTRODUCTION TO SMART GRID APPLICATIONS 3

Xiaoming Feng, James Stoupis, Salman Mohagheghi,
and Mats Larsson

1.1  Introduction 3
1.2 Voltage and Var Control and Optimization 5
1.2.1  Introduction, 5
1.2.2  Devices for Voltage and Var Control, 6
1.2.3  Voltage Drop and Energy Loss in Distribution System, 7
1.2.4  Load Response to Voltage Variations, 8
1.2.5 Benefit Potentials of Voltage and Var Control, 9
1.2.6  Voltage and Var Control Approaches, 10
1.2.7  Communication Requirements, 12
1.2.8  Inclusion of New Controllable Resources, 13
1.2.9  Interaction with Other Applications, 14
1.3  Fault Detection, Isolation, and Restoration (FDIR) 14
1.3.1 Drivers and Benefits of FDIR, 15
1.3.2  FDIR Background, 15
1.3.3  Field-Based FDIR Schemes, 16
1.3.4  Control Center-Based FDIR Schemes, 19
1.3.5 Reliability: Present and Future, 20



vi

CONTENTS

1.4 Demand Response (DR) 21
1.4.1  Types of DR Programs, 22
14.2  Communication Requirements, 24
1.4.3  Statistical Reliability of Demand Response, 24

1.5 Distributed Energy Resources (DERs) 25
1.5.1  Operation and Control, 26
1.5.2 Communication Requirements, 28
1.5.3  Sustainable Power Grid, 28

1.6  Wide-Area Monitoring, Control,
and Protection (WAMCP) 28

1.6.1  Structure of a Wide-Area Monitoring, Control,
and Protection System, 29

1.6.2  Overview of WAMCP Applications, 34
1.6.3  Stabilizing and Emergency Control Actions, 37
1.6.4  Implementation Aspects of WAMCP Systems, 39

References 44
ELECTRIC VEHICLES AS A DRIVER FOR SMART GRIDS 49
Nigel Fitzpatrick and Alec Tsang
2.1  Introduction 49
2.2  Plug-In Electric Vehicles and Hybrids 50
2.3  Hybrids 51
24  The General Electric Delta Car 52
2.5 Batteries, Ultracapacitors, and Semi and Full-Fuel Cells 53
2.6  Lithium Ion 56
2.7  Cell Voltage, Reliability of Stacks, and Impact of Inverters 57
2.8  Battery Mass Fraction, Energy, Power,

Benefits and a Penalty 58
2.9  Vehicle Classes, Niches, and Constraints 39
2.10 Messages from Full-Cycle Modeling, Energy Security,

and Air Quality 60
2.11 Market Penetration by Vehicle Niche 60
2.12  Vehicle Architecture, Key Components, Controls, and Cost 61
2.13  Grid to Vehicle (G2V) Charging: Levels 1 to 3 62

2.13.1 Level 1: 125 Volt AC, 63

2.13.2 Level 2: Greater than 125 Volt AC
or Greater than 20 amps, 63

2.13.3 Level 3: Charging, 64
2.14  Grid Impacts 64



CONTENTS vii
2.15 Vehicle to Grid (V2G): A First or Second Order Matter? 66
2.16 Second Life for Used Vehicle Batteries

Grid-Side Instead? 68
2.17 The City and the Vehicle 69
2.18 Impact of Electric Drive on Greenhouse Gas Emissions 69
2.19 Conclusions 70
Acknowledgments 71
References 71

3 AUTONOMOUS DEMAND-SIDE MANAGEMENT 75
Hamed Mohsenian-Rad and Alberto Leon-Garcia
3.1 Introduction 75
3.2  Direct and Indirect Demand-Side Management 71
3.3  Autonomous Demand-Side Management 79
3.4  Optimal Energy Consumption Scheduling 82
3.5  Price Prediction 88
3.6  Managing User-Side Storage and Generation 91
3.7 Conclusion 92
References 92
4 POWER ELECTRONICS FOR MONITORING, SIGNALING,

AND PROTECTION 97
Wilsun Xu
4.1  Introduction 97
4.2  Power Line Communication 98

4.2.1  Zero-Crossing Shift Technique, 98

4.2.2  Waveform Distortion Technique, 99

4.2.3  Ripple Signaling Technique, 101

424  Summary, 102
4.3  Condition Monitoring and Fault Detection 102

4.3.1  Online Motor Thermal Protection, 103

4.3.2  Faulted Line Identification in Ungrounded Systems, 104

4.3.3  Generator Ground Fault Detection, 105

4.3.4 HVDC Neutral Ground Fault Detection, 107

4.3.5 Detections of Faults in a De-energized Line, 107

4.3.6  Summary, 108
4.4  Active Protection 109

44.1 Impedance-Based Anti-islanding Protection

for Distributed Generators, 109
442 Power Line Signaling-Based Transfer Trip Scheme, 110



viii

443 PT Ferroresonance Protection, 112
444  Summary, 113
4.5 Power Electronics Signaling Technology
4.6 Conclusions
References

PART II COMMUNICATIONS

5 INTRODUCTION TO SMART GRID COMMUNICATIONS
Wenbo Shi and Vincent W. S. Wong
5.1 Introduction
5.2  An Overview of Network Architecture
5.3  Premises Network
5.4 Neighborhood Area Network
5.5 Wide Area Network
5.6  Standardization Activities
5.7  Conclusions
References

6 WIRELESS COMMUNICATIONS IN SMART GRIDS
Juan José Garcia Ferndndez, Lars Torsten Berger,
Ana Garcia Armada, Maria Julia Ferndndez-Getino Garcia,
Victor P. Gil Jiménez, and Troels B. Sgrensen

6.1  Introduction
6.2  Wireless Personal Area Networks
6.2.1  802.15.4 Physical Layer, 151
6.2.2  802.15.4 Medium Access Control Sublayer, 153
6.2.3 ZigBee Network Layer, 154
6.2.4  ZigBee Application Layer, 155
6.3  Wireless Local Area Networks
6.3.1  Wi-Fi Physical Layer (PHY), 157
6.3.2  Wi-Fi Medium Access Control (MAC), 160
6.4  Wireless Metropolitan Area Networks
6.4.1 The 802.16 Physical Layer, 162
6.4.2  The 802.16 Medium Access Control Layer, 164
6.5  Cellular Networks
6.5.1 Cellular Systems, 165

CONTENTS

113
115
116

121

122
124
127
131
135
138
141
142

145

145

150

156

162

165

6.5.2  Applicability to Machine-to-Machine Communications, 166

6.5.3  Cellular Characteristics, 167



CONTENTS

6.6  Satellite Communications
6.6.1  Satellite Orbits, 171
6.6.2  Satellite Regulations, 173
6.6.3  Frequency Bands and Propagation Effects, 174
6.6.4  Satellite Technology and Topology Considerations, 175
6.6.5 Satellite Communication Standards, 176
6.6.6  Fixed Satellite Systems, 178
6.6.7 Mobile Satellite Systems, 180
6.7 Conclusions
Acknowledgment
References

7 WIRELINE COMMUNICATIONS IN SMART GRIDS
Lars Torsten Berger

7.1  Introduction
7.2 Phone Line Technology
7.2.1  DSL Overview, 195
7.2.2  DSL Scenarios, 196
7.23  ADSL2+ and VDSL2, 199
7.3  Coaxial Cable Technologies
7.3.1  Coax Scenarios, 202
7.3.2  Data Over Cable Service Interface
Specification (DOCSIS), 203
7.4  Power Line Technology
7.4.1 PLC Scenarios, Channel, and Noise Aspects, 205
7.4.2  PLC Electromagnetic Compatibility Regulations, 210
7.4.3 Narrowband PLC, 213
7.4.4 Broadband PLC, 215
7.5 Conclusions
Acknowledgment
References

8 OPTICAL COMMUNICATIONS IN SMART GRIDS

Kris Iniewski

8.1
8.2
8.3
8.4
8.5

Introduction

Passive Optical Networks (PONSs)

Wave Lengh Division Multiplexing (WDM)
SONET/SDH

Carrier Ethernet

170

181
182
182

191

191
195

201

204

220
220
220

231

231
232
235
238
239



8.6  Conclusions
References

9 NETWORK LAYER ASPECTS OF SMART GRID
COMMUNICATIONS
Kris Iniewski
9.1 Introduction
9.2  TCP/IP Networks
9.2.1 TCP/IP Protocol Stack, 244
9.2.2  Quality of Service (QoS), 247
9.2.3 IPv6, 247
9.2.4  TCP/IP for Wireless Networks, 247
9.3  Multiprotocol Label Switching (MPLS)
9.4  Conclusions
References

10 SMART GRID SENSING, AUTOMATION, AND CONTROL
PROTOCOLS
Wolfgang Mahnke
10.1 Introduction
10.1.1 Communication, 253
10.1.2 Information Model, 257
10.2 Protocols and Standards
10.2.1 IEC 61850, 260
10.2.2 IEC 61968/IEC 61970, 267
10.2.3 OPC UA, 272
10.2.4 DNP3, 279
10.2.5 BACnet, 280
10.2.6 OpenADR, 282
10.2.7 ZigBee, 284
10.2.8 Other Specifications, 285
10.3 Conclusions
References

PART III SECURITY

11 INTRODUCTION TO SMART GRID CYBER SECURITY
Pedro Marin Fernandes

11.1 Introduction

CONTENTS

241
242

243

243
244

248
248
249

251

251

259

286
289

295

295



CONTENTS

12

13

11.2 Examples
11.2.1 The North American Example, 299
11.2.2 The European Example, 314

11.3 Conclusion

References

SMART GRID SECURITY STANDARDIZATION
Steffen Fries and Hans-Joachim Hof

12.1 Standardization Activities

12.2  Smart Grid Security Requirements

12.3  Security Relevant Regulation and Standardization Activities
12.3.1 ISO/IEC, 324

12.3.2 IEEE (Institute of Electrical and
Electronics Engineers), 327

12.3.3 ISA (International Society of Automation), 327
12.3.4 CIGRE, 328

12.3.5 NERC (North American Electric Reliability
Corporation), 328

12.3.6 National Activities, 329
12.4 Trends in Energy Automation Security
12.5 Conclusion
References

SMART GRID AUTHENTICATION AND KEY MANAGEMENT
Anthony Metke
13.1 Introduction and Scope
13.1.1 Overview of Potential Vulnerabilities, 338
13.1.2 High Level System Requirements, 339
13.1.3 Review of Key Management Techniques, 341
13.2 Authentication and Authorization Issues in the Smart Grid
13.2.1 Grid to Grid, 347
13.2.2 AMI, 348
13.2.3 HAN, 349
13.3 Architectural Considerations and Recommendations
13.3.1 Malware Protection, 350
13.3.2 Device Attestation, 353
13.3.3 Holistic PKI model, 353
13.4 Conclusion and Next Steps
References

xi

299

316

319

321
321

321
323

332
333
333

337

337

347

350

358
360



xii

CONTENTS

PART IV CASE STUDIES AND FIELD TRIALS

14 HYBRID WIRELESS-PLC SMART GRID IN RURAL GREECE

15

Angeliki M. Sarafi, Athanasios E. Drougas,
Petros 1. Papaioannou, and Panayotis G. Cottis
14.1 Introduction
14.2 Network Design and Implementation
14.2.1 PHY and MAC Specifications, 367
14.2.2 Cell-Based Architecture for W-BPL Networks, 369
14.2.3 The Network Operating Center (NOC), 369
14.2.4 Last-Mile Access, 370
14.3 Smart-Grid Applications Offered in Larissa
14.3.1 Grid Monitoring and Operations Optimization, 371
14.3.2 Demand-Side Management, 373
14.3.3 Broadband Services, 374
14.4 Key Lessons Learned

14.4.1 Issues Related to the Site of
the BPL Deployment, 375

14.4.2 Issues Related to the Condition of MV Grid, 376
14.4.3 Application Related Issues, 377

14.5 Conclusions

References

SMART CHARGING THE ELECTRIC VEHICLE FLEET

Peter Bach Andersen, Einar Bragi Hauksson, Anders Bro Pedersen,
Dieter Gantenbein, Bernhard Jansen, Claus Amtrup Andersen,

and Jacob Dall

15.1 Introduction
152 The Fleet Operator as a New Conceptual Role

15.2.1 Fleet Operator Interaction with Grid
and Market Stakeholders, 382

15.2.2 The Objective of the Fleet Operator, 384
15.2.3 ICT Architecture Setup and Requirements, 385
15.3 EDISON and the Use of Standards

15.3.1 Standards Between Electric Vehicle and
Electric Vehicle Supply Equipment:
IEC 61851 and ISO/IEC 15118, 387

15.3.2 Standard Between Electric Vehicle Supply Equipment
and Fleet Operator: IEC 61850, 388

365

365
366

371

375

378
379

381

381
382

386



CONTENTS

16

17

15.4 Smart Charging Communication Components
15.4.1 The IEC 61850 Server, 390
15.4.2 The EDISON VPP, 392
15.4.3 The EDISON I/O Board, 394
15.5 Charging Infrastructure Communication
15.5.1 Interface Connecting EV to EVSE, 395
15.5.2 Interface Connecting EVSE to Fleet Operator, 396
15.5.3 Interface Connecting EV User to Fleet Operator, 399
15.6 Demonstration

15.6.1 End-to-End Demonstration:
From EV to Operator Panel, 400

15.6.2 Physical Demonstration Assets, 401
15.6.3 A Large-Scale Virtual Fleet, 402
15.7 Conclusion and Future Work
References

REAL-TIME ESTIMATION OF TRANSMISSION LINE
PARAMETERS

Wenyuan Li, Paul Choudhury, and Jun Sun

16.1 Introduction

16.2 Basic Concepts

16.3 Filtering Invalid Measurements

16.4 Estimating Parameters R;, X;, and Y

16.5 Simulation Results

16.5.1 Estimating Parameters of a Line in
IEEE 118-Bus System, 418

16.5.2 Estimating Parameters of
a Line in BC Hydro System, 418
16.6 Conclusions
References

WAMCP STUDY: VOLTAGE STABILITY MONITORING
AND CONTROL
Mats Larsson
17.1 Wide-Area Voltage Stability Protection
17.1.1 Power System State Prediction and
Optimization, 430
17.1.2 Heuristic Tree Search, 431

xiii

390

394

400

403
406

409

409
410
412
414
417

421
426

429

429



Xiv CONTENTS

17.1.3 Voltage Stability Protection Based on Local
Measurements, 433

17.1.4 Test Network, 433

17.1.5 Scenarios and Simulation Results, 436
17.2 Conclusion 440
References 440

18 SECURE REMOTE ACCESS TO HOME ENERGY APPLIANCES 443
Steffen Fries and Hans-Joachim Hof

18.1 Introduction 443
18.2 Challenges in the Smart Grid 444
18.3 Access Control and Authorization for Remote Access to

Home Energy Appliances 446

18.3.1 ASIA: Operation in Session Invocation Mode, 448
18.3.2 ASIA: Operation in Redirect Mode, 449

18.3.3 ASIA: Operation in Proxy Mode, 450

18.3.4 ASIA Mode Comparison, 451

Index 455



