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Preface

Broadband communication is a type of telecommunication that supplies multiple
channels of data in a single communications platform using some form of wave or
frequency division multiplexing. In other words, broadband refers to the telecom-
munication in which a wide band of frequencies is available to transmit data. Broad-
band offers a new brand of services where data, voice, and video, commonly known
as multimedia, can be delivered together as one packet. Some of the networks that
are available for providing these types of services are asynchronous transfer mode
(ATM), frame relay, and leased lines. These networks are instrumental in supplying
customers with broadband services that have the potential of eventually overtaking
the traditional dial-up Internet. Broadband communication systems distribute broad-
band services on the transmit end and also allow access to the services transmitted
by the broadband provider on the receive end.

This book covers the typical broadband communication network systems. The
question of why broadband networks are important in modern-day telecommunica-
tions is also covered. As evident from the outline, the book is divided into five parts.
The book begins by providing the fundamental concepts of broadband communi-
cation systems. Part 1 discusses Internet-based networks—Internet, intranets, and
extranets. Part 2 addresses networking technologies—X.25 and frame relay, fiber
channel, synchronous optical network (SONET), virtual private network (VPN),
integrated service digital network (ISDN), broadband ISDN (B-ISDN), and asyn-
chronous transfer mode (ATM). Part 3 focuses on access networks—digital sub-
scriber line (DSL), cable modem, and passive optical networks. Part 4 deals with
wireless networks—wireless data services, personal communications service (PCS),
and satellite communications. Part 5 covers network management and network secu-
rity. The book concludes with networking testing, fault tolerance, and analysis.

The book is designed for a one- or two-semester course for senior-year under-
graduate and beginning graduate engineering students. The prerequisite for taking
the course is background knowledge of communication systems theory in general.
The book can be used in giving short seminars on broadband communication sys-
tems. It may also serve as a reference for engineers developing broadband communi-
cation systems, managers involved in broadband communication systems planning,
and researchers and instructors of broadband communication systems.

We would like to acknowledge the support we received from Dr. Milton Bryant,
Dean of the College of Engineering, and Dr. John Attia, Head of the Department
of Electrical and Computer Engineering, at Prairie View A&M University. Special
thanks are due to the reviewers who went over the first and second drafts of the book.
We extend our thanks to Shumon Alam, Research Associate at the Center of Excel-
lence for Communication Systems Technology Research (CECSTR) at Prairie View
A&M University, for his valuable contributions and help with drawing some of the



figures. We also thank Jie Shen for his contributions. We thank our undergraduate
and graduate students who we have taught Broadband and Advanced Broadband
Communication Systems courses to over the years. Finally, we owe much to our
wives (Caroline and Kikelomo) and our children (Obinna, Chijioke, Motunrayo,
Ann, and Joyce). Without their constant encouragement and love, this book would
never have been completed.

Send your comments and suggestions on this book to us at cmakujuobi@pvamu.

edu or mnsadiku@pvamu.edu.



About the Authors

Cajetan M. Akujuobi received his O.N.D. from Institute
of Management and Technology, Enugu, Nigeria in 1974,
the B.S. degree from Southern University, Baton Rouge,
LA., in 1980, the M.S. degree from Tuskegee University,
AL., in 1983, all in electrical & electronics engineering, the
Ph.D. degree from George Mason University, Fairfax, VA,
in 1995, in electrical engineering, and the M.B.A. degree
from Hampton University, Hampton, VA., in 1987.

He is a full Professor in the Department of Electrical
Engineering and is the founding Director of the Analog
Mixed Signal, DSP Solutions and High Speed (Broadband) Communication Pro-
grams at Prairie View A&M University, Prairie View, Texas. He is also the found-
ing Director of the Center of Excellence for Communication Systems Technology
Research (CECSTR). He has worked in such corporations as Texas Instruments,
Advanced Hardware Architecture, Schlumberger, Data Race, Spectrum Engineer-
ing, Intelsat, and Bell Laboratories.

His research interests include signal/image processing and communication sys-
tems (broadband telecommunications) using such tools as wavelet and fractal trans-
forms. His other research interests are in the areas of DSP solutions, analog mixed
signal systems, and control-based communication systems. He was a participant and
collaborative member of the ANSI T1EI1.4 Working Group that had the technical
responsibility of developing T1.413, Issue 2 ADSL standard.

He has published extensively and has written many technical reports. He was
selected as one of the U.S. representatives for engineering educational and consulta-
tion mission to Asia in 1989. Prof. Akujuobi is a Senior Member of IEEE & ISA and
a member of ASEE, SPIE, and Sigma Xi, the Scientific Research Society. He is one
of the founding corporate members of the IEEE Standards Association (IEEE-SA),
Industry Advisory Committee (IAC).

Matthew N. O. Sadiku received his B. Sc. degree in 1978
from Ahmadu Bello University, Zaria, Nigeria and his M.Sc.
and Ph.D. degrees from Tennessee Technological University,
Cookeville, TN in 1982 and 1984 respectively. From 1984 to
1988, he was an assistant professor at Florida Atlantic Univer-
sity, where he did graduate work in computer science. From
1988 to 2000, he was at Temple University, Philadelphia, PA,
where he became a full professor. From 2000 to 2002, he was
with Lucent/Avaya, Holmdel, NJ as a system engineer and
with Boeing Satellite Systems as a senior scientist. He is pres-
ently a professor at Prairie View A&M University.




He is the author of over 150 professional papers and over 20 books including
“Elements of Electromagnetics” (Oxford, 4th ed., 2007), “Fundamentals of Electric
Circuits” (McGraw-Hill, 3. ed.,2007, with C. Alexander), “Numerical Techniques
in Electromagnetics™ (CRC, 2" ed., 2001), and ‘“‘Metropolitan Area Networks™ (CRC
Press, 1995). Some of his books have been translated into Korean, Chinese (and Chi-
nese Long Form in Taiwan), Italian, Portuguese, and Spanish. He was the recipient
of the 2000 McGraw-Hill/Jacob Millman Award for outstanding contributions in the
field of electrical engineering.

His current research interests are in the areas of numerical modeling of electro-
magnetic systems and computer communication networks. He is a registered profes-
sional engineer and a senior member of the Institute of Electrical and Electronics
Engineers (IEEE). He was the IEEE Region 2 Student Activities Committee
Chairman. He was an associate editor for IEEE Transactions on Education.



Contents

Chapter 1 Fundamental CONCEPLS.......ovueriiiiiiiiiiriiiiceieiesiie e s 1
1.1 Components of Broadband Communication SyStems..........ccccceevueenrrniinncnne. 1
1.2 Communications Network ArchiteCture .........ccccueeeueemiicicciniieiicesneeeeeeee 2
1.3 Cable Broadband Data Network ArchiteCture ........cccovvvrvvveinineriiiennenninennnnn, 5
1.4 The Importance of Broadband Network Architectures ..........ccccocueevereennnene. 6
1.5  The Future of Broadband Telecommunications..........ccccooueeriierneernieenieeenen. 6
1.6  INtErNEtWOIKING ... cowmssmsmsvnsinssosonsensotsssassssosniossiasossonsoss osssssstessnssssssssesssssnsss 7
17 StANAATAS.:icismmunssm s smssmmsamsssiie sebmstississ sy svsivaaen s dsmasss s s essas 8
SUIIITIAT Y . oo sosssisrsasnnss ssvmonsisss soss ine o de s SHTa o NERS SR TS BN AT A S350 S B EE PR T i St o 9
REVIEW QUESTIONS. ...eeieieiieieeiiieeeeieeeeeieeee e st eeeesneeeenseeeeassnsesesmseeeennsneeaesnssseaennnsaaens 10
|55 (0] 0] (<3 1o PSSP OSOPPP 11
Part 1 Internet-Based Networks
Chapter 2 INEIMET ...ocueiiiiiiieeiceeee ettt st s ene e 13
2.1 Internet ProtoCol SUILE ....c.vieeieiiiieiiiieiieciieecte et saeeeie et e e e saneeesaeas 13
211 TICP LEVEL..soisnemsnusussmsssossssansssnsssssissanassiosmsssimsmsrusssssusssnsissiesssaonsisasss 16
212 TP Levelui sisinaisasiisvmansssmsseissismassissiasarsss s awamisnsiines 17
2.1.3 Addresses and Addressing Scheme ..........ccccoociviiiiiniiniiicncccnne. 18
2.2 IPv6: Next-Generation INTEINel. .. ..coiviieiiieiiiieiiiiiieeciiieeescieieeesesineeeenenee s 21
2.3 QUANILY OF SEIVICE .vieeuiiiiieieiieeiie ettt ettt e etn et e e e e neeesseeesee e 23
24 Applications and SEIrVICES.......cocueiiiiiiiiiiiei et s 24
2.5 VOICE OVET TP ..o e e e n e e ne e e eannes 25
2.5  VOIP NEEWOLK .:ouisssrmmsossssmmssussusissvosivimsomnssssssasssspsssvsssassissgessssissmmme 26
2.5.2 Applications and Benefits ..........ccccevveiiiiiniinniiinioneniniiece e 28
2.6 Internet SECMritY...cwiscsinmoias i s sossrirasimisasmvesiiim i sy s 29
2T Flow CODITOL ciocssiismnsas sinissmnio ssnsasssssis i smisass rviasis seasmisss sisssivsmsisssmeisinmnin 31
SUMMIATY .t ettt e ettt s e e eeas 32
REVIEW QUESTIONS. ...ttt ettt ee e ete e enee e e s eteeensteeeabeesnneeeseaersaeenn 33
PIODIEIMIS ...t e et e e e et e e e e e e et e eeaee e e ennnnnnnaaen 34
Chapter 3  Intranet and EXtranet..........coccoceiiiiiiiiiniiiin e 37
3.1 INranet OVETVIEW ......ceieiiiiiiiiieieeeeeeieieeeeeee e sae e e e e e aar e e e e e e e e s aeaaeaeeeeneas 37
3.2 EXUranet OVETVIEW .....c..eiiiiieiiiiieiiie et eeteeeetee et e e e esae e e e sae s eaeaennaeenseas 39
3.3 Intranet TeChNOIOZIES ....cc.cerueiviiiiiiieiieiicie et e 41
331 WED SeIVET ..ottt et 41
3.3.2. HTML DevVElOPRICHT. .. ivsvsivesvssmmmossuimuvminses sivsssassisssimmavoissssionmass saosss 41
30303 BIOWSET weeiiieiiie ettt et et et e e et e e eas e aeees e e n e ean e eneeennee e 41

B.3:8: SECUTILY cisuinessonziismsmmssiosssasoivssns sonsssasssnasinsasussasisnioritiviviini svssiaesanosiss 42



3.3.5 VPN oottt 42

3.3.6 Content Management SYSTEIM .....cecvimiiniiiniinsinnmiesiesessssesssensennenens 43
3.4  Exiranet TechnolOgies. . sisssssssssssssesmmsssmsssossissssosmasasimasssssasinssanissassanes 43
3.5 The Power-Law Rule for Intranets and EXtranets...........ccccooviiiiiiiiiinnnn 44
3.6 The Topology Models ...............cimumsssssimssssussssmsmsnssnssssorsassuossssansnssassonss 45
3.6.1 The Tiers MOdel.........coccereormsoneezsmemsisiimissuisieissiesss sissiniissamssseissssi 45
3.6.2 The Transit-stub Model.........cooieimiiiiiiiieicrieie e 45
3.6.3 The Barabasi-Albert Model ...........coceeceiiiincniiiiiiiiiicccccieee s 45
3.6.4 The Waxman Model ........cccooviviiiiniiiiiniiiiciicie s 45
3.7 Intranet and Extranet Applications ........c.cccveuiiiiceeniniinicciiiiie e 46
3.7.1 Human Resources INtranet ...........ccceiiviisieiniiinmiinimom i, 46
3.7.2 Sales and Marketing Intranet/EXtranet...........cccccoevuiiincinniniicencnnns 46
3.7.3 Information Systems INITanet ...........cceccveseecmioeesicasmssonessessasosansoncesss 47
3.74 Customer Service Intranet/EXtranet .........ccccccocvviviieeineiiieeniinneiieenns 47
375 Finanee INLANEE ... ..o o eormerscoioosmnimesssnainnssaisas sssi o isitasmsssasiasiassiassnss 48
3.8  Extranet and Intranet Design ISSUES .......ccvviiiiviiniiiniiiininniniiiiis s 48
3.8.1 Intranet and Extranet Design Process.......cccccvriimvreeneinnninnnieenineene 48
3.8.2 Intranet and Extranet Design Analysis......cccvcinininiicniciiiiiniinn, 48
3.8.3 The Design Standards...........cccoceiiiiiiiieiiiiiii s 48
SUTIIATY . cycss555ss5mss5s5455055 658 6mse s svpssenns subeissssn sodsawa 5o 58EAE048 61 SHERsT1ITEE ST RS RN TS TUSTASSHEEES 49
ReVIEW QUESHIONS, <:svsussusesssisssessssssussansssiosssssssssnss ssoas sousssamss siss sEoT850844 50 So 53 S IFATEoRER 4TS 49
3 010) 5] 1 50
ACTONYINS s 0ssssmssarpesnrnssswrronnnsasansssnnpsmsarsaniesin SHeSshnsneiin s pnenosvs SRissvanessaFAT AR S STARTR S5 HAS 51
Part 2 Networking Technologies
Chapter 4 X.25 and Frame Relay.........ccccccovivmvnninriinniiinicncnccsicsenecinins 53
D B o] 11110 (0 —— 53
Al X225 DEVICES cumsinmmmssmmssssvasnsiaiorsioucassnsiasssansssmsvssisssmsssssaasspmsmnsas 54
4.1.2 X.25 Virtual Circuits ...csamsmimsmmimaimismsasmsmasmimmsi s 55
4.1.3 X.25 ProtoCOl SUIE .....veieeieieeeeiieeeeeeeeeetee e eeeeeeiee e e e e e e eneeen 55
4.1.4 Benefits and Drawbacks of X.25......cccoeomiiiiinenniiieeeecee 58
4.2 Frame Relay .......cccovviiiiiiiiniiiiiiiin s 59
4.2.1 Frame Relay TecChnology ......ccocieeeieeiieeeiieceeeeeeceeeee e 60
4.2.2 Frame Relay Protocol Data Unit........ccccccveeeirciiniiennerecrinsicsneeseennnas 61
4.2.3 Virtial Circuit Size: PATAMNEIETS cusussssmnsnssanomassmsnsssivmissssspessssisssss 63
4.2.4 Major Advantages and Disadvantages.......cccceeeeeeiieereiecenenineesinnnns 64
4.3 Frame Relay Standards:camammsassimammnemmn smssmsaismmmmssinase 67
44  Frame Relay Versus X.25.....ccoccoiiiirierieierieeiereie e rtessie e e sses e eesenesenas 68
4.5  Voice Over Frame Relay .......ccccceiiirimiciiiiiiieieneeiiesee e esseeses s essaesseens 68
4.6  Congestion CONIOL ......c.eieeuieiiiieieieeiie e eeee st e sareete e eseesrneeesneeeseeenes 70
4.7  Frame Relay AppliCations......ccocevvuiiciiiiiinieeiniiinieniiis s sneens 71
SUMIMIATY .ttt e st s e et e et e et e e e e e ernaeassaeenssenen 73
S (o 11 11N o] 1 T 73

58 €0] o) (53 41 E TR 75



Chapter 5 Fiber Channel..........ccooiiiii s 77

5.1 Basic FEATUIES ....oooeieiieie ettt n s 77
5.2  Fiber Channel TeChNOlIOZY ....cc..eveevieimiiiiiiiiiiniiiciieeci e 79
5.3 Fiber Channel TOPOIOZIES :uuuusussuesssesessnsssinssssssvsmssions suvssssnsassaseverassasasrassonseanss 83
54  IClasses Of ServiCes . s wismmsvunstssnsesbsnsseonsiossussmessmmyusssssassivariisnsconinsasss 84
5.5  Benefits and AppliCAtiONS ......cccoiiiiiiiiniiniiniiniinisieness s 86
5.6  Storage Area NEtWOIKS ........cccceviriviiniinniniiniiniisieieniese et ssesseessenas 87
SUIIIATY ..o c.ereeenenrorsnnsansansnasrnssessssss iiss s5asidi s ERIsaesns ¥4 HESPAERENOHTAFHeROITOOE RPN SRT80THD 89
REVIEW QUESTIONS. .....eeeuieeeieeiiieeeiteeeteeeeieeeseassneenseeeeseeeseeeanseaenseeenneeeseeesbeeaneeesnnan 89
| S e] ) (<3 KOOSO 90
Chapter 6 Synchronous Optical Network (SONET)......c.cccecceiiniiiinnininiininnnne 93
6.1  SONET SiZNAL....ccuiiiiiiiiiiiiiieiieicee ettt s sbe s s ne b 93
6.1.1 SONET Signal Rates ......c..ccoevmiriiiiiiriiiiiiniienieccnienecec e 94
6.2 SONET FIrame ....c.coouiiiiiiiiiiiiiicieiccieiceie s 94
6.3  SONET COMPONENLS....ueiiimiiiiiiiiiiiiiiiiecieeneeieeesesns s e ensssessaeensesseesaeeas 95
6.3.1 Line Overhead (LOH)........ccociiiieiiiieeciiiececeee e eraee e e 95
6.3.2 Section Overhead (SOH) .....isveesvesinsssnnnssssssssssssaninssssessassossavsvasavessssoss 96
6.3.3 Transport Overhead (TOH) .......cooceiiiiiiiiiiiiiiiiieceeee e 96
6.3:4: PathOverhead (POH) si.issiissssamussmissssmumsunssnisissassisssssanis 96
6.4 SONET TOPOIOZIES ...onveneeeeieiireieneeeieiie e ea s see s ese e e ena e seesee s 96
6.4.1 SONET Point-to-Point TOPOIOZY .....ccueeiireiriecieieiirecienieeeeceeeeaeene 97
6.4.2 SONET Point-to-Multipoint Topology .........ccceeviiiiiiiiiiiniiiiecnne. 97
6.4.3 SONET Hub and Spoke Topology ........cccceevveeeiieinuieninienriereeieenieenns 97
644 SONET Ring TOPOIOZY . cosisrssssnssurssissnssnsisissosasssssssasassasessssassanssanssss 98
6.5  Advantages and Disadvantages of SONET...........ccocociiieniiiiiiiniiiiiiceee 99
6.6  Synchronous Digital Hierarchy............cccoocueciiiiiiiiininiicicccineiceeciens 100
6.6.1 SDH Virtual Container...........cccoouiiiieiiiiiiiieeeeeeeaee e eaeeeeae s 100
6.6.2 SONET/SDH POINEETS.....cceiieiiiiiiiiieiieieiteeeeeeeeeeceiee e 101
6.7  Next-Generation SONET (NGS) ....ccoeviieeiiiiiieeieceie e eveeeeveeenns 101
6.7.1 Next-Generation SONET Platform..........cccccooviiiiiiiiiiiniencncncnn. 104
6.7.2 Next-Generation SONET Requir€ments ........c.ccceevuverrrerserensveennnes 104
6.7.3 Advantages of Next-Generation SONET ...........cccoociiiiiiniinnnnnn. 105
6.8  SONET and SDH Standards Including NGS..........ccoooiiiiiiiiniiiiiiicee. 105
SUTIIAATY s s3055s0msssess nsinesonsense ses 5 wses Ho0s e5 s smiu A oT S S 64 DT S SRS s 106
REVIEW QUESLIONIS s 5:ssivsmnsmssisnsassvsnsos st sons s s saas e s Soasaadnaes e in sy s sang s smassninensn 107
PTODICINNS; sxvsss s5sssmesmssnsansmsissom it ousssaies i5es s 445 545395 728 S0P 3H 04 SHRAVES 73 SHORIRE RS EFR RO R RS PiA R 108
Chapter 7 Virtual Private Network (VPN) ......ccooiiiiniiiieee e 109
71 TYpes Of VPN oot e 109
7.1.1 Place-Oriented VPN (PO-VPN) ....oouiuiiiiiiiieeiee e eeeeeeeeeens 110
T.1.2  SOftware VPN (SVPIN) .ottt e eaas 112

7.1.3 Dial-In VPN (DVPN) oissemsussssuonsvsssveissessmoisssmussivessssssmesnisse sasiiisine 112



7.1.4 Secure and Manageable VPNs (SMVPN) ... 113

7.1.5 Fault-Tolerant VPN (FVPN) ...ccooiiiiiiiiiiieniceiiiics e 113
7.2 VPN General ArChiteCtUTe........cccoeveiruiiriiiiiiiiiiicciieeee et e e 114
7.3  Current VPN Advantages and Disadvantages .........cccceeeveeiianinrinnesinnnnnnnans 115
731 AdVANTAZES ..eoneiieieeeieeieeceee et 115
T:3.2 DiSadVANTATES .cusevscassimmsssissssssinssnionsssssisssvsissssrsornsssmssnsessnassvssnssanses 116
74 VPN Security ISSUES .. cussemsusssusssmmomsenssssgonnisnmsasssssssrsvessss psnsecsssansussansonsan 116
7.5 VPN StAnAATAS ciessessvsssessnims sosvssnssssassnns sosssesisismss s sesasasess ssasss pogsssessanssssiass 117
1111101101 o SR R R RRD R 117
ReVIEW QUESHIONS.........cccverrereceenmeerersessossarintassssssnsamsenssasssssassasisasssssssassasisisnssssssssas 117
PEODIEIIIS e vvsnemronmemesansssansamsossannsssrpssonsmsefsnssasiasninionind 8 Hi FHRHEAEF3ERI043 04T AN TERETHIRISATARS 118
Chapter 8 ISDN and BISDN ......ccocoiiiiiiiiiiiiciiceee e 121
8.1 ISDIN ...ttt e e e st e e s e e s e e ne e s e ene e ena e et e et e eneeenn e e e aeneenns 121
8.1.1 ISDN Devices and Interfaces.........ccocceveierneirneciiieniecccineiieeecnnens 122
Bili2  SEIVICES. iumsussisssssuissnssssissmsvasvsssuiessssessossisiosisssssssesssssvisersstssiosssssias 123
8.1.3 ATChItECHUXE: ..cvivesmerssisissiiisivssssivimirsssrissmussssnasisasssssnovesss sessessbvasssossss 125
8.2 BISDN ...ttt et n e e 132
8.2.1 Interfaces and Terminals .........c.ccooiiiiiiiiiiiiciiiieeceeee e 133
8.2.2 ATM TechnOlOZY ...ccveiuiieiiiiiiiecieceee et 133
8.2.3 Broadband ISDN Protocol Architecture..........cccoeveeereeeeeiiceeneenaen. 134
824 Applications for BISDN..c.ccuumusvsssamssmesonmmssssgssssssuosenssasssisnniss 136
8.3  ISDN Standards .......o..cssssssssssunsssasnssesssssosssisesssssmesisssssinsavssssnisasssivoniss 137
8.4  ISDN ADPPLCAtIONS ..cvviiviiiiiiiniiiiis s s sre e 138
SUIINIINAT Y 52 575 e 507 550 R AT 58500 B B STV S S50 5555 S s 139
ReEVIEW QUESTIONS. ... ..eeieeeeee ettt e e e e e e e eesas et esee e e e rmsmnseeeeeseeennnns 140
PIODIEINS ...t ettt et b et e ae ettt e nneas 141
Chapter 9  Asynchronous Transfer Mode ..........cccccooiiiinieiiiiiieiieiieiccieee e 143
9.1 ATM TechnNOlOZY usiisssssnisisssssssssiainssovessssssesssssssssivissasssassasiivsionss ssasssisssvanise 143
D10 ATM Cell iisemnimonumusmais srmsmsimes snssmsmsss i ais siiss aiss sssvetominsranne 144
9.1.2 ATM Layered ArchiteCture .........ccceeeeeeieeeeiieeceeeee e 146
0.2 ATM NEWOTK ...ttt ae e aae e enaeeeaes 148
9.3 ATM Service CIassES.....ccouuiiriiiiiieeiieniieieie ettt eetae e eesae e esaeeeerae e 150
0.4 ATM StandardS........cococveieeeiiiiiieieieeeeiie e e e srie e e sear e s sasee s era s e e ssranssesnns 152
9.5 ATM LAN EMUlation......c.covooieeiiiiieiieie et 153
9.6 ATM APPHCALIONS.....ueiuiiiiiiiiieiie ittt st s s 155
9.7 Traffic Management .........c.oouiiierieeniieieecie ettt 157
9.8  Advantages and Disadvantages...........ccoccoeeererieiriesierieriseee e 158
SUTUAT 55 asuseisms5mems smossssias s osiases Fieiss SRS S4AE 3354340 S4ilas s st s nmmsris e masmmnsroirn 159
REVIEW QUESLIONS. ... ettt ettt sae et eeseeeeeaean 159

PTODIEITIS <.t e e e ettt e eeeseeasaataeeeeseenssnasnnenees 161



Part 3 Acess Networks
Chapter 10 Digital Subscriber Line SyStems ........ccooiieiiiniiinininiininiinine 163
10.1  DSL System TeChnolOgy .......c.ccceeeoieiirieiiiiiinie e 163
10.2 DMT Line Code for ADSL .....ccoooiiiiirieieeee e 169
10.3  DMT SCREME ...ttt st 170
10.4 The Benefits and Disadvantages of Using DMT..........cccoooiiiiiiiniiiininns 171
10.5 OFDM ENCOGET.....ccuiiieieiiieiesieesieie ettt s e 171
1606 Cap Line Code for ADSL ..uiassmisssasnsessasussssiosssnssasinssasassesssssganssssss 173
107 QAM Basic EQUAIONS «icicoosussesmommmausssssossonsossossismssentsssassssisssassssssnssiasones 174
10.8 CAP Basic EQUAtIONS......ccivseeosssmssmsssssassmsossssssssaissasssssnssssssessesssnssssnssaoss 179
10.9 CAP Passband Filtering.......ccccivsvamiusosssnsomsiasssvsssesississssinssssaiossansssasisssssans 180
10.9.1 Root Raised Cosine Pulse Shaping...........cccceevemiiieecieeneiee. 180
10.9.2  Orthogonal Passband Filtering Providing Separation
and Data RECOVETY ..cccuuiiiiiiieiiiieeeeeeeee et 181
10.9.3  Inphase Passband ReSPONSE.......coccceervvririeircririinrercnersiecerieesenes 182
10.9.4  Quadrature Passband ReSponse..........cccoveevverienvicvinirsrensiennee 182
10.10  CAP Transceiver Architectural Considerations .............ceccevveereieniieneennse. 183
10.10.1 Transmitter FIering ... cumsess oss ssissnomssssssnsssssssssispsmnasasvassvssnise 183
10.10.2 Receiver Adaptive FIltering.........ccoocvveiiininieniinienie s 184
10.10.3 Echo Canceller/Equalization.............ccceeceeeviecianecirenceenceneeennes 184
10.10.4  Precoding.....c.ooeiieiiere ettt e 184
10.10.5 QAM SIZE c.ooiiiiiiieiie et e 184
10.10.6 Carrier and Symbol Rate Synchronization............cccccoceeeeennn.. 184
1011 Compating CAP dnd QA ...ovsesimscimvimasissosimissmsssmesnssssnssssisasisess 185
1012  OBSEIVALIONS ..ouevvevussassvisssssssansssosssnsiniisnsssss ssusess s an ssassmsirgssssosasssssgesesnissns 185
10:13  HDSLisuscsmuisessssessisssisnsosssvssssnmsnmssssasanssssssassississssimssnsssiasiass ssisssasisossssnes 186
10.13.1 Basic HDSL CharacteriStiCs ......: cc.sssessncssssssssnssssnsissssosasssossorass 187
10.13.2 HDSL ApPPLiCAtions .......cccccevuerieereemiesieniennreeiessieenesenessnesseessees 187
1004 SIDSLic...oseeorrronsorssssnssnasans sanasonssssisansodisssson svness ivesrniia shussaisssasiaiisseniv ssiuss iinass 188
TO.IS  SHDSL .t e st 188
1016 RADSL .ottt vt 189
TO07  IDSL e e ettt e e 190
JO.I8 TS .ttt ettt et es e et e e sae e eae e aseasanaas 190
10:19 VDS iuussssssssssssasssvsossssosssnonssssssmasssssssassns sosssimses sosimipsssonssnsissinpessisassgeioss 190
10.20  Future of DSL Systems and Broadband Systems ............ccccceevveveiviennnne. 192
1021  XDSL Standards .. ismasssisssassissssisisssssssssasssssissvosmassssnmsnsenarsarsasssessessanses 193
10.22  XDSL Standards COMPHANCE ......coeeveeeieiciieeeeeeeie e 194
10221 ADSL et 194
10.22.2 HDSL ..ottt 195
10.22.3 VDSL oottt e e e 195
10.22.4 RADSL ..ot ensenea 195
10.22.5 ISDIN ..ttt et rees st enneans 195
10:22.6. "'Wireless Channel: usmmusseosssissosasssssissvsmsasonsssessssinsimsssssianisnms 196
LOL22T  LAAN cicicsiniscmsomssnssnssossssssussusssnssasins iassasssssstsnsassssatssssiinsmssmnnnmnsinnnss 196

10.22.8 ONEIS issssmimsismsissmaiisrmsiiniisisscsissisismsomniommnrranmarassnsassassnss 196



SUIMMNATLY.....covecrerereresnsresmesermorsasocmsensiassssssssisissssss itssssins sssisnssesssnontsnsnesisasssssussisrsnion 196

REVIEW QUESHIOMS. ¢.1ev e cveeueete sttt saeste st et s 197
0] o) 11 1 1 TS OOt 199
Chapter 11 Cable Modem SyStems ..........ccccevuriniiiiniieieieinice e 201
11.1 Cable Modem TeChnOlOZY .......o.eruvervecuciiiiiieiiniie e 201
11.1.1  Structure of a Cable Modem System .........ccccceeveeericiinerninrcrnecen. 203
11.1.2  Cable Modem Systems CONNECHON .......cocervuumiiueriiiieessueesinrensnnnes 204
11.2. External Cable MOdem .. . umssemsissmsmsmsmsnssrssvesssssmssssunsssossssinsssusnissssnssasss 205
11.3  Internal Cable Modemi i smssnissisesasassiassns 206
11.4  Interactive Set-Top Cable BOX .......ccccocoiiiiininiiniiicc 206
11.5  Cable INerNet ACCESS ....eovveuuieeuiirieiiieie et e s san s 206
11.6 Using QPSK and QAM in Cable Modem Systems..........cccccoureecnnrennnne. 208
117  Comparison between Broadband DSL and Cable Modem Technologies... 208
11.8  Cable Modem Systems Standards Compliance.........cccceeviecvvercvnnieiiennnnes 211
11.8.1 Cable MOAEM SYSIOIMIS . vseusscsnsssinemissrmanss sssinssanimnsmansissssssazsinsasss 212
11.8:2 'Wireless Channiel :u..ouismsssmssvasssssissssvivomessisnanss g seiasssisssinsssssi 212
V18,3  LAN iiissuimussosnssssissoassioniassarssssosmssssssissosarsssiasssssvasississvaesussasss 212
1184 Set-Top BOXES i i iisiimissississsasssssisrsssssssaisssssisioriassisvssinssssssssss 213
11.8.5 Digital Broadcast SyStems ..........cc.oocueiieeiiiimicnic e 213
T1.8.6  ONETS ...ttt et e e e 213
SUMIMATY .ottt bbb s e sebb e s ae s eaas e sba e sbneen 213
REVIEW QUESTIONS. ....eeeeiiieeieuiieieieeieeeetiieeesiesesesaeeeessaeaesessaaeesssseseaasssesansnsssesssnseeenn 214
g 0] ][ 111 A 215
Chapter 12 Passive Optical NetwWorks......c.ccocceevviriiiinieciiiiiinecinieeecie e 217
12.1  Basic Operational Principles of PON ..........cccccooiviniiiniiiiiiiniicicie 217
12.2  The Various Types of PON Archit€Ctures...........ccocueueeveeniieicnnuecrneereennen 219
12.2.1 APON—ATM PON ArchiteCture........ccccceemuereeriinreieeneeieenee 219
12.2.2 BPON-—Broadband PON Architecture ...........cccceceeeerueeeerennenns 220
12.2.3 EPON—Ethernet-Based PON Architecture..........c.ccocvrvrnvninne 221
12.2.4 GPON—Gigabit PON Architecture ........c.ccccoovevenercciecneennennns 225
12.2.5 WDM-PON ATChiteCtUIE......cciiiiiiiriiiicniieien e csresiie e 226
12.3  Comparative Analysis of PON Technologies and Architectures ............. 227
124 Advantages of TDM PON ..ot e e e 230
12.5  Disadvantages of TDM PON..........ccccooiiiiiiiiiiiiiiis e 230
12.6  Advantages of WDM PON .......cccoiiiiiiiiiiiiie e e 231
12,7  PON SECUTILY ISSUES .eeiuvvirireierieeiiiesieessieeersesiecseeeseaessnesesaeasnsessaesensenans 231
12.7.1  Possible Security Enhancements in PON ............cccoeoeeniiinnnnn. 231
12.8  Passive Optical Network Standards...........ccccovceiviiieiiienniiiineciine e 234
SUMBATY i es5s0niasmaos sssssesssnnsesessssassssssnsseem8 seswesstHo8eassas3 5445535533504 E 4500005 SH0P T BT aRTReTRES 235
REVIEW (QUESTIONS: sxiwsassssimvessvissmmammanssussassanssssssssssnssitos s hes o ensssssise s HiRs s ssvassaansss 236

PTODICINS ::iniisinsossinsomssssimssssssssssmusmosssivssssisssssssnss sRsissassisssisssseessessssssssssdsss oot shasvnns 237



Part 4 Wireless Networks
Chapter 13 Wireless Data SErviCes........coomiriniiviiiniininiieieiee s 239
13.1 WITEIESS LLAN L.ttt e e et et e e e eeats e s e e e e e nssaaeaaeeeneenaasaeaeeeas 240
13.1.1  Physical Layer and TOpolOgY ......ccccccceeiuiiciiiiiiiiniciiicie e 240
1302 TeChROIOZIES isussscn-nrmmarcnsmessnsssssuivassiossassssssiosseirssstiissmsosarsontissinsie 241
13.1.3  StandardsS.........cooouiieeeireieeiiieeee e eeeee e e e e e e ee e 242
13:1:4 Applcations: sassessssssssossssassssssivumssessssssesnsmssaasensssssssewssssssasisns 244
132  'Wireless ATM. .cosuiissessssssssssssnissivsssosssssosmssissivaiaesssssssnsuonsss isissesand suasansss 245
13.2.1  Overview Of ATM ......cciiiiiiieiiiiiieieeececciiee e e e 246
13.2.2  Wireless ATM Archit€Cture...........cooueveeeeueeeeieiiee e eeeevvee e 247
13.3  WITEIESS PAN... .ottt e e e eaneeenneas 251
13.4 Cellular COMMUNICATIONS ... .u.uvveeeeernesesenaeeesaesasensensnnsssennnsnnsnnsnnnsesnssnnnnnnns 253
13.4.1 Fundamental Features...........ccooovmimrieeiciiieieieeeeeeee e 253
13.4.2  Cellular NetWOrK ....cviviiiieeiieiieiiccieiieeeeeeeeeeeesecseeeeesee e are e aeeaeeaeeans 256
13.4.3 Cellular Standards..........ccoceeeeeiieeeieieieeieeeeccee e 256
13.5  Cellular Digital Packet Data.........cc.ccccoiiiiiiiiiiiiiiiiesccececreeces 258
13.5.1 Network Archit€cture ...........cooeuvvveiieiimvierinceneenns SisessaisRss e e 259
[3:552:  APPICALIONS; . .immsnes smimmniniunsmsson 43 oassins fivsias i85 masns Somirm oo iTm R e 262
136 WIMAX ..ottt et e e s e e e ana e e s e e e saeeesseeeansenssaeenseeas 263
13.7 Wireless Standards ........coccoueeieeieieeieiee e 265
13.8°  Generations of Wireless NEtWOTKS ....ccccuveeiirreericiinreesinresesineeeeiseneeesinnenes 267
SUMMATY ¢ttt ettt e e et e e et e e e e neae e emaeaeennmaaaas 268
REVIEW QUESTIONS. .....eeiiieiieieeieieie et e e ete e e see e eaeeetaee e e s e s seesansaeseseeessaesnsesenns 269
PIODICITIS ..ottt e et et e et e e e e e s e e ennae s ebsaeenssnseeeenssneeesanasenn 270
Chapter 14 Personal Communications Service.........cceceeueeervirrirsenicreenecncnennes 271
14.1 Personal Communications SYSIEMS.......cccceeviieeniiirieiisierieeesanesrieereieecnnne 272
14.2 Basic Features of PCS ... 273
14.3 PCS SOIULIONS ...t e et e e e s aae e e nae e e eeennaeeenns 275
144  PCS ATCRItECTUTE .....evieciiieeeeiiieieeeir et eceie et e e e ee e e enae e e e e esnaeeesneeaeas 275
14.4.1 Taiwan PCS ATChItECLUTE .......ccceveviviieeiniereririee e e 276
14.4.2  Tactical PCS System Architecture..........cccouvviiviiinicccccinnnnennn. 277
14.4.3 PCS Architecture for Cellular, Generic Cable,
and Bellcore SYStemS .....coceveiiiiniieiiiiieiie e 279
14.4.4 PCS-Capable Switch Architecture............coooveeveeicneecieeeeiieene. 280
14.5 PCS Standard..............oooooiiiieiie e e 281
14.5.1 The PCS Standard Committees and Their Various Models....... 281
14.6  PCS Satellite SEIVICES .....covieveiieireieiie ettt ieeee et e e ere e e e enes 286
14.7 PCS AcCesSs MethOdS .......uvvviiiiieiiiiieiee et cee st iee e e veeseseen s 287
SUITIAL Y sureses msvmss s smsmasninsonsss smsstssessss ussssvsmainin sos s dasass ST aam s s eansna s dongonnnas 287
REVIEW (QUESTIONS sisiscssi sevsssvisssnimnsssasnesessiiansississsissssvtsisassonnnanarasarssans sossnessssonsos ssane 288

PLODICINS <ociisnimmissiirisorasemsmsoreniosssomssnsssensonssnsrsosssssnssssssssssssssssnsansss sesesesssnnesns sesass sansn 289



Chapter 15 Satellite COMMUNICAtION ......oeviurieieiriiieneieee e 291

15.1 FundamentalS: v sisuesessvisssssamisssisssmiosissisaroiisisssssisusesssussaisassassesidgsesnniss 292
15.1.1  Types of Satellites—GEO, MEO, and LEO ...........ccccoceoiininin. 292
15.1.2  Frequency Bands.........c.cocceveiiiiiiieiiiiiiiiniiiineninisneonisnsessnnns 295
15.1.3  Basic Satellite COMPONENLS........coovimimiieiiiiiiiienecesiesiae e 297
15.2  Orbital CharacteriStiCS . ....ccueriureeeeeeeeeeenieeeeeeeeeesseeeeeesreeembeeenneeseeeeenaeas 299
15.3  Propagation CharacCteristiCs........oomrrmuimiimimiiniienienieeie e 303
15.4  Broadband Communications to Land and Sea Locations ...................... 306
15.4.1 Earth Station Engineering at High Frequencies ...........cccccccueu... 306
15.4.2 State of the Art in Broadband VSATs: Standardized
Architecture and Capabilities :.scuauamssimammmssmmomisamsesmais 309
15.5 Broadband Airborne Mobile Satellite Communication ...........cccceeennene.. 310
15.5.1 Customers and Installations..........c.cccceiriimiiiiiieiecee e 310
15.5.2  Services and Applications..........cc.oevuieiiercinienieese e 310
15.5.3 L-, C-, Ku-, and Ka-Band Advantages and Disadvantages......... 310
15.54 Challenges of Aeronautical Broadband Satellite
COMMUNICATION 1.eevetieieeieieeintieeeeieteeeereeeeeieeessmbeeeeeeareaenseeeeanes 312
15:6  ADPDLCAONS ;. s:5505::550m50525m68058msm5588 80500 0553855885 4 42555555 045 43RG B 44 R S5 H o R wA TR 314
15:6.1  VSAT NEtWOIKS: .. .c0ismvemsarsssnasssnssssnsmsasivssvavsareesnssvssiassaniossisssnsvss 314
15.6.2 Fixed Satellite SErvice . i smimisismismsmismsmerisisosissiisssrsisssssrss 316
15.6.3 Mobile Satellite SErViCe .......covviimrimieriieresrereeieeceeerseesenseessereesnenns 316
15.6.4  Satellite RAdiO....coovivuieieiiiiiiiiiiiieeceee et 321
15.6.5 Satellite-Based INteTnet..........cccceviiriiiiieiiiiniininieceeeie e 323
SUMIMATY ¢ttt s 324
REVIEW' QUESHIONS ., v cuosispisesnsnss sursnsvumsiuimeivoss s vesussssssias suss sass i spasossHissusssssisuednssosigons 325
PLODISINS ocxiimmeummmnmmsssmsnssosnmmimnamissomavsassssisasms sve o ea s ies s s S S SA ST SAS oIS T 5 326
Part 5 Network Management and Security
Chapter 16 Network Management ...........ccccveeeieeeiiieiieeie e 329
16.1 Network Management Architecture ...........occeveevieeiirveiiieeeeeie e 329
16.2  Network Management Protocols .........ccccocouieeiiiiviieciieeeie e 332
16.3  Simple Network Management Protocol (SNMP) ........cccceceevinieninnennnn.. 333
16.4 Management Information Base (MIB) ........ccccocveeeiiiiiicciie e, 336
16.5  Structure of Management Information (SMI) ......cccccveveiniiiiiiieniininnnn.. 336
16.6  Remote Network Monitoring (RMON).........cccooeeviivrieviieeceeeece e 337
SUININATY sissvswsi sacann s5ms0s 055155405400 543435500 657 Hihn SERIABE TSR A7 SHe iFo s S0 0 mas B s sORSASR S S RO mEROP RO e 008 337
ReVIEW QUESTIONS . .....eeeieiieieie ettt ettt et e et e e e eetaeeeeeneeeseaneaeesenaeeean 338
PTODICITIS ..o ettt ettt eaee e e e 339
REFEIENCES ...ttt ettt et en e eae e s 340
Chapter 17 Network SECUTity........ccoovirimiiiiiririiie it 341
17.1 Security REGUITEMENES ......ocvirieiiiiiieiieiierieiesieceeeee e 341
17.2 NEtWOTK TRICALS ....ceveeiie e 342
17.3 Access Control Methods.........ccoevvieiiiiiiiieiiiiecce e, 343

174 Cryptography ........ccccoeiiiiiiviiniieiineee e e 345



17.4.1  Substitution Cipher........ccocoviiiiiimiiiiiiice e 347

17.4.2  Transportation CIphers............cccorveininiiniinene s 348
17:4.3  RSAuiismsmeerssarmsmssismmsssnmressnrosnnmsssssnnsnssssiosss (5 5ebsiss ssisiasssnssnssnns 348
17.5  FIFeWALS oveieieeeiie ettt s 349
176 Intrusion DeLeCHON ........ccooievviuiiieiiiiiiiiieeesiesieseseessssssssnesssesassessnssessssens 391
17.7 Secunity: StANAATAS «.vosmsssissmsssrmsmsmmsimsmssimssmmsmissesssmoies 355
I7T]  IPSEC cssisuivsvnssnisrsnsssssnsasisessneianoisssinssssinsiasess ssbissiasssintonsa oraeszusaes 355
V772 DES...necesossocsmivninsmsnsio sssisrsesses s sismeasy sessa oo sous s sesAses foi Shesues 357
REVIEW QUESTIOMS ... eevveeeeirecrreeeeeeesseeconeee e e et citeesae s essnesnseesaneeasesesaeesimn s e s s eeraneeas 360
PEODIEINS ......ccoeenreememrrnmssremerensassasossansssssesnnasassomsamsassesmsanssssms sasertsosinsonssssssisssessinsis 361
Chapter 18 Network Testing, Fault Tolerance, and Analysis..........ccccccceniennne 363
18.1 Testing Tools for ADSL Interoperability Tests ......ccovvviiiiiiiiiniiiiininnns 364
18.1.1 Description of Test EQUIpmMent ...........ccooecviicnieiiinceneciicene 366
18.2  Test Methods.:....ccumissssinsssomesvismnsssssssasissssosss sissstssisnisissssass vesds 368
18.2.1 DSLAM Configuration ............ccceueeuiviiiinieiiiiiiiiie e 371
18.2.2  LIM Port Configuration ............ccceeeeueeeeeeeenecsseeeeensnesesseenenenaes 313
18.2.3 Trunk Port Configurations .........c..coeceeeieeenueeneieene e 376
18.2.4  New Connection SetUP........ccccereeireiiiiiiniineiniieeie e 376
18.2.5 Configuration of Wire Line Simulator (WLS)......ccccvvvvevvuvennnenne 378
18.2.6  Traffic Generator Configuration (SMB 200) ........cccceevreeniennee. 378
18.3  Telephone Subscriber Loop Environment ..........c.ccccvvcernciniieiecieceenene. 378
18.4  Broadband Fixed Wireless Access Networks.......ccoeeviveiniiieenecnnecnene 380
18.4.1 Point-to-Multipoint Broadband Fixed Wireless
ACCESS INCUWOTKS!. ...cnscvessnsssasnssnsnsss s sissssshusssssanhing faes s 5 s s vsatinss 380
18.4.2  WiMAX TechnOolOZY ...ccoovueiiiiiiiiiiiieee e s 381
18.4.3  Wireless Applications Test........cvcvvviiiiiiiiiiniinneciinie e 383
18.5  Wireline Broadband Technology Testbed .........cccoveevieeiierieinie e 385
18.5.1 Digital Subscriber Ling (DSL).......ouusesmmuimasnessnisiianes sosssaronssassion 385
18.5.2 Broadband Power Line Communications Testbed...................... 386
18.6  Fault-Tolerant OPerations .........cc.cccuiuiiiecieiiiiiieeiiciecieeee e e 387
18:6.1 Broadband LLANS ...cuiaisimmimsssisisssmisosianssasiossonsi sasssssssssvniansioss 387
18.6.2 Fault-Tolerant Designs for Wireless Broadband Networks.......... 387
18.6.3  Fault-Tolerant Design Solutions for Broadband
Telecommunication SYStEIMS. ....c.eveeveeeiieerereeeeerreeeeee e 389
187  Next-Generation SONET TeStNg .....cc.cccoeiriiiiiiienieriiieeee e 392
SUMMATY ¢ s 395
REVIEW QUESTIONS. ....eeueeiiieecieieetee e e et e et e e e e eeenaeeesms e e e s smaeeeenseeesnsenanans 396
PTODICITIS ..ottt e et et e e a e e saeenanaan 396
Appendix A Testing DSLAM Using SmartBits - SmartWindow...................... 399
Appendix B Testing DSLAM Using SmartBits - SmartxDSL ...........c.ccooevee.. 409



