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Preface

This book, Security Metrics Management, is designed to provide simple and basic guidance
to security professionals and managers for establishing a baseline to begin the process
of measuring the costs and benefits of their assets protection program—their security
program—as well as its successes and failures—its effectiveness. We begin where all
assets protection policies, procedures, processes, plans and projects should start—with
the assets protection security drivers. In other words:

Why is assets protection needed at all?

What drives that need?

If needed, why are the related security functions needed?
Even if they too are needed, why are they being performed the way they are being
performed?

Is the assets protection program working?

At what costs?

How are their costs measured?

Can it be done more effectively (better)?

Can it be done more efficiently (cheaper)?

How?

This book will provide some methods to enable the reader to answer these questions.
The book also includes a discussion of how to use security metrics to brief management,
justify resources and use trend analyses to develop a more efficient and effective assets
protection program.

The security metrics management system that we discuss is not rocket science. It
is a basic, rather simple and hopefully commonsense approach to help you begin your
process of managing a cost-effective assets protection program, some part of that pro-
gram, or providing management oversight of such an assets protection program.

Once you have established a security metrics management baseline, you can con-
tinue to improve upon it and make it work for your environment.

COVERAGE

The intent of this book is to provide:

e A holistic approach to developing, implementing, and maintaining a security met-
rics management program;

o  for the corporate or government agency security professional (as well as corporate
management);

e anapproach that will be useful to both the new and experienced professionals; and

Xv
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e forthereader and security practitioner, methods which can enable them to measure
the costs and benefits, as well as the success and failures of their security functions
and overall assets protection program.

The information provided is generic and broad in scope in that it covers all major
security functions for a basic international corporation. The methods and processes we
offer can be applied by any security professional in any country. It will help provide an
international answer to the problems of measuring security costs, benefits, successes
and failures across nations and societies.

To make this discussion more “real-world,” we will use a fictional, international
corporation, the International Widget Corporation (IWC), as the place where a security
metrics management system is being implemented by the new Chief Security Officer
(CSO).

Methods, processes and procedures will be provided to the reader that can be
immediately implemented. An overview of the chapters and chapter abstracts are
provided below:

Section I: Introduction to the Role of the Security Professionals and Security Metrics
Management
This section provides the introduction into the security profession, its service and sup-
port to businesses and government agencies and an introduction to security metrics
management.

Chapter 1: The Security Profession and its Role in Supporting Business and Government
Agency Assets Protection Needs

This chapter will discuss the support role of security in supporting the needs of businesses
and government agencies in today’s global environment.

Chapter 2: Management and a Security Metrics Foundation

This chapter will look at security and security metrics management from the viewpoint of
business and government agency management and executives (nonsecurity profession-
als). It will discuss what they should expect from their security staffs; what questions to
askrelative to assets protection costs, benefits, successes and failures; and what they need
to know to help them make better risk management decisions. It will also address how
security professionals can help management come to the right asset protection decisions
supported by a security metrics management system, as well as how such a system sup-
ports the security professional in meeting their security service and support objectives.

Chapter 3: Policies, Procedures, Processes, Plans, and Projects

This chapter will explain and provide examples of how to identify and describe corporate
security duties, responsibilities, processes, plans, policies, procedures and projects on
which security metrics management is based. It will lay the foundation for establishing a
security metrics management system that can be applied by any security professional in
any business and government agency in any country.

Chapter 4: Security Metrics Management Program—An Overview

This chapter will describe a method for establishing a successful security metrics
management program (SMMP) to include a discussion of the processes, tools and
measures that can be used, graphic depictions of the data collected to include types of
charts, colors and styles. Some case studies will be provided.
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Chapter 5: Case Study: Measuring Costs of Security
This chapter will use a fictitious international corporation, the International Widget Cor-
poration (IWC), to discuss security metrics related to some basic security cost factors.

Chapter 6: Case Study: Six Sigma

This chapter will discuss one popular performance assessment methodology that can be
applied to assets protection, to security functions, and to improving security processes.
It is provided here so that the reader is made aware of another view of how to measure
and improve performance by identifying and discussing this “popular” and successful
methodology.

Section II: Administrative Security Metrics

This section describes the basic administrative security functions that should be per-
formed as part of the duties and responsibilities related to an assets protection program
and detailed analyses of those related security functions, as well as integrating security
metrics management processes into each of the security functions. As with all security
metrics processes identified in this book, some examples will be provided that can be
easily copied and used by any security professional.

Chapter 7: Information Security

This chapter will discuss the function of information security and how to apply the process
of metrics management to the function of information security in order to determine its
costs, benefits, successes and failures.

Chapter 8: Personnel Security

This chapter introduces the function of personnel security and the process of personnel
security metrics management identification and establishment to determine costs, ben-
efits, successes and failures.

Chapter 9: Security Education and Awareness Training

This chapter will discuss the SEATP function and the process of security metrics man-
agement identification and establishment to determine costs, benefits, successes and
failures.

Chapter 10: Security Compliance Audit

This chapter will address the administrative security organization’s security compliance
audit (SCA) function and the process of using security metrics to measure and manage
its costs, benefits, successes and failures.

Chapter 11: Surveys and Risk Management
This chapter will address the use and measurements related to the conducting of security
surveys and also the use of risk management metrics.

Chapter 12: Corporate Assets Protection Program
The corporate assets protection program (CAPP) is the primary reason security exists.
The role of security is a protective role. Protection of people, information and physical
assets is the purview of the security professional and the security organization.

For any corporation or government agency, the security organization and its CSO
are chartered with the protection role.
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Chapter 13: Contingency Planning
The fundamental elements of contingency planning and the process of contingency plan-
ning metrics management identification and establishment to determine costs, benefits,

successes and failures will be addressed.

Section III: Physical Security Metrics
This section will address the various security functions that fall under the category of
physical security and will address their specific drivers and metrics processes.

Chapter 14: Security Officer/Guard Force
This chapter will address the use of metrics relative to the guard forces, which is one of
the most costly, labor-intensive aspects of an assets protection program.

Chapter 15: Technical Security Systems

Technical security systems, when used properly, can efficiently and effectively support
assets protection processes. How to measure those systems and benefits will be dis-
cussed in this chapter.

Chapter 16: Locks and Keys

The lock and key function is generally a very human-intensive process for security and
affected employees. Measuring the cost of lost productivity due to this function will be
discussed, as well as how to find more cost-efficient processes to achieve objectives of
this function.

Chapter 17: Fire Protection

Many security organizations are also responsible for the fire protection program. Fire
protection programs usually divide into two areas: fire prevention and fire suppression.
This chapter will address the fundamental elements of a fire prevention program and a
fire suppression program and the process of fire protection security metrics management
identification and establishment to determine costs, benefits, successes and failures.

Chapter 18: Executive Protection

This chapter will address the use of security metrics as a tool for managing an executive
protection program. Although an executive protection program is a function requiring
fewer resources than many other security functions, it is nevertheless a critical function.
The focus of the executive protection program is the protection of the company CEO and
other key senior executive leaders of the company. Executive protection is a high-profile
function with little margin for error. Effectiveness of the program is critical. Metrics can
help the CSO assess effectiveness.

Chapter 19: Event Security

Many companies, in particular publicly held companies, are involved in high-profile
events, from annual shareholder events to trade shows. Protection of personnel, assets
and information can become very complicated during these events, particularly when
they occur in a foreign environment. This chapter will address its supporting security
metrics management process.
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Section IV: Security Operations Metrics
This section will deal with what we call the “operational” security functions as they relate

to security metrics management.

Chapter 20: Investigations and Noncompliance Inquiries

This chapter will address the investigative and noncompliance inquiry security functions
and the processes of security metrics management identification and establishment to
determine costs, benefits, successes and failures.

Chapter 21: Government Security

This chapter addresses the fundamental aspects of a corporation’s government security
program, their related contracts and the process of government and contract security met-
rics management identification and establishment to determine costs, benefits, successes
and failures.

Chapter 22: Information Systems Security

This chapter will address the information systems security function and the process of
automated information and information systems security metrics management identifi-
cation and establishment to determine costs, benefits, successes and failures.

Chapter 23: Mergers and Acquisitions Security

Mergers and acquisitions, as well as divestitures, are common strategic business process-
es that require security support. That support will vary depending upon the size, scope
and complexity of the deal. As with the M&A process itself, the performance of security
must be measured. How the cost, benefit and effectiveness of security in support of the
M&A process is measured will be discussed in this chapter.

Chapter 24: Outsourcing

In this chapter the cost-benefits of outsourcing will be discussed, using security metrics
management to support the outsourcing decisions, as well as monitoring the perfor-
mance of service providers.

Section V: The Security Profession and Metrics Management in the Future
This section will address how security metrics management techniques can be used to
support future security functional needs relating to costs, benefits, successes and failures.

Chapter 25: Security Metrics Management Technology of the Future and How to Prepare
Now to Use It

Technology is rapidly changing all professions and the profession of security, of assets
protection, is no different. This chapter will provide direction for the security profession-
als so that they can prepare now to integrate and apply new technology to more effi-
ciently support future security metrics management systems.



xx Preface

WHO SHOULD READ THIS BOOK?

This book is for the new and experienced security professional, as well as those in gov-
ernment agencies, finance managers, and auditors who are involved with some aspects
of understanding or managing security budgets and costs versus benefits.

Itis believed that the information provided in this book can be easily adapted by any
security professional in any nation since an asset is an asset, so to speak, and measuring
assets protection performance uses fundamental measurement techniques, analyses,
graphic depictions and project plans.

The use of security metrics management techniques is generic in nature and these
techniques can also be used by executive management, auditors and finance specialists
to identify and track assets protection costs and performance. We attempt to use some-
what of a global perspective in writing this book so that it appeals to and can be used by
security professionals and others around the world.

In addition, the following professionals will find this book useful:

*  Corporate executives who have responsibility for protecting corporate assets as
part of their inherent responsibilities to the corporation, its board of directors, and
to shareholders. This includes executives such as the CEO, CFO, CO0, CIO, CSO,
CHRO, and potentially many others. We will demonstrate how a security metrics
management program can assist executive management in assessing the effective-
ness and efficiency of their assets protection program.

e  Corporate staff members who have specific responsibilities for specific assets: e.g.,
information technology staff, emergency services staff, and contingency/emergency
planners.

*  Professors, scholars and researchers interested in the protection of people, informa-
tion and other assets within businesses or government agencies, as well as those
that teach courses in business management, auditing, security and criminal justice
at colleges and universities.

In this book, we provide real-world examples of the trials and tribulations—e.g.,
case studies—of a security professional based on our own experiences and those of oth-
ers that we know, and show how security metrics management has helped support effec-
tive asset protection and management decisions.

When discussing the support agency—corporations, nonprofit agencies, govern-
ment agencies and the like—we will for the most part use the term “corporation,” “busi-
ness,” or “company” to represent all of these entities. We used this approach to make it
easier instead of each time detailing an entire list of entities. A security metrics manage-
ment program is applicable to all these entities where security costs, benefits, successes
and failures should be assessed for effectiveness, efficiency and the contribution to the
enterprise.

CLOSING COMMENTS

We believe that this book, in the described format and with the identified topics, provides
an exceptional security measurement foundation for security professionals or business/
government agency executives who have a variety of levels of security experience and
knowledge—in any location in any modern nation-state.
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Our emphasis is not only on a global, modern-day world of business and govern-
ment agencies, but also on providing sufficient guidance and tools that will support the
inexperienced security professional in actually building a useful security metrics man-
agement program.

Please note that the numbers, flowcharts, and drivers are only provided as examples.
You will find this especially true with the data collections’ numbers and their accompany-
ing charts, which are fictional and are entered at random just to give you some samples.
So, please concentrate on the methodology and the thought processes and do not try to
concentrate on the accuracy of the numbers and whether the totals depict the cumula-
tive numbers of whatever is being collected on a monthly or quarterly basis. Yes, we know
that some of you out there will do that. So, one-plus-one may or may not show up as two.
Again, (we stress) concentrate on the idea, process, formats, and methodology behind it
all and not the actual numbers.

Some of the information provided on corporate security assets protection functions
and related information is taken from our other published books. This was done so that
we can provide a consistent and detailed background of information about corporate
security functions that will help the reader understand our security metrics management
program approach and philosophy.

Although not entirely redundant throughout each of the book’s chapters, each
chapter was written to be used as much as possible as an independent guide to one or
more aspects of an assets protection program and its specific security functions. For
example, if your focus is on guard forces and possibly other aspects of physical security
and your security organization does not manage the information systems security func-
tion, you can go to the appropriate part of the book without reading about other security
functions first. We try to offer the security functions in a manner that allows you to pick
and choose which ones you want to know first vis-a-vis security metrics—after you have
read Section I, which provides background information for all the security functions.

You will also find that we are always (hopefully) making the point that using security
metrics management can assist you in identifying and reducing the costs of an assets
protection program and the related security functions. After all, security is generally an
overhead cost to a corporation and therefore not only adversely impacts a corporation’s
potential profits but also has that “hidden” cost of lost employee productivity. Helping
the security professional (and others) maintain an efficient and effective assets protec-
tion program is our goal.

As you read through this book, you will find that the security metrics management
program (SMMP) is basically viewed as a combination of:

e  Data collection
e Data analysis
e  Graphically depicting the data to understand and tell the story

Over the years, we have found that graphically depicting data in chart format is a
useful and necessary part of any SMMP. That is because, as the old saying goes, “A pic-
ture is worth a thousand words.” This is certainly true when it comes to an SMMP. One
can look at pages upon pages of data incorporated into spreadsheets, and not be able to
easily see the positive or negative trends. Furthermore, from a management standpoint,
the graphic depiction of data makes the results of the data collection easier to analyze,
communicate and generate corrective actions or make course corrections. Furthermore,
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executive management does not have time to view endless reams of data. Therefore, the
charting of collected data is a good way to analyze data and brief management on any-
thing from your assets protection program to why you need more budget, more resources
and everything in-between.

This book' was developed primarily based on the knowledge and actual experience
of the authors. Together the authors have a long and experienced record of managing
large and complex security organizations supported by metrics management systems.

We thank you for reading it and would appreciate your comments, constructive crit-
icism and suggestions for incorporation in a second edition at a later date. Please send all
comments to us through our publisher.

Dr. Gerald L. Kovacich Edward P. Halibozek
Whidbey Island, Washington Los Angeles, California
USA USA

' Some of the information in this book is taken from the authors’ other book, The Manager’s Handbook
for Corporate Security: Establishing and Managing a Successful Assets Protection Program: April 2003,
ISBN 0-7506-7487-3, published by Butterworth-Heinemann, because the need to introduce the secu-
rity profession and its role in the world of business and government is the same whether discussing
that role exclusively or as background information for a corporate SMMP.
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Foreword

When people first began to think about security—in other words, assets protection—the
problem largely dealt with the physical theft of assets. It was usually just a matter of phys-
ical security and using guard forces to protect the assets and locks and keys to control
access and egress.

The people who were involved in security came mainly from one of two groups: law
enforcement or the military. Both groups believed that they understood how to apply pro-
tective measures and the associated issues. They believed the issues of security related to
the physical environment, to procedures, and of course to personnel security, but only in
regards to their physical protection. Privacy matters were not a concern. Nor were issues
such as suitability and trustworthiness of employees. The early security practitioners
did not have a solid appreciation of the gradual influence that technology development
would have on the practice of security.

As time passed and the level of knowledge, experience and business acumen needed
to effectively protect assets changed, there developed an increasing level of knowledge
and a more comprehensive understanding of a holistic approach to security and the use
of technology to assist in the protection of assets. This development allowed for improved
security, but was a long way from the utopia of highly effective and efficient application
of security measures. There were still improvements and changes needed.

The first of these was that security was not thought of as a business process. After all,
why should it be when the main participants were retired or ex-government employees or
retired or ex-military personnel who knew little of business principles and needs? After all,
why should they? There didn’t appear to be a need to view security as an integral part of
business. It was more of a detached afterthought. The second was there was no good way
of measuring any of the factors that were involved vis-a-vis costs versus defined benefits.

As the businesses’ and governments’ assets became more sophisticated and valu-
able, so did the manner in which they were protected. Furthermore, as the economy
became complex, so did competition between individual businesses and even govern-
ment agencies. In this new environment, security began playing a more important and
sophisticated role as information in the form of trade secrets and proprietary processes
grew in value, and as global competition became more aggressive.

In global competition, lower costs of production generally provides for a competi-
tive edge. Since security is usually an overhead cost, it was, and is, often valued in terms
of what must be done and not in terms of how security may add value to the enterprise.
During difficult times this places security in the forefront for cost reduction. Within indus-
try and government, security costs were a likely target for executives seeking cost reduc-
tion. In essence, higher levels of risks would be accepted in order to reduce security costs.

XXU
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This is the prerogative of management but should be accomplished with a complete and
accurate understanding of the cost versus benefit equation of the value of security.

In addition, with the spread of computing into the business community, it became
increasingly necessary to deal with the security of these technologies that businesses had
come to rely on in their business processes and to consider them along with any other
aspect of the business. The same basically held true for government agencies.

In order to achieve the necessary amount of cost-effective security, the security ex-
pert who has come to understand the technology (or the “techie” who has gained an
understanding of security) now has to understand the business. In addition, it is now
necessary for the management of the business to understand and have some faith in the
security processes.

Today, business is very much the driving force in the use of information technology
and computers and it has struggled to integrate the way in which the security of the tech-
nologies can be dealt with in terms that are understood by the management. Security
professionals have, in the past, managed with expressions of disaster if “security” is not
taken seriously, but they have not, in the past, been able to provide detailed costs and
benefits that the implementation of identified security measures would create.

In order for the business to be able to deal with security as it does with any other
process, there is a need to be able to express security in the same type of business terms
and to be able to apply metrics to it that are meaningful to management, such as costs
and benefits.

Up to this point in time, this has not been achieved with any regularity or consis-
tency. This book attempts to move the integration of security into the business one step
closer, it has been written by two people with knowledge of and experience in both busi-
ness and government security, as well as in measuring the effectiveness and efficiency of
security. It has been written with not only the security professional in mind but also the
nonsecurity individuals who oversee security and have assets protection responsibility
for the company or government agency, such as executive management. It is aimed at
assisting both the security professional and the management of organisations in dealing
with the practical issues of the topic.

This book looks at the main aspects of assets protection (security) measurement
and the types of metrics that can be applied to a range of security processes. It goes be-
yond the usual range that you might expect and extends to cover areas such as executive
protection, contingency planning and investigations. At all stages, the book addresses the
value of metrics in helping the individual understand how effective and efficient security
processes are. In essence it covers the cost versus benefit proposition on the application
of security measures as part of an assets protection program.

The book was written for the benefit of all those involved in the business of security,
from the practitioner to the board member, and done so in terms relevant to each of
these audiences (i.e., measurement and the languages of business).

Dr. Andrew Jones, MBE, MSc, MBCS
Team Group Leader

British Telecommunications

United Kingdom



