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Preface

Welcome to EC-Web 2007, the International Conference on E-commerce and Web
Technologies. As in the past 7 years, EC-Web was co-located with DEXA, the Inter-
national Conference on Database and Expert Systems Applications, and took place in
Regensburg, a very beautiful city in the heart of Europe.

This was the eighth edition of EC-Web, and we think that it is now a mature con-
ference. It gained a stable audience and it is considered by several authors as a key
conference for publishing their ideas and their work.

The new Chairs, Roland Wagner and Giuseppe Psaila, followed the line of evolu-
tion to make the conference even more attractive. In fact, one key feature of EC-Web
is the two-fold nature of the conference: it brings together both papers proposing
technological solutions for E-commerce and the World Wide Web, and papers con-
cerning management of E-commerce, such as Web marketing, impact of E-commerce
on business processes and organizations, analysis of case studies. This year, the new
topic of “social aspects” was introduced: in fact, the every-day increasing availability
of E-commerce solutions for consumers is causing the rise of new behaviors that must
be studied, in order to understand the impact of E-commerce solutions on every-day
life and the new opportunities that these new behaviors open.

The second significant change introduced this year was the number of reviewers:
the Program Committee was composed of more than 120 reviewers (instead of 60
reviewers in the last edition). This choice was motivated by the wish to provide a
better service to authors and improve the quality of the selection process.

The technical program, comprised 22 papers selected among 67 submitted papers,
with a selection rate of 32%. The contributions covered several interesting areas, such
as security and privacy, Web services, recommender systems, Web marketing, profil-
ing and customer behavior, electronic commerce technology, impact of E-commerce
on organizations.

We think the program is interesting and we hope the readers think the same.

June 2007 Giuseppe Psaila
Roland R. Wagner
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A Secure Payment Protocol for Restricted
Connectivity Scenarios in M-Commerce

1 2

Jesis Téllez Isaac! and José Sierra Camara

! Universidad de Carabobo, Computer Science Department (Facyt)
Av. Universidad, Sector Barbula, Valencia, Venezuela
jtellezQuc.edu.ve
2 Universidad Carlos III de Madrid, Computer Science Department,
Avda. de la Universidad, 30, 28911, Leganés (Madrid), Spain

sierra@inf.uc3m.es

Abstract. A significant number of mobile payment systems have been
proposed in recent years, most of them based on a scenario where all
the entities are directly connected one to another (formally called ”Full
connectivity scenario”). Despite of the advantages that the aforemen-
tioned scenario offers to protocol’s designers, regarding design simpli-
fication and development of payment protocols without losing security
capabilities, the full connectivity scenario does not consider those
situations in which the client cannot directly communicate with the issuer
(Kiosk Centric Model) or the merchant has no direct communication with
the acquirer (Client Centric Model). In order to overcome this restriction
and contribute to the progress of m-commerce, in this paper we propose
an anonymous protocol that uses a digital signature scheme with mes-
sage recovery using self-certified public keys that is suitable for both the
Kiosk Centric Model and Client Centric Model. As a result, our proposal
shows that m-commerce is possible in restrictive connectivity scenarios,
achieving the same security capabilities than other protocols designed
for mobile payment systems based on ”Full connectivity scenario”.

Keywords: Payment Protocol, Self-certified public keys, Digital Signa-
ture with message recovery, Mobile Payment System.

1 Introduction

Several mobile payment systems have emerged in the last years which allow
payments for services and goods from mobile devices using different kinds of
payments: credit-card payments, micropayments and digital coins. The relation-
ship between payee and acquirer is quite strict in most of these mobile payment
systems and does not allow the use of schemes in which the communication
among these parties is not possible due to: 1) the impossibility of the merchant
to connect to Internet and 2) the high costs and/or inconveniences of using
the infrastructure necessary to implement other mechanisms of communication
between the merchant and the acquirer (such SMS, phone call, etc.).

G. Psaila and R. Wagner (Eds.): EC-Web 2007, LNCS 4655, pp. 1-10, 2007.
© Springer-Verlag Berlin Heidelberg 2007



2 J.T. Isaac and J.S. Camara

The above restrictions do not represent an important issue for the majority
of mobile payment systems proposed up until now because they assume that
engaging parties are able to connect to Internet. Nevertheless, in the real world
there are some situations that the merchant meets in which it is not possible
to connect to the Internet, so it becomes necessary to develop mobile payment
systems where the payee could sell goods/services even thought he/she may not
have Internet access.

According to our operational models (where client cannot communicate directly
with issuer, or merchant cannot communicate with the acquirer in a direct way,
the traditional digital signature schemes based on asymmetric techniques are not
suitable because one party (client or merchant, depending on the scenario) has
connectivity restrictions and consequently, communication with others parties (as
a CA, for verifying a certificate) is not possible during a purchase. Therefore, usage
of a non-traditional digital signature scheme is required in order to satisfy our
requirements.

In order to eliminate the restriction of those mobile payment systems based
on the Full Connectivity Scenario regarding the direct communication between
client and issuer, and among merchant and acquirer for authentication purposes,
in section 3, we design a protocol that allows to a party (A) to send a message
to another peer (B) through a third party (who will not be able to decrypt this
message) in the those scenarios. The proposed protocol employs the authentica-
tion encryption scheme proposed by [13] that allows only specified receivers to
verify and recover the message, so any other receiver will not be able to access
the information. Moreover, it supports both credit-card and debit-card trans-
actions and protects the real identity of the clients during the purchase. As a
result, our proposal represents an alternative to other mobile payment systems
with restrictions regarding a mandatory connection among two of its parties.

Outline of this paper: We begin by presenting the related work. Then, we present
our approach which includes a complete list of notations, the operational model
and the proposed protocol. In section 4, a security analysis of the proposed
protocol is presented. We end this paper with the conclusions in section 5.

2 Related Work

Recently, [3] conducted a research that unifies many proposed m-commerce
usages into a single framework. This research intended to revise the possible
range of mobility scenarios, identifying the security issues for each connectivity
scenario. As a result, five scenarios were identified and analyzed: Disconnected
Interaction, Server Centric Case, Full Connectivity, Kiosk Centric Case and
Client Centric Case. The last two have been considered as the starting point
in the design of our proposal.

Most of the protocols proposed in recent years for the Full Connectivity
scenario are based on public-key infrastructure (PKI) [1,4,8,12] whereas the re-
maining employ symmetric-key operations which is more suitable for wireless
networks [7]. Unfortunately, usage of those protocols is not possible in scenarios
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where direct interaction among two of its parties is not allowed due to the com-
munication restriction imposed by the model (as happens in Kiosk Centric Model
or Client Centric Model). However, some protocols could be reformulated to over-
come this restriction (achieving the same security and performance levels, but
in a different scenario), while being suitable for mobile payment systems with
Restricted Connectivity. For example, Téllez et al. [9] reformulate the mobile
payment protocol proposed by [7] to satisfy the requirements of their proposal.

A few number of signatures schemes with message recovery have been proposed
in recent years which illustrate how a signer’s public key can be simultaneously
securely authenticated during the signature verification, avoiding communication
with a Certificate Authority during a transaction in order to verify the validity of
a certificate since the certificate is embedded in public key itself. Therefore, and as
shown in [10], digital scheme signature schemes with message recovery are suitable
for mobile payment protocols based on a restrictive connectivity scenarios like the
one being suggested in this work.

3 Owur Approach

3.1 Parties and Notations

All the entities involved in our protocol are called parties and communicate
through wireless and wired network. The symbols C, M, PG, I, A are used to
denote the names of the parties Client, Merchant, Payment Gateway, Issuer
and Acquirer respectively. The following symbols are used to represent other
messages and protocols:

— IDp : the identity of party P that contains the contact information of P.

— NIDc¢ : Client’s nickname, temporary identity.

— Kp : party’s K public key.

— Kg : party’s K private key.

— Ep_p/(X) : message X signed and encrypted by IDp to a specified receiver
IDp, following the generation procedure of signature proposed by [13].

— TID: Identity of transaction that includes time and date of the transaction.

— OI: Order information (OI = {TID, OD, h(OD, Price)}) where OD and Price
are order descriptions and its amount.

— TC: The type of card used in the purchase process (TC={Credit, Debit}).

— TS: The type of scenario used during a payment (TC={Kiosk, Client})

— DCMA : The status of the direct connection between the merchant and
the acquirer (DCMA = {Connected, NO-Connected}). The default value is
NO-Connected.

— DCCI : The status of the direct connection between the client and the issuer
(DCCI = {Connected, NO-Connected}). The default value is NO-Connected.

— Stt: The status of transaction (Stt = {Accepted, Rejected}).

— TIDReq : The request for TID.

— MIDReq : The request for IDy,.

— MPReq : The request for Mp.

— DCMAReq : The request for DCMA.

— h(M) : the one-way hash function of the message M.
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3.2 Operational Model

Our operational models, Kiosk Centric Model and Client Centric Model (figure 1
and figure 2, respectively), are composed of five entities:

1. Client: a user who wants to buy goods or services from the merchant,
equipped with a short range link (such Infrared, Wi-Fi or Bluetooth). Only
in the Client Centric Model, the client is able to access Internet.

2. Merchant: a computational entity (such an intelligent vending machine)

that offers or sells products or services to the client, and with which the

user participates in a transaction using a short range link. In Kiosk Centric

Model, this entity connects with the Payment Gateway through a secure

channel allowing the merchant to communicate with the acquirer using this

connection whereas in Client Centric Model, direct communication with the

Issuer is not possible so it must take place through the client.

Acquirer: is the merchant’s financial institution.

Issuer: is the customer’s financial institution.

5. Payment Gateway: an additional entity that acts as a medium between
acquirer/issuer at banking private network side and client/vendor at the
Internet side for clearing purpose [7].
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Fig. 1. Kiosk Centric Model Fig. 2. Client Centric Model

The links among the five entities of our operational models are specified in
figure 1 and 2. Note that, in both operational models, the connection between
the client and the merchant (denoted as the dotted arrow) is setup up through
a wireless channel.

On the other hand, interaction among client and payment gateway or between
merchant and payment gateway (depicted as the solid arrow in any of the
operational models) should be reliable and secure against passive and active
attacks. Note that the issuer, acquirer and payment gateway operates under the
banking private network, so the security of the messages exchanged among them
is out of the scope of this paper.
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3.3 Initial Assumptions

The initial assumptions for our proposed protocol can be stated as follows:

1. Client registers herself to an issuer before making payments. The registration

can be done either personally at the issuer’s premises or via the issuer’s web-

site. During the above process, the client shares her credit- and/or debit-card

information (CDCI) with her issuer (who will not reveal it to any merchant).

On the other hand, the issuer assigns several nicknames to the client and

those nicknames are know only by the client and the issuer [6]. In the Kiosk

Centric Model, the client sends (with the assistance of the issuer) her nick-

names and ¢ to SA and receives all system parameters from the SA.

. The system authority (SA) is responsible for generation of the system para-

meters in the system initialization phase (as described in [13][11]).

. Every party of the system P; (whose identity is IDp,) choose a number
Ks, as her secret key and computes z; = g®si mod N. Then, P; sends (z:,
IDp,) to SA. After receiving (z;, IDp,), the SA computes and publishes the
public key of P; as Kp,=(z; ~-IDp,)* ' UPr) mod N [13]. As the client uses
a nickname instead the real identity to protect her privacy, one K p, must be
generated and published for every nickname assigned to the client.

. The client holds C's, I Dy, and system parameters in her mobile device. Also,
in Kiosk Centric Model, client holds Ip.

3.4 Detailed Protocols

Our Protocol consists of two sub—protocols: the Merchant Registration Protocol
and the Payment Protocol. The main functions of both protocols are shown as

follows:
Merchant Registration Protocol

C — M: {NID¢,n, MIDReq, DCM AReq},,
M - C: {IDM,h(n, NIDc,IDkf)}w
C — M: IF (TS = "Kiosk”) THEN
{n, MPReq}
ELSE
{TL,Cp}w
M — C: IF (TS = ”Kiosk”) THEN
{n,Mp,h(n,Mp)}w
ELSE
{n,Cp,h(n, Cp)}w

As our protocol is designed to work on two different operational models, the
first step is to determine in which one them the payment is going to take place.
First, C assigns the value Connected to DCCI if he/she is able to connect to
internet from his/her mobile device. Then, C sends to M her nickname NID¢,



