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Foreword

Networks today are like the air we breathe, so ubiquitous we often take them for granted and
in fact don’t even realize they’re there. Whether we are working, studying, communicating
or being entertained, we rely on networks to make whatever we need to happen, happen.
This trend is increasing as networks become more and more powerful and reach more deeply
into the fabric of our lives.

This reach is not limited to just the wealthy or to developed nations, however, as lower
costs and higher capacity extend the power of networks to citizens all around the globe.
That’s what makes this book so relevant and so timely. A clear understanding of these
networks is essential for those that would design, construct, operate and maintain them. As
Keith points out early in this volume, the growing gap between the academic description
of networks and the real world design and operation of these networks, is a key divide that
needs bridging. And Keith is in a unique position to do this.

I’ve known Keith for over 15 years, and have always found him to be a fascinating and
indeed remarkable man. His curiosity and intelligence, coupled with a career so deeply
involved in network design at AT&T has given him the tremendous insight that he shares in
this book. Keith has never been afraid to step outside the accepted norm, if he felt the need,
for pursuit of a new area of excellence. This is what makes his knowledge and understanding
so valuable and drives the core of this work.

Looking forward, Moore’s Law will continue to enable the exponential growth of the value
of the underlying technologies, namely processing, memory and optical communications
speed, that make these networks tick. The resultant capabilities of the next generations of
networks, five years or a decade out, are virtually indescribable today! That in the end
is what makes this book so valuable — a thorough understanding of the design principles
described herein will allow those that shape our networks in the future to “get it right,”
enhancing our lives in ways we cannot begin to imagine.

Robert C. MclIntyre
Chief Technical Officer, Service Provider Group
Cisco Systems



Preface

When I began my career in telecommunications in 1977 at Bell Telephone Laboratories
two texts were required reading, Engineering and Operations in the Bell System [1] and
Principles of Engineering Economics [2]. Members of Technical Staff (MTS) had Masters or
PhDs in engineering or science but needed grounding in how large networks were designed
and operated, and how to choose designs that were not only technically sound, but econom-
ically viable. As the designers of the equipment, systems and networks, engineers at Bell
Labs were at the front end of a vertically integrated company that operated the US voice
and data networks. Operational and high availability design were well developed disciplines
within Bell Labs, and network systems designs were scrutinized and evaluated by engineers
practicing in those fields. So ingrained in the culture was the operational perspective, that
engineers and scientists were strongly encouraged to rotate through the Operating Company
Assignment Program (OCAP) within the first two years of employment. During that eight
week program engineers left their Bell Labs jobs and rotated through departments in a Bell
Telephone Operating Company, serving as operators, switchmen, installers and equipment
engineers. OCAP was not restricted to engineers working on network equipment; members
of Bell Labs Research participated in the program. AT&T was not alone in recognizing
the value of operational and reliability analysis in a vertically integrated public telephone
company, Nippon Telephone and Telegraph, British Telecom, France Telecom and other
public telephone companies joined together in technical forums and standards organizations
to codify operational and high availability design practices.

After 1982 regulatory, technology and market forces dramatically changed the way net-
works and systems were designed and deployed. Gone are vertically integrated franchise
operators, replaced by interconnected and competing networks of carriers, equipment and
systems suppliers, and integrators. Innovation, competition and applications are the engines
of change; carriers and system suppliers respond to meet the service and traffic demands of
global networks growing at double and even triple digit rates, carrying far more video con-
tent than voice traffic. Consumer and enterprise customers are quick to adopt new devices,
applications and network services; however, when legacy carriers deliver the service the
customers’ expectations for quality and reliability are based on their long experience with
the voice network. The industry has largely delivered on those expectations because an
experienced cadre of engineers from Bell Labs and other carrier laboratories joined startups
and their spun off suppliers like Lucent and Nortel. But as time passes, the operational skill
reservoir recedes not only because the engineers are retiring, but because of the growing
separation between engineers that design and operate networks, and those that design equip-
ment, systems and applications that enter the network. The clearest example of the change
is the influx of IT trained software engineers into the fields of network applications and
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systems design. Experience in the design of stateless web applications or financial systems
are insufficient for the non-stop communication systems in the network that continue to
operate under a range of hardware faults, software faults and traffic congestion.

My own journey gave me a front row seat through the transformation from a regulated
voice network to a competitive global IP network. As a systems engineer in the 1970s I
worked on call processing requirements and design for the No. 1 ESS. In the 1980s I led
teams of test and verification engineers in the certification of the DMS-10, DMS-100, No.
5ESS, No. 2 STP, DMS STP and Telcordia SCP. I also led design teams building integrated
test systems for Signaling System No. 7 and worked for startup companies designing a
DS0/1/3 cross connect system and a special purpose tandem switching system. During the
last eight years | headed SBC Labs and then AT&T Labs as President and CEO. Working
with engineers across network and systems, and spending time with faculty and students
at universities I became aware of the growing gap in operational design skills. Universities
acknowledge and reward students and faculty for research into theoretical arenas of network
optimization and algorithm design. Their research is seldom based on empirical data gathered
from networks, and rarer still is the paper that actually changes the way network or systems
operate. I chose to write this book to try and fill some of that void. My goal is to help:

e those students and faculty interested in understanding how operational design practices can
improve system and network design, and how networks are actually designed, managed
and operated;

e hardware and software engineers designing network and support systems;

e systems engineers developing requirements for, or certifying network equipment;

e systems and integration engineers working to build or certify interfaces between network
elements and systems;

e operations support systems developers designing software for the management of network
systems; and

e managers working to advance the skills of their engineering and operating teams.

The book is organized into three parts; Networks, Teams and Systems, and Transfor-
mation. It is descriptive, not prescriptive; the goal is not to tell engineers how to design
networks but rather describe how they are designed, engineered and operated; the emphasis
is on engineering and design practices that support the work groups that have to install,
engineer and run the networks. Areas that are not addressed in the book are network opti-
mization, engineering economics, regulatory compliance and security. Security as a service
is described in the chapter on cloud services but there are several texts that better describe
the threats to networks and strategies for defense [3, 4].

References

. Engineering and Operations in the Bell System, 1st edn, AT&T Bell Laboratories (1977).

. Grant, E.L. and Ireson, W.G. (1960) Principles of Engineering Economy, Ronald Press Co., New York.

. Cheswick, W.R. Bellovin, S.M. and Rubin, A.D. (2003) Firewalls and Internet Security, 2nd edn, Repelling the
Wily Hacker, Addison Wesley.

4. Amoroso, E. (2010) Cyber Attacks: Protecting National Infrastructure, Butterworth-Heinemann, November.
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