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PREFACE

Contemporary security threats, warfare paradigms, composition of headquar-
ters, and the complexity of operations introduce new challenges for the
decision-making and operational planning processes and operating procedures
of headquarters. Operational headquarters are often composite organizations
made up of international military staff augmented by governmental and
nongovernmental, national or international, organizations. This fact exacer-
bates new challenges introduced by the new generation of warfare, which
makes the training of headquarters more and more complex. Emerging combat
modeling and information technologies offer effective approaches that can
tackle the complexities of this task. Therefore, computer-assisted exercises
(CAX) aim to immerse the training audience in an environment as realistic as
possible and to support exercise planning and control personnel in such a way
that they can steer the exercise process toward the exercise objectives as
effectively as possible. It has become the main tool for the headquarters’
training.

The book is designed as a comprehensive teaching material for a course on
computer-assisted exercises. Basic prerequisite knowledge on military opera-
tions and exercises is not required but can be helpful. The book is self-contained
on the fundamental probability theory and statistics-related issues, and it
provides advanced information on military simulations and CAX. The readers
of this book are either exercise planners or technical support personnel, who
study to plan a CAX or perform CAX support, CAX system design, and
implementation tasks.

This textbook is organized for 14-18 week (3 hours a week) courses. It is also
aimed to be a reference book for practitioners, i.e., CAX planners and
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engineers in industry or in military organizations. The book has two parts. The
first one introduces fundamentals and key issues related to the military
simulation. In the second part, combat modeling, military simulation, CAX
planning, and execution-related issues and technologies are elaborated.

A contemporary security environment demands interdisciplinary studies and
research. Most examples described in the chapters are a result of thorough
research and discoveries made by both authors in the last 10 years. The
situational complexity in the areas of complex emergency request well-trained,
flexible, knowledgable, and sustainable operational elements from the Interna-
tional Community. To achieve that, it is of utmost importance to provide
state-of-the-art educational and training methodology with the pooling
of findings from computer science, natural science, science of mathematics,
social science, and military science. With the permanent monitoring of security
developments in the globalized world, it is possible to establish and maintain
common security data bases. Accessible and updated information allows
realistic preparation, organization, and execution of functional training for
the designated forces, which becomes closer and closer to the real-world crisis
response operations.

The secondary objective of this book is to create conditions for a chain
of events, from formation of exercise centers, to education and training of
planners and technical personnel for CAX, followed by proper preparation of
operational elements for certain crisis situations and ending with the crisis
response operations. A structured and timely feedback from the field can than
improve the overall training process in the future. With this chain of desired
events, authors would like to contribute to improve the life of the affected
population in the areas of complex emergency. The authors amalgamate
technical standards with the societal security discoveries to make the training
methodologies compatible and applicable in a real-world crisis. With that said,
they would like to make their humble contribution to the global security and
assist in ushering in a brighter future for humanity.



ABOUT AUTHORS

Erdal Cayirci graduated from the Army Academy in 1986 and from the Royal
Military Academy, Sandhurst in 1989. He received his Master of Science degree
from Middle East Technical University in 1995 and a PhD degree from
Bogazici University in 2000, both in computer engineering. He retired from
the Army when he was a colonel in 2005. He was an associate professor at the
Istanbul Technical University, Yeditepe University, and Naval Sciences and
Engineering Institute between 2001 and 2005. Also in 2001, he was a visiting
researcher for the Broadband and Wireless Networking Laboratory and a
visiting lecturer at the School of Electrical and Computer Engineering at the
Georgia Institute of Technology. He is currently Chief, CAX Support Branch
in NATO’s Joint Warlare Center in Stavanger, Norway, and he is a professor in
the Electrical and Computer Engineering Department at the University of
Stavanger. His research interests include sensor networks, mobile communica-
tions, tactical communications, and military constructive simulation.

Professor Cayirci has acted as an editor of the journals IEEE Transactions on
Mobile Computing, AdHoc Networks (Elsevier Science), and ACM [ Kluwer
Wireless Networks, and he has guest edited four special issues of Computer
Networks (Elsevier Science), AdHoc Networks (Elsevier Science), and Kluwer
Journal on Special Topics in Mobile Networking and Applications (MONET).

He received the 2002 IEEE Communications Society Best Tutorial Paper”
Award for his paper titled “A Survey on Sensor Networks” published in the
IEEE Communications Magazine in August 2002, the “Fikri Gayret” Award
from the Turkish Chief of General Staff in 2003, the “Innovation of the Year”
Award from the Turkish Navy in 2005, and the “Excellence” Award at ITEC
2006.

XV



xvi ABOUT AUTHORS

Dusan Marincic has been studying constructive simulations since 1995. He was
the Head of a National Centre for Operational Research, Simulation, and
Analysis in Slovenia from 1999 until 2005. He performed his master studies
with the Faculty of Social Science in September 2002 and researched the topic
“CAX as a method for preparation of Peace forces for Peace Support
Operation”. He then followed his passion for computer-assisted exercises by
enrolling in doctoral studies in same faculty and successfully defended his
doctoral dissertation in May 2005 with the topic ““‘Simulation and Analysis of
Peace Operation.” Marincic has written more than 70 articles on peace
operations, crisis response operations, and the qualitative and quantitative
analysis of peace forces efficiency in areas of complex emergency. All papers
were published in national and international journals. He has been a permanent
professor with the Command and Staff College of Slovenia and has taught a
methods of military sciences, course which examines modern educational and
scientific methods. He was twice the general chair of International Week of
Simulations in 2002 and 2005, where all of his methodological scientific results
were presented to the international experts in the spirit of exchanging knowl-
edge and experience in the area of the computer-assisted exercises. He currently
serves as a subject matter expert at NATO’s Joint Warfare Center in Stavanger,
Norway, where he has been involved with the training and education of
NATO’S joint force commands.



CONTENTS

PREFACE

ABOUT AUTHORS

PART I

FUNDAMENTALS AND THEORY

1 Introduction

1.1
1.2

1.3
1.4
1.5
1.6
1.7

Contemporary Security Environment

Exercises

1.2.1 Military and Civilian Exercises
1.2.2 Live Exercises

1.2.3 Command Post Exercises

1.2.4 Computer-Assisted Exercises

Military Simulation

Scope of the Book

Structure of the Book

Electronic Resources for the Book

Review Questions

2 Conflict and Warfare

2.1
2.2

Paradigms of War

Evolution of Warfare

xiii

XV

O O 0 3 W W

10
12
14
15
17
17

19
21
23

vii



viii CONTENTS

23

24

2.5

2.2.1
222

First, Second and Third Generation of Warfare
Fourth and Fifth Generation of Warfare

Operations

2.3.1
2.3:2
2.3.3
234
2.3.5
2.3.6
2.3.7
238
239

Conventional Operations

Special Operations

Crises Response Operations

Peace Operations

Network-Centric Warfare

Logistics

Information Operations
Psychological Operations
Effect-Based Approach to Operations
(EBAOs)

Comprehensive Approach to Operations

2.4.1
2:4:2
243

Civil Military Cooperation
Economical and Social Aspects
Comprehensive Approach and Its Application

Review Questions

3 Statistics and Probability

3.1

3:2

33

Descriptive Statistics: Population, Sample, Central
Tendency, and Dispersion

Probability

3.2.1
3.2.2

323

324

Counting Techniques

Independence, Multiplication Rule, and
Conditional Probability

Mutually Exclusive Events and Addition
Rule

Total Probability and Bayes’ Theorem

Random Variable

3.3.1

3.3.2

Discrete Distributions

3.3.1.1 The Uniform Distribution

3.3.1.2 The Binomial Distribution

3.3.1.3 The Geometric Distribution

3.3.1.4 The Negative Binomial Distribution
3.3.1.5 The Hypergeometric Distribution
3.3.1.6 The Poisson Distribution

Continuous Distributions

24
25

29
28
31
33
35
38
39
40
41

43

44
47
48
51

55

57

58

64
66

70

73
74

76

76
79
79
79
80
81
81

82



CONTENTS

3.3.2.1 The Continuous Uniform (Rectangular)
Distribution

3.3.2.2 The Exponential Distribution

3.3.2.3 The Normal (Gaussian) Distribution

3.4 Inferential Statistics
3.4.1 Confidence Interval
3.4.2 Hypothesis Test
3.4.3 Goodness of Fit

3.5 Review Questions

Simulation

4.1 Pseudorandom Number Generation and Realization of
Random Variables
4.1.1 Pseudorandom Number Generation
4.1.2 Realization of Random Variables for a
Simulation

4.2  Static Simulation

4.3  Dynamic Simulation
4.3.1 Discrete Event Simulation
4.3.2 Continuous Simulation

4.4 Phases in a Simulation

4.5 Review Questions

Distributed Simulation
5.1 Distributed Interactive Simulation

5.2 High-Level Architecture
5.2.1 HLA Interface Specification
5.2.2 Object Model Template (OMT)
5.2.3 FEDEP
5.2.4 HLA Rules

5.3 Base Object Model (BOM)

5.4 Review Questions

Experimentation and Analysis
6.1 Design of Experiment

6.2  Execution of Experiments

ix

85
85
86

89
89
92
96

101

103

105
105

110
114

115
116
116

117
118

121
124

127
129
132
137
139

140
140

143
144
147



X CONTENTS

6.3 Data Analysis, Reporting, and Presentation

6.4  Review Questions

PART II COMBAT MODELING, COMPUTER-ASSISTED
EXERCISES, AND PRACTICE
7 Computer-Assisted Exercise (CAX) Architectures
7.1  Distributed Exercises and Distributed Simulation
7.2 Multilevel and Multiresolution Exercises
7.3 Cross-Level, Joint, and Combined Exercises
7.4  Excon Structure
7.5  Response Cells
7.6  Training Audience

7.7  Review Questions

8 CAX PROCESS
8.1  Exercise Specification

8.2  Planning and Preparation
8.2.1 Scenario Development
8.2.2 MEL/MIL Development
8.2.3 CAX Databases and Database Management
Process

8.3 Execution
8.4  Analysis

8.5 Review Questions

9 Combat Modeling

9.1  Terrain Modeling
9.1.1 Environmental Data Representation
9.1.2 Data Coding Standard (DCS)

9.2 Attrition and Movement
9.2.1 Lanchester Equations
9.2.2 Stochastic Processing

9.3  Challenges in the Quantification for Nonkinetic Warfare

150
152

153

155
155
160
163
167
169
170
170

171
171

174
176
177

178
180
183
188

189

193
194
197

201
203
206

207



10

11

9.4
9.5

9.6

9.7
9.8
9.9

CONTENTS

Automated Forces

Challenges and Approaches in the Implementation
9.5.1 Complex Systems and Fuzzy Trees

9.5.2 Minimalist Modeling Methodology
9.5.2.1 Structural Simplicity
9.5.2.2 Behavioral Simplicity
9.5.2.3 Mathematical Elegance
9.5.2.4 Statistical Analysis
9.5.2.5 Organic Units

Combat Model Data

9.6.1 Organizational Data

9.6.2 Equipment, Weapons, and Ammunition Data
9.6.3 Terrain Data

9.6.4 Environmental Data

Verification and Validation of Combat Models
Experimentation and Analysis of Operational Plans

Review Questions

Computer-Assisted Exercise Support Tools

10.1

Military Constructive Simulations and Ancillary Tools
10.1.1 High-Resolution Constructive Simulations

10.1.2 Highly Aggregated Constructive Simulations
10.1.3 Constructive Simulations for Nonkinetic Warfare
10.1.4 Federations

10.1.5 Ancillary Tools

10.2 Planning and Management Tools

10.2.1 Exercise Management Tools
10.2.2 Scenario Management Tools

10.3 Mediation-Ware

10.4 Review Questions

Communications/Information System Issues, Technical Risks,
and Risk Mitigation

11.1

Hardware and Software Requirements

11.2 Communications and QoS Requirements

11.3  Security Issues and Challenges

xi

214

220
220

223
224
224
225
225
226

227
227
227
227
228

228
230
231

233

234
235
239
242
243
245

246
247
249

252
253

255
255
256
260



xii CONTENTS

11.4 Game Crashes, Checkpoints, and Crash Recovery

11.5 Shadow/Run Ahead Games

11.6 Backups and Archives

11.7 Networking Service Outages and Other Reasons for Failure

11.8 Review Questions

12 Exercise Centers and Facilities

12.1 Organization of a Training/Exercise Center
12.1.1 Operational Staff in a Training/Exercise Center
12.1.2 Technical Staff in a Training/Exercise Center
12.1.3 Support Staff in a Training/Exercise Center
12.1.4 Number of Teams and Staff in a Training/Exercise
Center

12.2  Design Principles for Training/Exercise Center Facilities

12.3 Review Questions
REFERENCES
ACRONYMS

INDEX

262
263
264
264
265

267

269
269
272
274

274
276
280

281

287

293



PART I

FUNDAMENTALS AND THEORY



o, 75 2258 #EPDFIE U7 1R) . www. ertongbook. com



