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LAB MANUAL FOR NETWORK+ GUIDE TO NETWORKS,
SEconND EDITION

INTRODUCTION

ands-on learning is the best way to master the networking skills necessary for both

CompTIA’s Network+ exam and a networking career. This book contains dozens of
hands-on exercises that apply fundamental networking concepts as they would be applied
in the real world. In addition, each chapter offers multiple review questions to reinforce
your mastery of networking topics. The organization of this book follows the same organi-
zation as Course Technology’s Network+ Guide to Networks, Second Edition, and using the two
together will provide a substantial, effective learning experience. This book is suitable for
use in a beginning or intermediate networking course. As a prerequisite, students should
have at least six months of computer experience and should be familiar with some basic
networking components, such as NICs and patch cables. Passing the A+ certification exam
would suffice in lieu of this experience. This book is best used when accompanied by the
Course Technology textbook Network+ Guide to Networks, Second Edition, or another intro-
duction to networking textbook.

FEATURES

In order to ensure a successful experience for instructors and students alike, this book includes the fol-
lowing features:
s Network+ Certification Objectives — Each chapter lists the relevant objectives
from the CompTIA Network+ 2001 Exam.
m Lab Objectives — Every lab has a brief description and list of learning objectives.
= Materials Required — Every lab includes information on network access privi-
leges, hardware, software, and other materials you will need to complete the lab.
s Completion Times — Every lab has an estimated completion time, so that you can
plan your activities more accurately.
m Activity Sections — Labs are presented in manageable sections. Where appropriate,
additional Activity Background information is provided to illustrate the importance of
a particular project.
s Step-by-Step Instructions — Logical and precise step-by-step instructions guide
you through the hands-on activities in each lab.
s Review Questions — Questions help reinforce concepts presented in the lab.

Note for instructors: Answers to review questions are available on the Course Technology Web site at
www.course.com/irc/. Search on this book’s ISBN, which is found on the back cover.

vi
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HARDWARE REQUIREMENTS

The following is a list of hardware required to complete all the labs in the book. The hard-
ware requirements for many of the individual labs are less than what is listed.
m Three computers with Pentium 166 MHz CPU or higher processors (400 MHz rec-
ommended) with the following features:
128 MB of RAM minimum (256 MB recommended) in each computer

- A 2-GB hard disk with at least 1 GB of available storage space (4-GB hard disk or
larger with at least 2 GB available storage space recommended) in each computer

- Two additional hard drives
- A CD-ROM drive
m A telephone line or another type of connection to the Internet (cable, DSL, or faster
preferred)
Two modems
A dial-up Internet account
Internet access (this does not need to be through the dial-up account)

At least four PCI Ethernet network interface cards with the following features:

- Four with RJ-45 connectors

- Two with BNC connectors (some network interface cards are available with both
RJ-45 and BNC connectors)

- Two from the following list: 3Com 3C509, 3Com 3C595, 3Com 3C905, Realtek
NE2000 compatible, Realtek NE2000 PCI compatible, or ISA/PCI NE2000
compatible

Category 5 UTP cabling to make cables
Category 3 UTP cabling to make cables

At least six Category 5 UTP straight-through patch cables
At least two Category 5 UTP crossover patch cables

m RJ-45 connectors

m A computer professional’s toolkit that includes a Phillips-head screwdriver, a ground
strap, and a ground mat

m A networking professional’s kit that includes a cable tester, crimper, wire stripper, and

a wire cutting tool

Four 10/100 Ethernet hubs

Coaxial cable, T-connectors, and terminators

Two fiber-optic bridges with AUI interfaces

Two twisted-pair transceivers with an RJ-45 connection on one end and an AUI con-

nection on the other end
m At least six feet of fiber-optic cable

m Access to two analog outside phone lines (or two digital lines and two digital-to-analog
converters)
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You may choose to install multiple network operating systems on each computer, as this will
allow you to boot into a particular operating system when needed for a lab.

SOFTWARE/SETUP REQUIREMENTS
m At least two copies of Windows 2000 Server with Windows 2000 Service Pack 1
m At least one copy of Windows 2000 Professional
= Novell NetWare 5.x network operating system
Linux Red Hat 7.x
Microsoft 1IS Version 5 installed on Windows 2000 Server
A web browser such as Internet Explorer (Internet Explorer 5.0 is used in the text)
Novell Client for Windows NT /2000 4.81
Anti-virus software such as McAfee’s VirusScan
FREESCO 0.27 downloaded from wunfreesco.org
Microsoft Project 2000
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CHAPTTETR O N E

AN INTRODUCTION TO
NETWORKING

Labs included in this chapter
» Lab 1.1 Understanding Elements of a Network
» Lab 1.2 Understanding How Networks Are Used
» Lab 1.3 Creating a Free Internet E-mail Account
» Lab 1.4 Searching for Networking Jobs
» Lab 1.5 Building a Simple Peer-to-Peer Network

Net+ Exam Objectives

Objective Lab
Identify the purpose, features, and functions of the following network components: | 1.1, 1.2,
hubs, switches, bridges, routers, gateways, CSU/DSU, Network Interface

Cards/ISDN adapters/system area network cards, wireless access points, modems

Recognize the following logical or physical network topologies given a schematic 1.1
diagram or description: star, bus, mesh, ring, wireless

Recognize the following media connectors and/or describe their uses: RJ-11, RJ-45, | 1.1, 1.5
AUI, BNC, ST, SC

Identify the basic capabilities (i.e., client support, interoperability, authentication, file | 1.2, 1.5
and print services, application support, and security) of the following server operating

systems: UNIX/Linux, NetWare, Windows, Macintosh

Define the function of the following remote access protocols and services: RAS, 1.2

PPP, PPTP, ICA
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LAB 1.1 UNDERSTANDING ELEMENTS OF A NETWORK

Objectives

When first learning about network components, it is often helpful to observe a live net-
work and talk with experienced networking professionals. The concept of segments, con-
nectivity devices, or structured wiring techniques, for example, can be more easily
demonstrated on a real network than in a textbook.The goal of this lab is to explore some
real-life examples of basic networking concepts. To complete this lab, you will be required
to tour your school’s computer laboratory or network and identify various networking
components at that site. Alternately, your instructor might arrange your class to tour a
business’s network with a willing network professional.

After completing this lab, you will be able to:
» Identify and sketch the organization’s network topology
» Identify the nodes on a real-life network
» Identify a network’s network operating system and client software

» Identify protocols used by the network

Materials Required
This lab will require the following:

» A network professional or instructor willing to give you a tour of your school’s
computer laboratory or data center or a network professional willing to give
you a tour of a network at a business, school, or other site

» Pencil and paper

Estimated completion time: 3 hours

ACTIVITY

1. If you cannot tour your school’s computer laboratory or data center, contact a
business, school, or other organization and ask to interview the person in
charge of their network. Explain that your purpose is purely educational and
that you desire to learn more about networking. Also, explain that you will
need to take notes.

Activity

2. Make the visit and with the guidance of the network administrator, observe
the organization’s network. Remember to ask for details about the network’s
topology, hardware, operating system, and protocols.

3. On a separate piece of paper, draw the site’s network topology, using boxes to
represent the components such as computers and printers. Draw lines to
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connect the components. You might also use network-diagramming software
such as Microsoft Visio in order to diagram the network.

4. On your diagram, label servers with the letter “S,” workstations with the letter
“W,” and printer with the letter “P”” Label devices used to connect other
devices together (such as a hub) with a “C.” If you are unsure about a network
component, label the box with the letter “O” for “other.”

5. Ask the networking professional or instructor for specifics about the network
operating system (NOS) types and versions and the client types and versions
used within this network. Record this information.

6. Record the make and model of any network interface cards (NICs). Note how
many different types of NICs this network uses. If the number of different
types is high (for example, over six), ask the network administrator how this
variability affects network maintenance and troubleshooting.

7. Record the protocols used in the network.

8. If you toured an outside organization’s network, thank the person you inter-
viewed. Follow up later with a letter of thanks.

Certification Objectives
Objectives for the Network+ Exam:

» Identify the purpose, features, and functions of the following network compo-
nents: hubs, switches, bridges, routers, gateways, CSU/DSU, Network Interface
Cards/ISDN adapters/system area network cards, wireless access points, modems

» Recognize the following logical or physical network topologies given a
schematic diagram or description: star, bus, mesh, ring, wireless

» Recognize the following media connectors and/or describe their uses: RJ-11,
RJ-45,AUI, BNC, ST, SC

Review Questions

1. Which of the following best describes a network’s physical topology?

a. the method by which multiple nodes transmit signals over a shared commu-
nications channel

b. the physical layout of a network
c. the organization of a network’s cable and wireless infrastructure
d. the software used to ensure reliable connections between nodes on a network

2. Which of the following is the most popular type of modern network architecture?
a. client/server
b. terminal/mainframe
c. peer-to-peer
d. mainframe/dial-up
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6.

. Which of the following elements is not required for a client to connect to a

server on a client/server LAN?
a. protocols

b. media

c. e-mail account

d. client software

. Which of the following are examples of client/server network operating sys-

tems? (Choose all that apply.)
a. Windows 98

b. Windows 2000 Server

c. UNIX

d. NetWare

. Network protocols are used to do which of the following? (Choose all that apply.)

a. to ensure reliable delivery of data

b. to determine the nearest printer for a print job

c. to interpret keyboard commands

d. to indicate the source and destination addresses for data packets

On a client/server network, clients may have only one protocol installed at any
time. True or False?

. A significant difference between the peer-to-peer and client/server network

types is that a peer-to-peer network

a. is more difficult to set up
b. does not allow for resource sharing between workstations
c. does not usually provide centralized management for shared resources

d. 1s more secure

. Why is it necessary for each client on a client/server network to have a

unique address?

LAB 1.2 UNDERSTANDING HOwW NETWORKS ARE USED

Objectives

As with network components, network services can be better understood through
observing a live network than through simply reading a textbook. The goal of this lab is
to help you learn more about how network services, such as remote access services and
Internet services, are used in the real world. In addition, this lab will help you understand
the importance of these services to an organization.

Server hardware includes the IBM xSeries 370, the Sun Enterprise 420R, and the Dell
PowerEdge 7150 servers. Typical examples of software used for File and Print Services
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include the Windows 2000, Netware 5.x, and Linux/Unix network operating systems.
Typical examples of software used in communication services include Routing and
Remote Access Services in Windows 2000 and NetWare Connect in Netware 5.0.

Typical examples of software used for communication services include Microsoft
Exchange Server, Novell’s GroupWise, and Sendmail on UNIX and Linux. Many differ-
ent software products may be used for Internet services. Examples include Microsoft’s
Internet Information Services (IIS) on Windows Servers and the Apache HTTP Server on
UNIX or Linux servers, both of which are World Wide Web (WWW) servers. Examples
of software used for management services include Novells ManageWise, Microsoft
Systems Management Server, and Hewlett-Packard OpenView Network Node Manager.

To do this lab, your instructor may arrange for you to tour your school’s computer labo-
ratory or network, or another organization’s network. If you do not have access to a
school’s network, you may arrange your own tour with a willing network professional.

After completing this lab, you will be able to:
» Identify the types of network services used by an organization
» Describe the software and hardware used to supply these network services

» Identify the consequences for the organization if any of these services were to fail

Materials Required
This lab will require the following:

» A network professional or instructor willing to give you a tour of your school’s
computer laboratory or data center or a network professional willing to give
you a tour of a network at a business, school, or other site. The network should

include at least one server.

» Pencil and paper

Estimated completion time: 2 hours

L
Activity

ACTIVITY

1. If you cannot tour your school’s computer laboratory or data center, contact
the network professional at the site. As in Lab 1.1, explain that your purpose is
educational and that you will be taking notes about the network.

2. Make the visit and observe the network. Ask for descriptions of the network’
File and Print Services, communications services, Internet services, and man-
agement services.

3. Record the software and hardware of the servers using File and Print Services.

Ask your instructor or the person giving the tour for the business purpose or
purposes fulfilled by these services for this organization.
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6.

. Record the software and the hardware of the servers using communication

services. What business purpose or purposes do these services fulfill for this
organization?

. Record the software and the hardware of the servers using e-mail services. What

business purpose or purposes do these services fulfill for this organization?

Record the software and hardware of the servers using Internet services. What
business purpose or purposes do these services fulfill for this organization?

. Record the software and hardware of the servers using management services.

What business purpose or purposes do these services fulfill for this organization?

. Ask the network administrator to explain how the failure of the services

described in Steps 3 through 7 would affect that organization. What steps have
they taken to minimize the consequences of these failures?

Certification Objectives

Objectives for the Network+ Exam:

>

>

Identify the purpose, features, and functions of the following network compo-
nents: hubs, switches, bridges, routers, gateways, CSU/DSU, Network Interface
Cards/ISDN adapters/system area network cards, wireless access points, modems

Identity the basic capabilities (i.e., client support, interoperability, authentica-
tion, file and print services, application support, and security) of the following
server operating systems: UNIX/Linux, NetWare, Windows, Macintosh

Define the function of the following remote access protocols and services:
RAS, PPP, PPTP, ICA

Review Questions

1.

Which of the following network connectivity issues could be solved through

the use of a communications server?

a. A temporary employee does not have privileges to modity the files he needs
to edit.

b. A professor cannot connect to the Internet from his workstation on a
university’s LAN.

c. An inventory control person in a warechouse needs to scan the bar codes of
hundreds of auto parts into a networked database.

d. A traveling salesperson needs to upload her sales figures to a database on the
company’s home network from her hotel room.

. Which of the following is an example of a LAN’s Internet service?

a. Web site hosting

b. translating data between two disparate e-mail systems

c. saving a week’s worth of data from a database to a backup tape

d. issuing valid Internet IP addresses on a dynamic basis to multiple clients
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. Which of the following are advantages to using print services on a large LAN?

(Choose all that apply.)

a. Sharing printers between multiple clients can make printing faster for
each client.

b. Sharing printers between multiple clients reduces purchasing costs.

c. Sharing printers between multiple clients saves maintenance efforts for printers.

d. Sharing printers between multiple clients reduces per page printing costs.

4. Which two of the following network services together allow only appropriate

personnel within an organization to access confidential files across a LAN?

a. communications services

Internet services

management services

. file services

o a0 o

print services

. What would happen to the performance of a single server if it suddenly began
to run all of the services mentioned in this lab?

. Which of the following services would be considered management services?
(Choose all that apply.)

a. load balancing between servers

b. granting access rights to files

c. maintaining records of each client’s network address

d. enabling multiple users to share the same printer

. As a network administrator, what concern might you have about establishing a
remote access (or communications) server for your network?

a. the availability of phone lines for remote users

b. the modification of file access rights for users when they are mobile

c. the assignment of printer device drivers to remote users

d. the potential security risk of allowing users to remotely log on to your network

. When used in the context of e-mail services, a gateway performs which of the

following functions?

a. routes e-mail messages from one LAN client to another client on the
same LAN

b. encrypts e-mail messages before they are transmitted from a LAN to the

Internet

allows two dissimilar e-mail programs to accept and interpret each others’

messages

o

d. manages the Inboxes and Outboxes for multiple users on a LAN
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LAB 1.3 CREATING A FREE INTERNET E-MAIL ACCOUNT

Objectives

In this lab, you will set up a free e-mail account, which you can use to send and receive
Internet e-mail from all over the world. This is an example of the sort of services that, as
a network administrator, you will be helping to provide to the users of the networks you
administer. Many people depend quite heavily on Internet e-mail in order to do their
jobs, and as a network administrator, your users will never be shy about letting you know
when it isn’t working.

After completing this lab, you will be able to:
» Create a free Internet e-mail account, allowing you to send and receive e-mail
messages
Materials Required
This lab will require the following:

» A computer with access to the Internet.You can visit a local library if you have
no other Internet access.

» A Web browser

Estimated completion time: 10-15 minutes

Activity I

ACTIVITY

1. Start an Internet browser such as Microsoft Internet Explorer or Netscape
Navigator.

2. Go to www.yahoo.com.

3. Click the Check Email icon.

~

. Click the Sign up now link. A page appears offering you the opportunity to
sign up for the Free Edition and the Custom Edition of Yahoo! Mail.

. Click the Sign Me Up! link for the Free Edition of Yahoo! Mail.

. Decide upon aYahoo! e-mail ID and enter it in the Yahoo! ID: text box.

N O o

. Type a password in the Password: text box. Type the password a second time in
the Re-type Password: text box.



