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Preface

Hanging out and hooking up in
cyberspace: a powerful, transpersonal, transformational repository of
good and bad, a cyber-collective unconscious. The urge to coalesce our
experiences with children, youth, and families into a book has been
percolating for thirty years. As psychologists and university faculty,
Jayne and I have always been concerned that we teachers and mental
health professionals are not as helpful as we could be, given the levels
of distress we see in our patients and students: depression, chronic wor-
ries, addiction, unsatisfying relationships. Now these problems are
creeping into cyberspace and we really don't know what to do about
them.

It was difficult to create a literary product from such an amorphous
and novel topic that would be both scholarly and practical. We did not
want this book to be a tome of doom and dire warnings about how
the Internet is corrupting our kids or contributing to the breakdown of
the family. Nor did we want to succumb to a digital version of Internet
Tips or Parenting 101 by promoting more of the same that does not
work offline. How do we write a book about solving problems in
cyberspace when we aren't solving the same ones offline? However, the
Internet is as awesome (we collaborated on and wrote this book from
two different countries) as it is awful (such as infant porn posted online
using live Web cam).
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The stakes are too high for knee—jerk solutions. We need a strategy that
recognizes and understands the power of digital technology or the power of
digital technology will use us. Internet media socializes people in new ways
and will only continue to do this more, generating profound changes
within ourselves, in our relationships, and in our communities. Here are
some facts about our health offline: 20% of American children live in
poverty in the richest nation in the world. Adults are a stressed~out bunch,
ill from preventable diseases and bad habits. Many of us still are suffering
from issues left over from childhood. We're unhappy and self-absorbed.
Why do 50% of marriages end in divorce? Because we are confused and
often ignorant or in denial about our issues, and now they are online.

Kids need help even more than adults because when they do not get
their needs met at critical periods of development, they often spend a
lifetime paying for it in one way or another, and so does society. Ado-
lescents fare even worse. Our teens, at the cusp of adulthood, have the
worst health of youth in developed nations and one of the poorest aca-
demic standings. Too many kids are depressed, obese, using drugs, and
disconnected from their communities. Youths in the United States have
more teen pregnancies, more STDs, more sexual partners, and a
younger age of sexual debut than their European counterparts. Huh?
What are we modeling? What is the message? What about their future?
Do we care about the legacy of bad health and bad habits we are leav-
ing behind (by default if nothing else)? Do we care about kids, do we
care about each other? Questions about sex and relationships have
always generated potent discussions and opinions. We're all looking for
love and now we're doing it online.

While we can't seem to help young people handle the supersize pres-
sures of growing up, the media is doing it for us. Cornell West, profes-
sor emeritus of religion at Princeton, says “we have it backwards. For 50
years we've been teaching our kids to be successful, be successful . . .
when we should be teaching them to be great’ (2004). What does West's
philosophy have to do with Cyber Rules? The multimedia Internet expe-
rience makes kids feel great. Kids have power online and they know it.

Jayne and I do not claim that Cyber Rules is a panacea for everything
that is wrong with cyberspace but we stand behind the information,
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problem-solving model, and advice in this book. We just can't ignore
how Internet media is changing us. Communicating online enables us to
be intimate and global, real and fake. Do we know the difference? Do we
even care? How do we negotiate wellness through the maze of online
interactive media effects that we have largely ignored offline?

We can use the Internet to close the gap between what we want
young people to learn (which many do not learn well enough) and
West's vision of greatness. Not success, not money, not stuff, but per-
sonal responsibility, concern for others, and a shared stake in the health
of future generations. It's no accident that the title of this book is Cyber
Rules. The Internet rocks and certainly rules the world for young peo-
ple! Ask anyone who met a mate online or surfed the Web and learned
what ambergris is at $200,000 per ounce. Children and adolescents
embody the archetype of the Intermet communication revolution:
young, constantly changing pushing boundaries, wanting control,
rejecting the status quo, exploring identity, and searching for love.

This book is a guide for those who want to understand the power
of the Internet media culture in order to use it in positive ways. If we
are worried about the effect that media is having on our youth and cul-
ture then we need to become media literate and much more proactive
about lots of things offline that we ignore or avoid. There is harm
online. It's the same as offline but it feels bigger when projected into
cyberspace because we can't control it: anger, racism, sexism, homo-
phobia, greed, distractibility, impulsivity, consumerism, and deception
are a part of the cyber collective, but so is altruism, cultural under-
standing, generosity, self-discovery, and concern for others. Cyber Rules
acknowledges that few rules can be enforced in cyberspace from an
authoritarian model. ("Don’t do this because I say so” barely works on
the ground) As a result we need to convince people, kids especially, that
there are some potentially harmful things going on in cyberspace that
they need to be aware of and avoid, and which could hurt their devel-
opment or hurt others if they choose to participate-a very tall order.

We need more information and skills for interacting online now, but
we also need to understand it for the future, how cyber-human inter-
action will continue to evolve and change us. We already have wearable
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computers, neural implants, and computers that interpret your feelings
and respond accordingly. Ironically, the government designed the first
computers to decentralize knowledge and protect us in the event of a
nuclear war, but now soldiers and F-22 Raptors use remote-sensing
Internet technology to home in and kill. The Internet is the power that
got away and generations of hackers young enough to be your children
can get your password.

What can we do? Cyber Rules shares people’s cyber stories, discusses
the opinions of experts, and then gives the reader the criteria with
which to measure and determine if cyber behaviors could threaten
healthy development. Rather than a list of “do this or don't do that”
Cyber Rules wants readers to practice evaluating cyber dilernmas using a
problem-solving model and become experts about their own cyber use.
This will not be an easy process. Healthy expression online or perver-
sion? Isolation or meaningful connection? Cyber activism or a substi-
tute for getting a life? We cannot be certain about what the
psychological and social effects of Internet use will be, but hopefully
this book will give you the information and practical advice you need
to use the Internet wisely and “get it" about media.

How to Use Cyber Rules

THE AUDIENCE

This book is intended for a crossover audience because most clini-
cians, educators, and parents grapple with the same cyber issues. How-
ever, achieving the right tone for everyone is difficult. Not enough
scientific validity and too much hype and clinicians will discount the
material as unsubstantiated. Too much research and we will overwhelm
the educator and the parent. Jayne and I have tried to find a balance
but hope that the reader will find both the science and practicality use-
ful. Clinicians, educators, and parents want answers, but no one is sure
whether offline theories about behavior apply to cyberspace. California
teachers are mandated to include Web-based curricula in their lesson
plans but are not taught online pedagogy. Parents wonder if restricting,
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monitoring, or spying on their kids" Internet use is effective, while most
teens know how to get around parental controls and are amused when
adults think that they are in charge of their media diet.

Cyber Rules wants the reader to know what the research is on Internet
effects, but also how to navigate data that can be contradictory because
they are too broad or too narrow to apply to a particular cyber prob-
lem. Professional books tell therapists to expand their practice online
but admit that there are no standards or laws (and few liability com-
panies) that will protect them in cyberspace. More importantly, cyber
dilemmas cannot be analyzed by uploading offline rules of psychology,
or of law, economics, or politics for that matter, and expecting them to
transplant effectively online.

THE INTERVENTIONS

We want you, the reader, to solve the cyber problems presented in the
dlinical vignettes by imagining that you are the dlinician, educator, or par-
ent who must decide whether the cyber behavior is OK or not OK and
why. Questionnaires assess knowledge and measure use patterns while the
personal stories keep it real. The interactive exercises require you to con-
ceptualize at least two different ways to organize your thinking about
what's happening online. The exercises and vignettes test your knowledge
and challenge your assumptions about cyberspace. They are designed to
generate discussion with those whose opinions may be different from
your own: therapists, teachers, colleagues, friends, and most especially
young people. Certainly for every horrific cyber story there are an equal
number of untold ones that are healthy and authentic. We want you to
know the research, understand what potential problems look like online,
and practice applying the advice in this book to a variety of scenarios and
dlinical vignettes so that you then know what to do in real life.

HOW CYBER RULES IS ORGANIZED

The Introduction and Chapters 1 and 2 discuss specific problems
encountered online and the ways that Internet communication affects
identity. Personality and behavior in cyberspace are not constrained by
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face-to-face protocol, geography, and time. Is this a good thing? The
exercises in Chapter I, "Online Identities,” illustrate that adults and
teenagers explore different aspects of their identities online. Healthy
Internet use is determined by comparing one's online and offline per-
sonalities.

The second part of this book takes the reader into the world of
online relationships. Chapters 3, 4, and 5 address cyber social and sex-
ual relationships via text, graphics, cell phones, and Web cams. What
effects do these activities have on our offline relationships and well-
being? The exercises that accompany these chapters help the reader to
explore attitudes about what makes a healthy or unhealthy online rela-
tionship. Clinical vignettes and personal stories ask the reader to
address the issue of harm online: whether cyber porn is developmen-
tally healthy or a substitute for lack of social contact or whether a cyber
affair is a real affair. Here the Internet appears to be redefining the games
we play, friendships, dating, and how we look for a mate or a sexual
experience. The final section of Cyber Rules explores health online: how
to find the most accurate health information online and psychological
treatment in cyberspace.

The societal problems that are so visible online give us an opportu-
nity to craft a legacy of sustainable health for future generations. Should
young people really listen to what we have to say if we leave things as
they are? The digital age can help us connect more authentically with
our children and make our relationships more meaningful. It's as easy
to e-mail someone in the next room as half way around the world.
Going global encourages us to appreciate diversity and to challenge our
assumptions. But the Internet has forced us to rethink who's in charge,
collaborate more when there's a problem, and negotiate solutions to
digital dilemmas from a shared power perspective. It would be such a
shame if we continue to keep our hearts and minds and actions dis-
connected, unconscious, and stuck as we log into a new world. We can
use the Internet to become great. It is our hope that this book brings
you at least partially there, wherever “there” is, for you and those you
love.
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Introduction

Life arises from the endless interplay of polarity force . ..
heaven and earth, active and passive, light and dark, heat and
cold, dampness and dryness, contraction and relaxation . . .
The two forces attract and repel each other continuously.
Their interplay creates all energy, matter,
and the dynamic movement of life.

(PECK & PECK).

Getting It About the Internet

How do we get it about the Internet? What's it anyway? We wrote this
book to help you learn about the Internet from both a psychological
and a communications perspective. Gelting it means digital media liter-
acy: knowing how to use the Internet rather than being used by it. On
the one hand we need to get it quickly, especially when there is so
much bad press out there about kids’ and adults’ habits online. On the
other hand, few argue that the power of digital technology has trans-
formed our lives. Ask anyone what would happen if we suddenly
couldn't use our computers, kids especially. Pulitzer Prize-winning
author and New York Times columnist Thomas Friedman believes the
Internet has flattened the world, “challenging hierarchical structures
with a horizontal model of innovation” (2005, p. 103). Friedman
describes what he means:

Clearly it is now possible for more people than ever to collaborate
and compete in real time with more other people on more different
kinds of work from more different corners of the planet and on a
more equal footing than at any previous time in the history of the
world using the computers, e-mail, networks, teleconferencing, and
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dynamic new software. But contemplating the flat world also left me
filled with dread, professional and personal . . . . I realized that this
flattening was taking place while I was sleeping, and I had missed it.
I wasn't really sleeping but I was otherwise engaged. (p. 8)

Many of us can relate to Friedman's statement. The Internet has
changed us in subtle and obvious ways and there is no end in sight to
the fecundity of human-digital intercourse. Wear or cuddle with your
computer? Step into the screen? Fascinating. Online love and hate? Con-
fusing. Live-cam sexual exploitation of infants? Horrific Where to turn
for guidance in terms of kids' online lives? Here, for a start. This book is
our effort to wake you up, so to speak, so that you can be in cyber-space
consciously and meaningfully and your young ones will listen when you
talk to them about harm online and not just tune you out (like they do
offline). However, we want you to resist the need to be told what to do.
The human effects of Internet use are complex. There's a lot at stake and
a lot we don't know. We do not begin with what kids are doing online
on purpose. We start, rather, with an overview of identity in cyberspace
and the ways these cyber identities connect with others. Cyber Rules ana-
lyzes how our online identities and personalities compare to who we are
offline. The cognitive and social mechanics of being plugged in electron-
ically appear to be changing our neuro-anatomy. Take writing, for exam-
ple. Keyboarding, as opposed to writing with our dominant hand, fully
engages both hemispheres of the brain at once. This simultaneous dance
of information processing allows right-brain functions, primarily non-
verbal and spacial, to tango with the left's expertise in decoding verbal
meanings. Of course this is reversed in left-handed people. Interestingly,
our left hand types more words on the keyboard due to the way the let-
ters are positioned. This forces our right hemisphere to expand verbal
processing capabilities. Because young people’s brains are still growing,
these new, more interconnected ways of communicating will certainly
have more profound effects than writing the old fashioned way.

IQQ scores appear to be going up, indicating that we are able to
process information faster. Many attribute this to the digital age John-
son, 2005). We may also be more socially focused online. How? A quar-
ter of the motor cortex, the part of the brain that controls all movement
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in the body, is devoted to the hands. Our fingertips are adept at com-
municating, as signers and lovers will attest. Even Freud understood the
power of our hands: “He that has eyes to see and ears to hear may con~
vince himself that no mortal can keep a secret. If his lips are silent, he
chatters with his fingertips" (Freud, 1932, n.pJ.

Is there a down side to being online? Perhaps. Social scientists believe
that our online interactions are expanding identity, but also redefining
the way we interact and socialize with others (Bargh & McKenna, 2004;
Warschauer, 2003). What's happening to the power of in-person com-
municating online? Is it shallow or deeper, transformed in some way
that we won't fully realize until our grandchildren are adults? How do
the subtleties, nuances, and reciprocity so essential to offline relating
manifest in cyberspace? Media psychologist Lilli Friedland is con-
cerned but hopeful:

Is it possible that we have become a mass of electronic hermits, not
able to work or play well together? The traditional institutions of
“civilizing" people, family, school, community, church/synagogue
are challenged by trying to serve people whose loyalty is almost
entirely to themselves. Will some people prefer to live in a fictitious
world created almost entirely by the entertainment industry? As
electronic media absorb more and more time, people may become
less motivated to care for things and do anything for anyone but
themselves . . . The younger generations are techno-savvy and pre-
fer to communicate via Internet than face-to-face. The new media
may dis~socialize people . . . but perhaps we should really look at
technology as instruments that can make our lives easier and faster
and give us the opportunity to focus on personal meaning. (2005,
pp- 2, 6)

Attachment theorist Daniel Stern (2004) believes that socialization is
the primary mechanism that brings meaning to our lives. He suggests
that the language and sensory areas of our brain direct this process and
becomes

an intersubjective matrix where mechanisms such as mirror neu-
rons may be the center of conditions for synchrony, imitation and
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attunement (which) could be factors in controlling empathy and
resonation with the other. (Klien, 2005, n.p.)

Mirror neurons fire away when we are engaged with each other online
and with media. Neuro-scientist Marco Jacoboni at UCLA believes that
these neurons may contribute to violent behavior offline because they
are activated more easily after viewing violent media or engaging in
combative, angry chat. lacoboni believes this may predispose one to act
more aggressively (Goldberg, 2005).

There's a lot of research and speculation about how the Internet
affects us. Fortunately, gathering information from around the world,
talking to experts online, and hearing people’s online stories is easy to
do in cyberspace. But the purpose of this book is more than an intel-
lectual exercise or the need to give advice. We want the reader to learn
how to use the Internet and consume media in more positive ways, to
improve our relationships and our world so that our kids won't fall
into the same old potholes we did. Are we for real? Why not? We have
the technologies now to reach and teach almost everyone on the planet.
This book is divided into three sections to make cyber culture more
palatable. We discuss research, talk about projections of the self online
as well as loving and playing in cyberspace. But we also include per-
sonal stories and mini vignettes so you can learn about others’ experi-
ences and thus gain perspective about your own. One of the most
exciting aspects of our digital world is that it allows us to appreciate
people who are different from us. Here is what Xiang, a high school
student, writes from Malaysia:

I have heard people tell me how unhealthy they think the Internet
is, how information on the Internet just isn't reliable or accurate,
how it results in dehumanising relationships. I listen to all of this
while stewing inside. [ am adolescent. Of course, you will say that
my reaction is to be expected. Since adolescents love to argue and
disagree and fight and talk back. Since adolescents love spending
hours online chatting and playing games. But what I feel is rele-
vant, is that [ am also profoundly deaf. I am fully oral now but
only beginning to learn sign language; but even my hearing aids do



