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Introduction

The purpose of information security is to protect an organization’s valuable
resources, such as information, computer hardware, and software. Through
the selection and application of appropriate safeguards, security helps the
organization’s mission by protecting its physical and financial resources,
reputation, legal position, employees, and other tangible and intangible
assets. To many, security is sometimes viewed as thwarting the business
objectives of the organization by imposing poorly selected, bothersome
rules and procedures on users, managers, and systems. Well-chosen secu-
rity rules and procedures do not exist for their own sake — they are put
in place to protect important assets and thereby support the overall
business objectives.

Developing an information security program that adheres to the prin-
ciple of security as a business enabler is the first step in an enterprise’s
effort to build an effective security program. Organizations must continually
(1) explore and assess information security risks to business operations;
(2) determine what policies, standards, and controls are worth implement-
ing to reduce these risks; (3) promote awareness and understanding among
the staff; and (4) assess compliance and control effectiveness. As with other
types of internal controls, this is a cycle of activity, not an exercise with
a defined beginning and end.

This book was designed to give the information secutity professional
a solid understanding of the fundamentals of security and the entire range
of issues the practitioner must address. We hope you will be able to take
the key elements that comprise a successful information security program
and implement the concepts into your own successful program.
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Chapter 1

Overview

The purpose of information protection is to protect an organization’s
valuable resources, such as information, hardware, and software. Through
the selection and application of appropriate safeguards, security helps the
organization meet its business objectives or mission by protecting its
physical and financial resources, reputation, legal position, employees,
and other tangible and intangible assets. We will examine the elements
of computer security, employee roles and responsibilities, and common
threats. We will also examine the need for management controls, policies
and procedures, and risk analysis. Finally, we will present a comprehensive
list of tasks, responsibilities, and objectives that make up a typical infor-
mation protection program.

1.1 Elements of Information Protection

Information protection should be based on eight major elements:

1. Information protection should support the business objectives or
mission of the enterprise. This idea cannot be stressed enough. All
too often, information security personnel lose track of their goals
and responsibilities. The position of ISSO (Information Systems
Security Officer) has been created to support the enterprise, not
the other way around.

2. Information protection is an integral element of due care. Senior
management is charged with two basic responsibilities: a duty of

-
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loyalty — this means that whatever decisions they make must be
made in the best interest of the enterprise. They are also charged
with a duty of care — this means that senior management is
required to protect the assets of the enterprise and make informed
business decisions. An effective information protection program
will assist senior management in meeting these duties.
Information protection must be cost effective. Implementing con-
trols based on edicts is counter to the business climate. Before any
control can be proposed, it will be necessary to confirm that a
significant risk exists. Implementing a timely risk analysis process
can complete this. By identifying risks and then proposing appro-
priate controls, the mission and business objectives of the enterprise
will be better met.

Information protection responsibilities and accountabilities should
be made explicit. For any program to be effective, it will be
necessary to publish an information protection policy statement
and a group mission statement. The policy should identify the roles
and responsibilities of all employees. To be completely effective,
the language of the policy must be incorporated into the purchase
agreements for all contract personnel and consultants.

System owners have information protection responsibilities outside
their own organization. Access to information will often extend
beyond the business unit or even the enterprise. It is the respon-
sibility of the information owner (normally the senior level manager
in the business that created the information or is the primary user
of the information). One of the main responsibilities is to monitor
usage to ensure that it complies with the level of authorization
granted to the user.

Information protection requires a comprehensive and integrated
approach. To be as effective as possible, it will be necessary for
information protection issues to be part of the system development
life cycle. During the initial or analysis phase, information protec-
tion should receive as its deliverables a risk analysis, a business
impact analysis, and an information classification document. Addi-
tionally, because information is resident in all departments through-
out the enterprise, each business unit should establish an individual
responsible for implementing an information protection program
to meet the specific business needs of the department.
Information protection should be periodically reassessed. As with
anything, time changes the needs and objectives. A good informa-
tion protection program will examine itself on a regular basis and
make changes wherever and whenever necessary. This is a dynamic
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and changing process and therefore must be reassessed at least
every 18 months.

8. Information protection is constrained by the culture of the organi-
zation. The ISSO must understand that the basic information pro-
tection program will be implemented throughout the enterprise.
However, each business unit must be given the latitude to make
modifications to meet its specific needs. If your organization is
multinational, it will be necessary to make adjustments for each
of the various countries. These adjustments will have to be exam-
ined throughout the United States. What might work in Des Moines,
Iowa, may not fly in Berkeley, California. Provide for the ability
to find and implement alternatives.

Information protection is a means to an end and not the end in itself.
In business, having an effective information protection program is usually
secondary to the need to make a profit. In the public sector, information
protection is secondary to the agency’s services provided to its constancy.
We, as security professionals, must not lose sight of these goals and objectives.

Computer systems and the information processed on them are often
considered critical assets that support the mission of an organization.
Protecting them can be as important as protecting other organizational
resources such as financial resources, physical assets, and employees. The
cost and benefits of information protection should be carefully examined
in both monetary and nonmonetary terms to ensure that the cost of controls
does not exceed the expected benefits. Information protection controls
should be appropriate and proportionate.

The responsibilities and accountabilities of the information owners,
providers, and users of computer services and other parties concerned
with the protection of information and computer assets should be explicit.
If a system has external users, its owners have a responsibility to share
appropriate knowledge about the existence and general extent of control
measures so that other users can be confident that the system is adequately
secure. As we expand the user base to include suppliers, vendors, clients,
customers, shareholders, and the like, it is incumbent upon the enterprise
to have clear and identifiable controls. For many organizations, the initial
sign-on screen is the first indication that there are controls in place. The
message screen should include three basic elements:

—

The system is for authorized users only

That activities are monitored

3. That by completing the sign-on process, the user agrees to the
monitoring

&
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1.2 More Than Just Computer Security

Providing effective information protection requires a comprehensive
approach that considers a variety of areas both within and outside the
information technology area. An information protection program is more
than establishing controls for the computer-held data. In 1965 the idea of
the “paperless office” was first introduced. The advent of third-generation
computers brought about this concept. However, today the bulk of all of
the information available to employees and others is still found in printed
form. To be an effective program, information protection must move
beyond the narrow scope of IT and address the issues of enterprisewide
information protection. A comprehensive program must touch every stage
of the information asset life cycle from creation to eventual destruction.

1.2.1 Employee Mind-Set toward Controls

Access to information and the environments that process them are
dynamic. Technology and users, data and information in the systems, risks
associated with the system, and security requirements are ever changing.
The ability of information protection to support business objectives or the
mission of the enterprise may be limited by various factors, such as the
current mind-set toward controls.

A highly effective method of measuring the current attitude toward
information protection is to conduct a “walk-about.” After hours or on a
weekend, conduct a review of the workstations throughout a specific area
(usually a department or a floor) and look for just five basic control activities:

Offices secured

Desk and cabinets secured
Workstations secured
Information secured
Diskettes secured

MR e

When conducting an initial “walk-about,” the typical office environment
will have a 90 to 95 percent noncompliance rate with at least one of these
basic control mechanisms. The result of this review should be used to
form the basis for an initial risk analysis to determine the security require-
ments for the workstation. When conducting such a review, employee
privacy issues must be remembered.

1.3 Roles and Responsibilities

As discussed, senior management has the ultimate responsibility for pro-
tecting the organization’s information assets. One of these responsibilities
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is the establishment of the function of Corporate Information Officer (CIO).
The CIO directs the organization’s day-to-day management of information
assets. The ISSO and Security Administrator should report directly to the
CIO and are responsible for the day-to-day administration of the informa-
tion protection program.

Supporting roles are performed by the service providers and include
Systems Operations, whose personnel design and operate the computer
systems. They are responsible for implementing technical security on the
systems. Telecommunications is responsible for providing communication
services, including voice, data, video, and fax.

The information protection professional must also establish strong work-
ing relationships with the audit staff. If the only time you see the audit staff
is when they are in for a formal audit, then you probably do not have a
good working relationship. It is vitally important that this liaison be estab-
lished and that you meet to discuss common problems at least each quarter.

Other groups include the physical security staff and the contingency
planning group. These groups are responsible for establishing and imple-
menting controls and can form a peer group to review and discuss controls.
The group responsible for application development methodology will
assist in the implementation of information protection requirements in the
application system development life cycle. Quality Assurance can assist
in ensuring that information protection requirements are included in all
development projects prior to movement to production.

The Procurement group can work to get the language of the informa-
tion protection policies included in the purchase agreements for contract
personnel. Education and Training can assist in developing and conducting
information protection awareness programs and in training supervisors in
the responsibility to monitor employee activities. Human Resources will
be the organization responsible for taking appropriate action for any
violations of the organization’s information protection policy.

An example of a typical job description for an information security
professional is as follows:

1.3.1 Director, Design and Strategy
Location: Anywhere, World

Practice Area: Corporate Global Security Practice
Grade:

Purpose: To create an information security design and
strategy practice that defines the technology structure



